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Agenda

¢ |E7 ¢ Group Policy
¢ Bitlocker * Network Access
s UAC Protection

* Windows Defender
* ForeFront Security
* Firewall

¢ Auditing

¢ Authentication



Security and Compliance

Fundamentals Threat and Vulnerability
® Security Development Mitigation
Lifecycle e |E Protected Mode

@ Threat Modeling and

: ® \WVindows Defender
Code Reviews

® Network Access
Protection

® |[PSec & Bi-Drectional FW

@ Address Space Layout
Randomization

® \Windows Service
Hardening



Security and Compliance

ldentity and Access Information Protection
Control e BitLocker & 'ULYH
e User Account Control Encryption

e Plug and Play Smartcards ©® EFS Smartcards
e Granular Auditing ® RMS Client



