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TUTORIAL — CO OBNASI SOUCASNY STANDARD
PLATEBNICH KARET

Jan Okrouhly

E-MAIL: JAN.OKROUHLY @QHP.COM

Abstrakt
Kartu s ¢ipem jiz mad asi témér kazdy, co ale jeji viyroba a pouzivani obndsi? Lehky tvod
do standardu cipovych karet ISO 7816 a do EMV standardu pro platebni aplikace bude
ndsledovat praktickd ukdzka komunikace s cipovou kartou, véetné predvedeni platebni
transakce.

Hlavni diraz bude kladen na priblizent redlného Zivotniho cyklu aplikace od pripravy
prostredi, vybéru a testovani cipu, pres vyrobu a certifikace aZ po redlné pouziti. Jaké
jsou dalsi aplikacni mozZnosti vyuZiti cipu, bezpecnostni aspekty platebnich karet v prazi
a kam ddle hodlda vyvoj standardi krdcet.

Proc¢ ¢ipové karty

Magneticky pasek ma nizkou kapacitu a neposkytuje dostatek flexibility ani ka-
pacitu pro nové aplikace. Smart karty® piinaseji nové moznosti vyuziti jak v po-
dobé slouceni platebni aplikace se zdkaznickym bonus programem, tak pfi pou-
Ziti pro jednotlivi nezavislé aplikace a nebo naopak jako kombinaci vice riznych
aplikaci na jedné ¢ipové karté.

Historicky sahaji prvni bezpe¢nostni pozadavky na karty vybavené mikro-
procesorem az do konce 70. let minulého stoleti. Smart karty byly ptvodné
vyvinuty za tfelem snizeni bezpecnostnich problémi a dosud poskytuji dosta-
tecné bezpecné feseni pro mnoho aplikaci jakymi jsou typicky platebni, iden-
tifikaéni ¢i autorizac¢ni aplikace, omezujici fyzicky pfistup, ¢i logicky pristup
k systémiim nebo dat@im. Platby? smart kartami jsou pro redukeci podvodi za-
lozeny na principech a funkcich specifikovanych EMV (Europay MasterCard
Visa).

17kréacend téz oznacovany PC/SC, coz je téz nazev prislusné pracovni skupiny (hlavnimi
éleny jsou Gemalto, Infineon, Microsoft a Toshiba).

2Pro snizeni telekomunikaénich vydaji jsou tyto platby zpracovavany v centralach, které
jsou rozmistény po Evropé, Latinské Americe a Asii.
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Hlavni pfinosy ¢ipovych karet:

Kapacita paméti ¢ipu poskytuje prostor pro dalsi software, s moznosti do-
plnit dalsi softwarové bezpec¢nostni prvky, a také prostor pro nové aplikace

Obtizna vyroba kopie. Ziskani stejného ¢ipu a operac¢niho systému vcetné
ziskani dat, kterd jsou Sifrovana a dostupnéa jen Cipu.

Vylepseni procesu rozhodovani ¢tecky karet. Podpora online i offline ové-
feni pravosti karty a moznost pouziti naroc¢néjsich Sifer, coz prinasi lepsi
ochranu na bezobsluznych terminalech.

Ovéreni identity majitele radéji znalostl PIN nez podpisem, které miize

byt doplnéno i o biometrické informace (zatim se nepouziva pfi platbach,
ale b&Zné napt. pro pristup k dattm).

Moznost reakce na nové vznikajici pozadavky — doplnéni risk manage-
mentu, ¢i aktualizace konfigurace aplikaci.

Standard ISO 7816

Mezinarodni standard pro elektronické identifikaéni karty, zvlasté pak smart
karty, spravovany spoleéné ISO (International Organization for Standardization)
a IEC (International Electrotechnical Commission).

Skladéa se z mnoha rozdilnych ¢asti, z nichz pro potieby soucasnych platebnich
karet vystacime s témito ¢tyfmi zakladnimi:

7816-1: Fyzické charakteristiky;
7816-2: Rozméry a umisténi kontakti;

7816-3: Elektrické charakteristiky a t¥idy pro ¢ipové karty pracujici s 5V,
3Valg8V;

7816-4: Organizace, bezpec¢nost a pfikazy pro datovou komunikaci.

Prvni tfi ¢asti jsou podstatné spise pro vyrobu a testovani karet a ¢ipt. Pri
orientaci na platebni aplikace bude pro nas z hlediska obsahu nejpodstatnéjsi
Cast 7816-4, ktera specifikuje:

Obsah part piikaz—odpovéd probihajicich skrz interface;
Prosttedky pro ziskavani datovych elementt a datovych objektu z karty;

Struktury a obsah byt historie popisujici operacni charakteristiku karty;
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e Struktury pro aplikace a data na karté z pohledu rozhrani pfi zpracovani
prikazi;

e Pristupové metody k souboriim a datiim na karte€;

e Bezpecnostni architektura definujici pristupova prava k souborim a dattim
na karté;

e Prostfedky a mechanismy pro identifikaci a adresaci aplikaci na karté;
e Metody pro secure messaging;

e Metody piistupu k algoritmim zpracoviavanym kartou (nepopisuje tyto
algoritmy).

Tato specifikace nepokryva interni implementaci, ani jeji okoli, a je nezavisla
na technologii fyzického rozhrani. Pouziva se pro karty s pfistupem jednou ¢i vice
metodami, tj. kontakty, tésnou indukéni vazbou ¢i vysokofrekvenénim pfenosem.

Standard EMYV 2000

Jedna se o specifikaci ¢ipovych karet pro platebni systémy aktualné spravovany
spole¢nosti EMVCo, jejimiz ¢leny jsou platebni asociace JCB, MasterCard a Visa
(dale jen asociace).

EMVCo byla zformovana v inoru 1999 z Europay International, MasterCard
International a Visa International za icelem spravy, udrzovani a vylepSovani spe-
cifikaci EMV. Europay akvizici pohltila v roce 2002 asociace MasterCard a v roce
2005 se k organizaci pripojila JCB International. Spole¢nost EMVCo je rovnéz
zodpovédna za proces typovych zkouSek platebnich terminali. Testovani zajis-
tuje pouzitelnost platebnich karet v rtiznych platebnich systémech za dodrzeni
specifikaci EMV.

V soucasné dobé je standard ve verzi EMV 4.1 a skldda se ze ¢tyt celki:

e Book 1 specifikuje aplikacné nezavislé pozadavky na ¢ipové karty a pla-
tebni termindly (pfedevsim elektromechanické charakteristiky jako jsou
rozméry, ¢i Grovné napajeni), pfenosové protokoly (znakovy T=0 a blo-
kovy T =1), mechanismus volby aplikaci a strukturu soubort a pfikaz;

e Book 2 specifikuje bezpecnostni pozadavky, pfedevsim mechanismus of-
fline autentizace, Sifrovani PIN®, generovani aplikac¢nich kryptogramii
a management kryptografickych kli¢t;

e Book 3 specifikuje pozadavky na jednotlivé aplikace, napt. definice jed-
notlivych APDU (Application Protocol Data Unit) ptikazi;
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e Book 4 specifikuje povinné, doporucené a volitelné pozadavky na platebni
terminaly pro zajisténi kompatibility s platebnimi kartami.

V praxi se v souCasnosti nejéastéji setkdvame s platebnimi kartami dle stan-
dardu EMV 2000, odpovidajici EMV 4.0, ptip. obsahujicimi implementaci aktu-
alizaci a dodatkid k této verzi a tim se funkéné blizicimi k verzi 4.1.

Specifikace EMV je postavena pfedevsim na ISO/IEC 7816-4, ale z dtvodii
standardizace Cerpd téz z dalsich specifikaci jakymi jsou napf. tyto:

e ISO 639 definujici reprezentaci jmen a jazyku;
e ISO/IEC 7811 definujicich umisténi a provedeni embosingu;

e ISO 8859 pro osmibitové kédovani grafickych znakovych sad.

Komunikace na aplika¢ni Grovni

Krok v aplika¢nim protokolu se sklada ze zpravy s prikazem, jejitho zpracovani
v pfijemci a odeslani prislusné odpovédi.

APDU (Application protocol data unit) obsahuji bud pfikaz nebo odpovéd.
Obég soudasti paru piikaz—odpovéd mohou obsahovat data, coZ sumdrné dava
CtyTi mozné typy zapouzdreni.

Cislovani zakladnich typt zapouzdieni:

Zapouzdieni | Data v prikazu | Océekavana data v odpovédi
1 Z4dna Z4dna
2 Z4dna, Data
3 Data Zadna,
4 Data Data

Réamec kazdého pfikazu musi mit definovano, dle kterého zapouzdieni mé

byt sestaven®.

Prikazova APDU

ISO 7816 definuje prikazovou APDU jako povinnou hlavicku a podminéné télo
proménné velikosti.

3Pokud toto pii implementaci piikazti nedisledné implementovéano, tézko se takovéa chyba
odhali a muze se nasledné v praxi ndhodné projevit v podobé riznych problémi.
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Hlavicka se sklada ze 4 byti:

e CLA - tfida (zda je rozsah piikazu a odpovédi dle ISO 7816, zda je pouzit
secure messaging atp.)

e INS - instrukce (vlastni piikaz typu SELECT FILE, READ RECORD,
GET DATA, VERIFY atp.)

e P1 — parametr 1
e P2 — parametr 2
Struktura ptikazové APDU:

Hlavicka Télo
CLA INS P1 P2 | [L. pole] [Data] [Le pole]

Pocet bytu v datovém poli je dano L.. Mnozstvi ocekavanych byt v odpovedi
udava L. Nulové L. znamena maximalni pocet pozadovanych dat.

Le i L. mohou byt za jistych okolnosti i dvou-bytové hodnoty a tak pti
parsovani prikaz miiZe realné nastat az sedm moznych variant predani informaci
a aplikace musi byt schopna nalezité je zpracovat.

APDU odpovédi

Odpovéd se dle ISO 7816 skladé z podminéného téla proménné délky a povinného
dvou-bytového zakonceni.
Struktura APDU odpovédi:

Té&lo | Zakonceni
[Data] | SW1 SW2

Zakonceni kéduje stav pfijemce po zpracovani paru prikaz—odpovéd. Vyznam
kombinaci SW1 a SW2 detailné popisuje ISO 7816. Specifikace prislusné aplikace
pak udavaji jakych konkrétnich hodnot mé pfesné zakonceni nabivat v daném
pripadé, resp. stavu aplikace.

Organizace dat na kartach — souborova struktura

ISO 7816 podporuje dvé kategorie souborii:
e Dedicated File (DF)
¢ Elementary File (EF)
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Logicka organizace dat spo¢iva v hierarchické strukture DF.

DF oznacovany jako Master File (MF) reprezentuje kofen souborového sys-
tému. Po resetu karty automaticky vybran a jeho pfitomnost na ¢ipu je povinna.
Ostatni DF jsou nepovinné.

Priklad organizace soubori:

—7 ! i~ -
|Eh|mmaryn |Eh1mnyi ilnl.afnaISeuel'
File EF File EF i File ISF E
! i v T
Elementary Elementary Elementary ]lnlernalSmt'
| File EF ' | File EF ' ‘ File EF ! : FileISF

EF jsou principialné dvou typi:
e Internal EF - ISF jsou interpretovany pouze managementem karty*

e Working EF — pro ukladani dat neinterpretovanych kartou

Zakladni struktury soubort EF:

e Transparentni — nemaji vnitini strukturu a lze je ¢ist po bytech, ¢ blo-
cich

e Zaznamovy — sekvence jednotlivych adresovatelnych zdznami
Pro zaznamové EF je definovan pocet zadznamu a zpusob jejich organizace
(linearni, ¢i kruhovy).

Karta musi podporovat alespon jeden ze zptsobu strukturovani zaznamu:

e Transparent EF — viz vyse

Linear Fixed EF — stejné dlouhé zaznamy dat

Linear Variable EF — riizné dlouhé zaznamy dat

Cyclic EF —obdoba Linear Fixed, zdznam ¢islo 1 vzdy ukazuje na posledni
zapis atd.

4V daném MF, ¢i DF existuje vzdy pouze jeden Internal Secret File.
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V praxi se lze setkat s dal$imi rozsifenimi jako je napt. Compute EF, coz je ob-
doba Cyclic EF, ale kazdy zadznam obsahuje né€kolik byt konkrétniho vyznamu,
které mohou byt pouze inkrementovany ¢i dekrementovany aplikaci a tyto za-
znamy lze jinak jen cist.

Priklad struktury zaznamu Compute EF:

MSB | | LsB €S2 | CS1
Hodnota ¢itace — 3 byty Checksum — 2 byty (fizeno interné)

Metody pristupu k souborum

Kazdy soubor mé tzv. File Identifier (FID) kédovany do dvou bytt. MF mé
fixni FID ‘3F00’. EF a DF pod kazdym danym DF musi mit jednozna¢né FID.
Hodnoty FID ‘3FFF’ a ‘FFFF’ jsou rezervovany.

Soubory lze adresovat prostiednictvim:

e FID identifikdtoru — v aktudlnim DF (nemusi byt vzdy jednoznac¢né);

e Cestou — sloZenim jednotlivych FID za sebe (absolutni cestu lze zadat
s pomoci rezervované hodnoty ‘3FFF’, ktera oznac¢uje kofen cesty);

o Kritkym EF identifikdtorem (SFI) — adresace 5 bity v daném DF (0 zna-
mend aktudlné vybrany EF);

e Jménem DF — Application ID (AID) kédovano 1 az 16 byty a musi byt
jednoznacné v ramci celé karty.

Vybér souboru se provadi prikazem SELECT, jednotlivymi parametry pii-
kazu lze ziskat podrobné informace o vybraném souboru z File control para-
meters (FCP), File management data (FMD), ¢&i File control information FCIL
Podrobnosti viz ISO 7816-4.

Komunikace s ¢ipovymi kartami

Po zasunuti karty do Ctecky ji je termindlem zaslan signal Reset. Na ten karta
musi odpovédét zasldnim sekvence Answer To Reset (ATR).

7 ATR?® terminal zjisti zptisob kédovani logickych jedni¢ek a nul, zda karta
bude komunikovat protokolem T=0 nebo T=1 a pripadné dalsi zdkladni para-
metry komunikace.

5Na soft reset opét karta musi odpovédst ATR.



12 Jan Okrouhly
V danou chvili karta musi poskytovat alespon tyto zakladni sluzby:

e Card identification service — Sluzba umoziujici identifikovat kartu roz-
hrani — viz ATR,;

e Application selection service — Sluzba umoznujici zjistit, jaka aplikace
je na karté aktivn{ a implicitni ¢i explicitni vybér (pfes jméno DF) a spus-
téni aplikace na karté;

e Data object retrieval service — Tato sluzba umoznuje ziskat standard-
nimi pfistupovymi metodami datové objekty definované ISO/IEC 7816,
napt. soubor DIR s cestou ‘3F002F00’, ¢i ATR s cestou ‘3F002F01’;

e File selection service — Sluzba pro SELECT nepojmenovanych DF a EF;
e File I/0 service — Sluzba umoznujici ¢teni dat uloZenych v EF souborech.

Aplikace jsou po resetu ve stavu IDLE®. Piechody do dalsich stavii jsou
presné definovany a ovliviiuji je rtizné udalosti (zadani PIN, vzdjemnd autenti-
zace, nepovelend operace atp.). Po vybéru aplikace se dostava do stavu SELEC-
TED a kontrolu nad p¥ikazy piebird aplikace. Aplikace miiZe naptiklad interpre-
tovat vlastni APDU piikazy zapadajici do definovanych typt ramcad, definovat
vlastni stavovy diagram aplikace a fidit pfechody mezi jednotlivymi stavy. Po
ukonceni opét prevede kartu do stavu IDLE.

Realizace platebni transakce

Platebni aplikace je pfesné specifikovana EMV a jesté vice zpfesnéna asociacemi,
jako napf. Visa, MasterCard, ¢i JCB (definuji napf. minimalni pozadavky na
implementaci bezpe¢nosti, pouzité funkce, algoritmy atp.). Specifikace asociaci
obsahuji krom povinnych nastaveni také volitelné konfigurace, doporucena na-
staveni a podminky pouziti nékterych nastaveni a funkci. Rovnéz definuji zpasob
provedeni transakce, tj. chovani jak karet, tak i terminali. V nékolika nésledu-
jicich bodech bude pfiblizen prubéh typické EMV transakce.

1. Vybér platebni aplikace

Jak bylo uvedeno vySe, na karté se mize vyskytovat jedna implicitné vybirana
aplikace a nebo jich tam mtize byt vice”. V tom piipadé je nutno zajistit explicitni
vybér aplikace.

SPi implicitnim vybéru aplikace bude ve stavu SELECTED.
"Z4lezi téz na velikosti paméti karty.
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Teoreticky na karté muze byt dokonce vice ruznych platebnich aplikaci, ale
v praxi se to zatim prili§ nepouzivé, nebot by potisk povrchu takové karty byl
zavadéjici.

Existuji dva zptsoby, jak terminal vybere platebni aplikaci:

e Nacte z karty soubor se seznamem aplikaci;

e Periodicky se snazi vybrat vSechny jim podporované AID platebnich apli-
kaci

Nalezené nezablokované (poznd se dle SW1 a SW2) aplikace terminal se-
t¥{di dle jejich priorit a podle konfigurace karty bud implicitné sdm vybere tu
s nejvyssi prioritou, nebo klientovi umozni explicitné ji vybrat.

2. Iniciace transakce

Po Gspésném vybéru aplikace pozada terminal kartu pfikazem Get Processing
Options (GPO) o zaslani informaci o datech aplikace a ji podporovanych funk-
cich. Zaroven karté muze predat pozadované informace, které specifikovala jiz
pfi odpovédi na SELECT prostfednictvim Processing Options Data Object Listu
(PDOL) v FCL

Jako odpovéd na GPO zasle karta Application Interchange Profile (AIP)
a Application File Locator (AFL). AIP definuje jaké karta podporuje metody
pro ovéfeni pravosti dat (viz déle), zpiisob autentizace, zda bude pouZit terminal
risk management atp.

AFL udava, ve kterych zaznamech jsou uloZené informace, které terminél
bude potiebovat pfi zpracovani transakce (napf. jméno, ¢ ¢islo uétu klienta)
a které z nich jsou zahrnuty do ovéfeni pravosti (napi. ¢islo Gc¢tu klienta, ¢i
tabulka Application Usage Control udavajici, k jakym typtm plateb Ize aplikaci
pouzit).

3. Nacteni a ovéreni aplika¢nich dat

Terminal nasledné nacte zaznamy definované AFL a ovéri jejich pravost. Nactend
data nalezité interpretuje ve fazi Processing Restrictions, kde testuje verze apli-
kace, datum jeji pouzitelnosti a zda ji mize pro pozadovany druh platby za
zbozi, za sluzby ¢i pro hotovostni operace, pouzit a to véetné kontroly, zda je
jedna o transakci doméci nebo zahrani¢ni®. Je-li vée v pofadku, nasleduje ovéteni
drzitele karty.

8Kazdy terminal ma kromé mény téz definovanu prislusnost ke statu jeho poskytovatele,
prip. obchodnika
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4. Ovéreni drzitele karty

Terminal z obdrzeného seznamu aplikaci podporovanych metod ovéfeni drzitele
(Cardholder Verification Method, resp. CVM List) vybere odpovidajici metodu
a tu realizuje. Dle EMV 2000 tyto metody mohou byt:

¢ Offline Plaintext PIN
e Offline Enciphered PIN

Online PIN

Signature

e Offline Plaintext PIN and Signature

Offline Plaintext PIN and Signature
e No CVM required

Vybér metody termindlem je zavisly na ¢astce a typu transakce, moznostech
terminalu a pravidlech, ktera jsou nedilnou soucasti CMV Listu.

5. Terminal Risk Management

Po nacteni dat viz bod 3, terminal muze zkontrolovat, zda se karta nenachazi na
seznamu blokovanych karet. Dale testuje, zda c¢astka transakce nepfevySuje in-
terni limit daného terminalu, v opacném pripadé transakce musi byt zpracovana
online. Rovnéz obsluha terminalu mé& moznost vynutit online zpracovani trans-
akce, napt. pokud se ji zda chovani ¢i vzezreni majitel karty podezielé. Nékteré
transakce vsak bud sdm terminél ndhodné zpracovava online a nebo se tak roz-
hodne na zakladé prekroceni daného limitu poctu kartou realizovanych offline
transakei bezprostfedné po sob&”. V praxi také nové karty mohou vyzadovat
zpracovat prvni transakce online.

Na zakladé vyhodnoceni uvedenych kritérii terminal vysle karté zadost o vy-
generovani pfislusného typu aplikacéniho kryptogramu (AC).

Typy aplika¢nich kryptogramai:

e TC (Transaction Certificate) — provedeni transakce offline
e ARQC (Authorization Request Cryptogram) — provedeni online transakce

e AAC (Application Authentication Cryptogram) — zamitnuti transakce

9Pokud hodotu &tade karta terminalu poskytuje
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6. Rozhodovani karty

Karta obdrzi od terminalu zadosti o generovani pfislusného typu AC a zaroven
kartou pozadovana data poskytujici nezbytné informace o provadéné transakci.

Karta provede vlastni risk management (obdobné jako termindl mtze pro-
vadét rizné testy na pocet offline provedenych transakei, jejich finanéni objem
atp.) a bud pfislusny pozadovany kryptogram vygeneruje nebo transakci za-
mitne. Bylo-li termindlem pozadovano offline schvaleni (T'C) a karta se rozhodne,
Ze schvéleni necha na vydavateli (bance), pak misto TC vygeneruje ARQC.

7. Online Processing/Issuer Authentication

Pokud karta vygenerovala ARQC, putuje tento kryptogram spolecné s dalsimi
informacemi o transakci k vydavateli. Vydavatel transakci bud pfijme nebo za-
mitne a zasle karté zadost o generovani kryptogramu TC nebo AAC. Zprava od
vydavatele obsahuje zaSifrované kontrolni iidaje, které dokaze ovérit pouze karta
a tim je rozhodnuti vydavatele zabezpeceno — jedna se o tzv. issuer authenti-
cation data.

Pokud terminal neni schopen online funkce, miize pozadovat, aby karta trans-
akci offline pfijala ¢i zamitla s tim, Ze ji signalizuje nemoznost online spojeni
(issuer authentication data karté v tom pfipadé nezasle).

8. Completion

Karta po obdrzeni druhé zadosti o generovani kryptogramu TC opét provede
risk management (pfi pozadavku o AAC, neni co fesit). Na zdkladé vysledku bud
transakci pfijme (vygeneruje TC) a nebo zamitne vygenerovanim AAC. Pokud
probéhla Gspésné autentizace vydavatele, tj. transakce probéhla online, dochéazi
v této fazi vétsinou rovnéz k vynulovani ¢itac po¢tu a hodnoty transakei offline
offline a nékolika dalsich stavovych biti, které se tispésné prenesly do banky pii
kroku 7.

9. Issuer Script Processing

Béhem kroku 7 muze karta obdrzet od termindlu tzv. issuer skript. Ten mize
obsahovat specialni ptikazy urcené napriklad pro zménu PIN, odblokovani PIN,
blokaci aplikace, atp. Skripty zasila karté vydavatelskd banka a jednotlivé pfi-
kazy jsou symetrickou sifrou zajistény proti modifikaci — provadi se tzv. Message
Authentication Code (MAC). Pouzité klice jsou unikatni pro kazdou kartu a ni-
kdy neopousti kartu ani banku. Citlivé informace, jako napi. ménény PIN jsou
navic symetricky Sifrovany prostiednictvim dalsiho kli¢e unikatniho pro kazdou
kartu.
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Skripty mohou byt dvou druht — critical a non-critical. Prvni typ je vyko-
navan jesté pred generovanim druhého kryptogramu a vysledek zpracovani se
tak bezprostfedné dostane do systému vydavatele spolecné s vygenerovanym
AC. Vysledky vykonani druhého typu skriptu zistdvaji ulozeny v ptiznakovych
bitech na karté az do pristi online transakci, kdy jsou spole¢né s prvnim gene-
rovanym AC pieneseny do systému vydavatele.

Pii kroku 9 (pfip. 8 ¢i 6) je transakce ukonéena a béh aplikace konéi, tj.
funkce platebni aplikace prestanou byt k dispozici.

, v

Dalsi aplika¢ni mozZnosti vyuziti ¢ipu

Vedle platebni aplikace miiZze byt na ¢ipu karty nahrano (dle kapacity jeji paméti)
nékolik dalSich nezavislych aplikaci. Karty s podporou asymetrického Sifrovani
mohou byt naptiklad pouzity pro autentizaci uzivatele pro pfistup do riznych
systémil. NejCastéji je v praxi snaha o implementaci tzv. vérnostni aplikace. Ta
muze byt bud pouze pro jednoho obchodnika, resp. Fetézec a nebo pro celou fadu
odlisnych bonus programii.

Obrazek nize zobrazuje priklad takové aplikace, kterd obsahuje identifikaci
drzitele v podobé jména a adresy ulozené v souboru s FID ‘EF02’, bodovou
hodnotu nakupid v souboru ‘EF03’ a informace o posledni transakci v souboru
‘EF01’. Soubor ISF obsahuje kli¢e pro vzajemnou autentizaci aplikace na karté
a bonus aplikace na terminalu obchodnika.

Priklad mozné datové struktury vérnostni aplikace na ¢ipu:

Master File MF
FID: 3F00

!
¥

Loyalty application
FID: DFOO

ISF

¥

Transaction log file
FID: EFO1

——

Validity, name
FID: EF02

—

Bonus balance file
FID: EF03
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Bezpecénostni aspekty platebni aplikace

Pro offline ovéreni pravosti dat prezentovanych kartou terminalu jsou tfi razné
metody:

e Static Data Authentication (SDA) — ovéfeni statického (je stejny pro
vSechny transakce) podpisu dat na karté, ktery ujisStuje o platnosti a ne-
meénnosti dat karty;

e Dynamic Data Authentication (DDA) — ovéfeni dynamického podpisu (je
rizny pro kazdou transakci) generovaného kartou, ktery ujistuje o platnosti
dat a pravosti karty;

e Combined DDA /Application Cryptogram Generation (CDA'?) — karta ge-
neruje dynamicky podpis transakénich dat, tim ujistuje termindl stejné
jako u DDA a zaroven o tom, Ze informace pfenasené mezi kartou a termi-
nalem nebyly pozménény.

Pfi online transakci dochazi k ovéfeni pravosti karty, kdyz online systém vy-
davatele ovéfi AC (typu ARQC), ktery je generovan kartou z dilezitych trans-
akenich dat za tcelem prokazani pravosti dat i karty samotné.

Pii offline transakci termindl uschovd AC (typu TC) generovany kartou, aby
vydavatel mohl ovéfit platnost provedené transakce.

EMYV autentiza¢ni metody dat/karet:

SDA | DDA | CDA Online
autentizace

Detekce neplatnych X X X X
statickych dat
Detekce pozménénych X X X X
statickych dat
Detekce zneuziti X X X
odposlechnutych dat
Detekce utoku vlozenim X X
pozménénych dat
Dostupné pii offline X X X
transakcich

Seznam metod ovéreni drzitele karty byl uveden vyse. Z bezpecnostniho hle-
diska je snaha o eliminaci pouzivani pouhého podpisu drzitele, pripadné jsou

ODefinuje az EMV 4.1
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pouzivany kombinované metody zadani PIN'! i podpisu (jejich pouziti u nékte-
rych typu karet neni povolené a navic to zpomaluje vybaveni transakce, takze
se v praxi prili§ nepouzivd). Zbyva tedy Online PIN a Offline PIN.

Online PIN metoda spociva v zaSifrovani zadaného PINu terminalem a ode-
slani kontrolni hodnoty s ARQC vydavatelské bance k ovéreni.

Offline PIN je naopak zaslan piikazem VERIFY karté, kterd hodnotu ovéri
oproti referenéni hodnoté bezpecné ulozené na karté a informuje terminal o vy-
sledku operace v odpovédi na piikaz VERIFY (zaroven jsou v karté nastaveny
odpovidajici stavové informace, které budou termindlu pfi transakci pfedany).

Offline PIN mutze byt dle EMV ovéfen kartou dvéma zpiisoby — pfi tzv.
plaintext PIN je karté predavan v oteviené podobé a pfi Enciphered PIN je
Sifrovan RSA Sifrou.

Offline PIN byl zaveden proto, aby bylo mozné realizovat ¢isté offline trans-
akci a doslo ke sniZeni telekomunikacnich néakladi. Aby toto nebylo na tkor
bezpecnosti zdkaznika, poskytuje karta prostfedky pro risk management a rov-
néz terminaly se chrani zpracovanim nékterych transakci vyhradné online viz
terminal risk management vyse.

Zajimava Cast risk managementu karty je tzv. velocity checking, aneb kont-
rola poctu provadénych transakci offline. Karty obsahuji jak vnitini ¢ita¢ kazdé
zapocaté transakce, tak poctu transakci provedenych offline, popfipadé i sumarni
castky offline transakci.

Jsou zde konfigurovany limity téchto pocti a tyto jesté mohou byt dol-
ni/mekké a horni/tvrdé. Pii pfekroéeni dolniho limitu poctu offline transakei
bude karta generovat ARQC. Pokud vSak terminél neni schopen online zpra-
covani a zasle karté druhou zddost o AC TC, karta transakci (nebude-li dalsi
dtvod, pro¢ pozadoval jeji risk management online zpracovéani) schvali. Nao-
pak, pokud je prekrocen horni limit offline transakci, karta bude trvat na online
zpracovani a v pripadé nemoznosti online zpracovani danou transakci zamitne.

Obecné je snaha tyto limity nastavovat na co nejmensi hodnotu. Nastavenim
na nulu vznika karta pouzitelnad jen v online termindlech, ale je zde prakticky
plna kontrola nad stavem actu/kreditu.

Vhodnym nastavenim podminek v seznamu CVM lze dosdhnout, ze napii-
klad veskeré hotovostni transakce budou provadény online. Naopak pti pouziti
na mytnych branach se preferuje rychlost provedeni transakce (nejlépe offline)
a protoze pripadné skody pfi zneuziti jsou zde miniméalni, neni pfi pouziti karty
drzitel ovéfovan vitbec (pouzivat metoda No CVM) a dokonce karty maji moz-
nost v tomto pripadé ignorovat offline velocity checking.

Aplikace na kartach mohou obsahovat krom omezeni po¢tu chybné zadanych
PIN také dalsi ochranné prvky proti zneuziti. Mize byt limitovan pocet zapoca-

'Délka PIN mtze byt az 12 znaki, ale ne kazdy terminal je bude pravdépodobné schopen
korektné zpracovat.
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tych transakei (tj. napf. vlioZeni do ¢tecky v bankomatu), ale také pocet issuer
skripti zaslanych do karty (nezavisle na spravnosti MAC) i samotny pocet po-
uziti symetrickych Sifrovacich kli¢ti. Tyto limity nastavuje vydavatel a asociace
vétsinou pouze doporucuji hodnoty téchto limitd.

Na platby ¢ipovymi kartami vrha stin pretrvavajici existence magnetického
prouzku, resp. moznost stale jesté platit kartami s magnetickym prouzkem. Pti-
tomnost magnetického prouzku na ¢ipovych kartach je vyzadovéana, aby bylo
mozné nové karty pouzivat v zemich, kde jesté Cipové termindly jesté nejsou
bézné k dispozici. Jako ochrana pfed vyrobou falesného prouzku dle dat nacte-
nych z ¢ipu karty se nastavuji nékteré idaje na prouzek s pozménénymi hodno-
tami. A naopak na prouzku je zaznamenan kéd informujici obsluhu terminalu,
ze karta mé byt pouzita v ¢ipovém terminalu.

Vydavatelé platebnich karet se snazi zvySovat bezpecnost klientt dalsimi
dopliikovymi bezpecnostnimi funkcemi — napf. moznosti zmény PIN, ale také
tfeba moznosti ,zamykani“'? karty prostfednictvim zaslani specidlni SMS do
stfediska vydavatele, které online platby autorizuje.

Sifrovaci klice

Karty obsahuji sadu 128bitovych TripleDES kli¢t — pro komunikaci s vydavate-
lem, pro Sifrovéni dat a pro zabezpeceni dat. P¥i DDA /CDA k nim je$té pfibyva
RSA kli¢ pro ovéfeni pravosti karty. Minimalni bezpec¢né délky kli¢t pouzitych
pro SDA jsou pfedepsany asociacemi/EMV véetné ¢asového omezeni platnosti
(napt. 1024b do 31. 12. 2009, 1152b do 31. 12. 2012, 1408b do 31. 12. 2014 atd.).
Na strané banky jsou kli¢e bezpecné ulozeny v HSM modulech a jejich periodicka
obména a pripadny transport se fidi pfisnymi pravidly key managementu.

Software pro praci s kartami

Pro testovaci Gicely je plné k dispozici, kromé software poskytovaného asociacemi
a vyrobci karet vydavatelim, naptiklad tento software:

e PC/SC-Lite — Projekt Movement for the Use of Smart Cards in a Linux
Environment (M.U.S.C.L.E.) implementuje API v C (v podobé knihovny
libpesclite.so), kterou emuluje ASPI winscard z platformy Windows(R).

e pcscd — Middleware poskytujici v podobé Linux deamonu rozhrani po-
dobné winscard.

e OpenCT — Implementace ovladac¢t a middleware pro ¢tecky smart karet,
vytvofen OpenSC vyvojéfi, 1ze pouzit pro PC/SC Lite.

12Toto blokovani Gétu nema vliv na transakce provadéné offline
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e OpenSC — Knihovny a utility nad kartami, prevazné kryptografické, im-
plementuje napt. PKCS#11, PKCS+#15 atp.

e pcsc-perl — Perl PC/SC interface v podobé modult Chipcard::PCSC
a Chipcard::PCSC::Card.

Kam spéje technologicky vyvoj platebnich karet

Jednoznacny trend je zvysSovani bezpecnosti platebnich aplikaci. Snaha je o na-
hrazovani karet s SDA, kartami které podporuji CDA nebo aspoii DDA a délky
kli¢d pouzivanych pro asymetrické Sifry se prubézné zvétsuji.

Z hlediska praktického je snaha o zjednoduseni pouziti klienty, omezeni nut-
nosti davat kartu z ruky a zkraceni ¢asu potfebného pro provedeni transakce.
V Jizni Koreji a v USA je tak napriklad jiz né€kolik milionti bezkontaktnich pla-
tebnich karet. Visa i MasterCard zde navazuji na standard bezkontaktnich smart
karet ISO/IEC 14443 (A/B) s opera¢nim rozsahem < 10 cm a pfenosovou rych-
losti mezi 106 a 424 Kb/s. JCB rovéZ pouziva proprietarni bezkontaktni feSeni
s obdobnym opera¢nim rozsahem.

Pilotni projekt asociace MasterCard v USA pfenasi z ¢ipu data odpovida-
jici obsahu magnetickém prouzku, pilot Visa se snazi provadét plnohodnotnou
EMYV transakci. Reseni MasterCardu v USA je zaloZeno jednoduchosti integrace
do stavajicich POS pouhym piidavnym zafizenim a kratkém dosahu signalu.
7Z hlediska bezpecnosti vsak toto feseni zde v Evropé neobstoji.

V soucasné dobé EMVCo definuje specifikaci Contactless EMV a jak VISA
tak i MasterCard pfipravuji vlastni implementace bezkontaktnich transakci se
zvlastnim dirazem na minimalizaci komunikace mezi ¢ipem a termindlem. Lze
ocekavat potirebu kryptografického koprocesoru v ¢ipech spojeného s pouzitim
CDA, coz pred¢i bezpecnost stavajicich kontaktnich ¢ipovych karet. Tyto ¢éipy
maji byt dostupné formou plastovy karet, v hodinkach a v mobilnich telefonech.

Dalsim smérem vyvoje, kterym se za¢inaji platebni asociace zabyvat, je moz-
nost pouziti stavajicich platebnich aplikaci na kartach pro autentizaci uzivatel
a realizaci plateb pfes Internet. Cilem je dosdhnout jednotného standardizova-
ného feSeni e-commerce, které zvysi mnozstvi realizovanych plateb na dalku a to
za souc¢asného snizeni nakladt obchodnikti na zfizeni bezpecéné platebni aplikace
na svych serverech. Pfipravované feSeni Chip Authentication Program ma byt
dokonce pouzitelné dokonce i pro telefonické bankovnictvi. Sice pravdépodobné
bude vyzadovat pienosné HW zafizeni pro komunikaci PC s kartou, ale i tak se
zFejmé mame na co tésit.
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1 Introduction

The Unix operating system is nowadays, at the venerable age of 38, stronger
than ever. It runs on a wide variety of data processing and communication
devices, from mobile phones through notebooks, desktops and servers to Internet
routers and supercomputers. Therefore, it may seem rather surprising that its
conception was purely coincidental, unplanned and the early development was
carried out by a small group of programmers literally under guerrilla conditions.
Yet it is by no means the only case of a revolutionary software concept or program
created by gifted and unsupervised individuals far away from business plans and
project consortia.

However, the entire history of Unix is quite fascinating and instructive. In
this paper I will focus on the most important punctuated equilibria of Unix
evolution, which was driven not only by academic and commercial interests
but also, at least during the periods of growth, by a community of volunteer
hackers. (Note that the word hacker is used here in its original positive meaning
to denote a person “who programs enthusiastically (even obsessively) or who
enjoys programming rather than just theorising about programming”. [3]).

Unix is now a trademark of The Open Group.! Formally, only systems that
are certified by this consortium are entitled to use this name. In this paper, I use
the term more loosely, meaning the entire family of Unix and Unix-like systems.

2 Romantic Origins

Since 1964, AT&T Bell Laboratories participated, together with General Electric
and MIT, in the Multics project. Its aim was to develop a new operating system
for the GE computers that would serve the needs of the whole spectrum of
users. Multics is now generally perceived as a failed project, but the fact is
that it brought into the field of computing a number of revolutionary ideas

1 http: //www.opengroup.org
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including hierarchical file system, interactive user sessions, dynamic linking, hot-
swap hardware reconfiguration and integrated data security.

Nonetheless, given the limited hardware capabilities and primitive develop-
ment tools of that time, the Multics project turned out to be overly ambitious
and in late 1960s it became clear that it will not deliver a usable system any
time soon. As a consequence, Bell Labs gradually withdrew from the project
and the top managers even considered ceasing their computer services entirely.

These decisions left behind a group of frustrated Multics developers at Bell
Labs’ Murray Hill Computer Center — Ken Thompson, Dennis Ritchie, Doug
Mecllroy and Joe Ossanna. They were already too spoilt by the user friendliness
of their Multics prototypes to simply return to card punchers and start feeding
the GE 645 with batch jobs. On the other hand, without a clear future and day-
to-day duties they had plenty of time for brainstorming their ideas and hacking
on whatever they wanted.

One of such pet projects was Space Travel, a sophisticated interactive game
that Thompson originally wrote for Multics. After finding an obsolete and little-
used PDP-7, he and Ritchie ported Space Travel to this machine. However,
since they started from zero (using a cross-assembler on GE 645), they had to
implement everything from floating-point arithmetic to process control and a
file system. These at first rudimentary system services had been continually im-
proved and in 1970 Brian Kernighan coined the name Unix (the original spelling
was UNICS) that was, of course, “a somewhat treacherous pun on Multics” [5].

In 1970, after several unsuccessful attempts, the Unix pioneers finally found
tactics that convinced the Bell Labs management to support their work and
purchase a new PDP-11 machine. Since the term “operating system” was still
taboo in Bell Labs, they proposed to develop a system for editing and typesetting
documents tailored to the needs of the AT&T Patent Department. This text
processing system — precursor to the troff/nroff suite — was indeed implemented,
deployed and used, but, more importantly, provided an excuse for its developers
to continue their work on the supporting software, the Unix operating system.

The hardware resources of the PDP-11 were still quite laughable by today’s
measures: 64 KB of wvirtual address space and 0.5 MB disk. Having such a
restricted playground, the Unix developers were forced into having parsimony
as their primary priority. This imperative necessarily shaped the system design
and led to the famous Unix principle of writing simple programs with short
names that do just one thing and make as little noise as possible.

While none of us would probably be able to work on that system, the ancient
Unix already had many of the features that are still used in modern Unixes, in
particular:

1. The hierarchical file system used (simpler) inodes containing file type and
size, access permissions and the list of physical blocks occupied by the file.
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However, the slash-separated path names did not exist yet so that one had
to move through the hierarchy by changing directories one by one. Also,
it was impossible to create new directories while the system was running.

2. Hardware devices such as terminals, disks and printers were represented
by device files, hence the abstraction of everything being a file.

3. The user interacted with the system through a command interpreter or
shell, which was a user program rather than part of the kernel.

4. Multiple processes were supported, although at first only one for each
connected terminal.

The initial period of Unix at Bell Labs culminated in 1973 by rewriting the
operating system in the new C programming language. This was an extremely
daring decision — till that time all operating systems had been written in as-
sembly languages — but the performance penalty was soon outweighed by the
opportunity for quickly spreading the fresh know-how and attracting new devel-
opers, mainly in the academic domain.

3 Berkeley Era

Shortly after rewriting Unix in C, in October 1973, Thompson and Ritchie pre-
sented their operating system at the Fourth ACM Symposium on Operating
Systems Principles [6] and attracted the interest of Professor Bob Fabry of the
University of California at Berkeley. In January 1974, a tape with Fourth Edition
Unix was delivered to Berkeley and graduate student Keith Standiford embarked
on an uneasy task to install it on PDP-11/45. Thompson would help him with
debugging remotely via a 300-baud modem.

During the first period in Berkeley, Unix was a time-sharing system in a
way that was not particularly appreciated by its users, since the PDP-11/45
was a “dual-boot” machine — each day it ran eight hours under Unix and the
remaining sixteen hours under the native DEC RSTS. As the number of Unix
users steadily grew (especially after the INGRES database was ported to Unix),
it was soon perceived as a severe limitation and UCB consequently invested in
new hardware — PDP-11/40 and later 11/70.

A great impulse for further development of Unix at Berkeley was Thompson’s
decision to spend his sabbatical year 1975/76 at UCB where he previously got
his master degree. Apart from porting the latest Sixth Edition to the 11/70, he
also implemented a Pascal interpreter that was later enhanced and improved by
two graduate students, Bill Joy and Chuck Haley.

This new Pascal on Unix became very popular among computer science stu-
dents at Berkeley and later at other places, too. In order to be able to satisfy
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the requests for this system, Joy put together the first Berkeley Software Distri-
bution (BSD) in 1977 and sent away over 30 copies during the next year. Next
year, the second distribution with many additions and improvements (2BSD)
was released, followed by a number of further releases till 1995.

Berkeley then soon took over from Bell Labs the role of the leader of the
Unix development and coordinator of the user and programmer community. In
1975, the Unix Users’ Group, later renamed to USENIX, was founded.

In 1979, Bob Fabry succeeded in obtaining a contract from DARPA to im-
plement the TCP/IP protocols in BSD Unix. With the aim of coordinating the
work on this 18-month contract (it was later extended by another two years),
Fabry set up the Computer Science Research Group (CSRG) that also became
the official authority behind all subsequent BSD Unix releases. The TCP/IP
implementation, together with the suite of “r” programs (rsh, rcp and others)
first appeared in the interim 4.1a release and soon after in the official 4.2BSD
release. Arguably, this high-performance TCP/IP stack was the crucial factor
that decided about the success of BSD Unix and Unix in general.

Bill Joy, Kirk McKusick, Ozalp Babaoglu and other UCB developers kept
on adding new functionality and improving performance of the BSD Unix. The
most significant contributions, apart from TCP/IP, were:

e Virtual memory subsystem that was initially developed for the 32-bit VAX
computer and included in the 3BSD distribution in 1979.

e Fast file system, also known as Unix File System (UFS), that offered con-
siderably better performance than the original Thompson’s file system and
also introduced new features such as symbolic links.

e Job control — ability of a user to start multiple processes from a single
terminal — and the C shell that supported it.

The Berkeley branch of Unix continues in three open source operating sys-
tems, namely NetBSD, FreeBSD and OpenBSD.

4 Command Shells

From the viewpoint of computer users, the ability to enter commands directly
to the keyboard and see the result more or less immediately was perhaps the
single most attractive feature of the early Unix (despite the fact that the first
terminals were teletypes ASR-33). The interactivity was based on time sharing
and inexpensive process spawning, and implemented by means of the command
shell. On Unix, as well as virtually all operating systems that have been created
since then, one instance of a shell program is run for each active terminal. Its
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role is to read user commands, execute other programs as child processes, wait
for their termination and finally mediate the program output back to the user.

The first such program was named after its author — the Thompson shell.
While being relatively simple (for example, shell programming was not possible),
since the beginning it allowed for input and output redirection from the terminal
line to a file using the ‘<’ and ‘>’ characters. Later versions then introduced a
more powerful redirection mechanism — pipes — that opened a new dimension
for combining programs. For example, this trivial pipe

1s \| wec -1

gives the number of files in the current directory. Both programs in this pipe
(Is and wc) run concurrently, essentially as coroutines [2], with the output of
the former being connected to the input of the latter. In order to leverage the
benefits of pipes, the traditional Unix programming style recommends to use
the standard input and output, whenever possible, as the source/destination of
program data.

In 1979, the users of Seventh Edition Unix got a much improved shell written
by English mathematician Steve Bourne. The main advantage over the Thomp-
son shell was the ability to execute shell scripts, i.e., sequences of commands
recorded in a file. Bourne, who was a member of the ALGOL68 team, extended
the shell commands into a full-fledged programming language by introducing
the essential branching and looping constructs: if-then-else-fi, for-do-done,
while-do-done and case-esac. The Bourne shell is still the default login shell
on many Unix systems and has been used for writing myriads of small scripts
and also some rather large programs such as databases.

At about the same time, BSD Unix came up with the C shell written mainly
by Bill Joy. This shell introduced programming constructs reminiscent, as its
name suggests, of the C language. However, the C shell, unlike the Bourne
shell, has never been widely used for scripting and programming. On the other
hand, C shell offered a much more comfortable environment for the simple work
from the command line: control of multiple concurrent processes and editing of
command line arguments. This made C shell quite popular among Unix users,
especially in the academic circles.

Later, a number of alternative shells were written, but two of them deserve a
special mention: Korn shell written by David Korn of Bell Labs in early 1980s
and Bash (Bourne-again shell) written originally by Brian Fox for the GNU
project. Both shells are backward compatible with the Bourne shell but add
and extend the user-friendly features of the C shell. Bash is now probably the
most widely used shell among Unix users.
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5 The vi Editor

One of the programs that is still included with virtually every Unix or Unix-
like system is the vi editor. Its author is none other than Bill Joy who wrote it
probably in 1976 and 1977. However, the history of its predecessors is interesting
as well, also because it uncovers the early European traces in the Unix history.

The first Unix text editor was Thompson’s ed. A version of this program
is still included in most Unixes so that everyone can get an idea of the level of
user-friendliness it offered to Unix pioneers. However, we should remember that
at that time the only terminal was a line-oriented teletype and therefore the ed
way of editing text was about the only option.

By mid 1970s, video display terminals became more common and people
started thinking about truly interactive text editing with immediate feedback.
George Coulouris of Queen Mary College, University of London, modified ed into
em — editor for mortals. He utilised the raw mode of the Unix terminal driver
that allowed for sending each keypress immediately to the operating system and
displaying it on the screen.

By the way, QMC seems to be the very first institution in Europe that used
Unix, namely Fourth Edition in 1973. The first appearance of Unix (Fifth Edi-
tion) in continental Europe occurred probably two years later in the International
Institute for Applied Systems Analysis (ITASA), Laxenburg, Austria.

Coulouris showed em to Bill Joy when he was visiting Berkeley in summer
1976. Joy got immediately interested, as he was just struggling with ed when
rewriting the Pascal compiler. However, it turned out that every keystroke in
em caused the operating system on PDP-11/70 to swap, so Joy and his friend
Chuck Haley started hacking on the program. Their effort finally led to the ex
editor that was included in the first BSD distribution.

Still in 1976, UCB purchased the new ADM-3A video display terminals that
offered screen-addressable cursors. Joy had one of them at home connected
by a 300-baud modem and finally developed, over many sleepless nights, the
full-screen vi editor.

This editor was so much better than its line-oriented predecessors that soon
quite a few people, even in Bell Labs, were using it. However, since they worked
on different terminals with different control sequences (even though the primitive
operations were essentially the same), it was tedious to port vi to all of them.
So Joy decided to separate the screen management into a small interpreter that
reads the capabilities and control sequences of the particular terminal from a
disk file, /etc/termcap. This way of handling video terminal input/output then
became a standard library that was used by most full-screen programs.
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6 Crisis

In 1982, Bill Joy left Berkeley and founded, together with three graduate stu-
dents from Stanford University (Andy Bechtolsheim, Vinod Khosla and Scott
McNealy) a start-up company named Sun Microsystems. This event started the
commercial period of the Unix history. Sun’s vision was to build a networked per-
sonal Unix machine (workstation) and they had in their hands all the necessary
components: BSD Unix with its excellent TCP/IP and also great hardware —
Motorola 68k-based workstation originally developed by Bechtolsheim for the
Stanford University Network (hence the name SUN).

Also in 1982, the antitrust lawsuit against AT&T that started in 1974 finally
came to an end. As a consequence, AT&T was divided into several compa-
nies specialising in narrower fields of the telecommunication business (local ex-
changes, long-distance operation, manufacturing, research&development). On
the other hand, the antitrust settlement also lifted the restrictions of the first
antitrust suit in 1956 that banned AT&T from selling computer products. Due
to this restriction, AT&T had no objections against Ken Thompson distribut-
ing first Unix editions on tapes for free to anyone who was interested. In the
new situation, AT&T couldn’t fail to see the business opportunity and promptly
made Unix into a standard software product. The first commercial release was
Unix System III in 1982, which was essentially based on Seventh Edition Unix.
In 1983, Unix System V was released that also included some components from
the BSD branch, for example the vi editor.

In the second half of 1980s, a number of companies attempted to repeat
the success of Sun and developed their own Unix workstations based either on
68k processors or various RISC chips. The most successful competitors to Sun
have been Silicon Graphics, Digital Equipment, IBM and later HP. The fierce
competition in the Unix workstation market had the positive effect in spreading
Unix, both internationally and also to new vertical markets. However, in the
last analysis it almost killed Unix as such.

The first negative effect of Unix commercialisation was the break-up of the
hacker community that fuelled the early Unix development. While the BSD
distributions stayed freely available, they only supported PDP and VAX mini-
computers that became, as an approach to computing, gradually obsolete and
gave way to the new networked workstations.

However, the major problem of the Unix market was its fragmentation. As
one of the fundamental marketing principles is to differentiate own products
from the competition, the workstation vendors introduced many new proprietary
features that made various Unixes incompatible in terms of the user interface,
system administration tools and programming interfaces.

Meanwhile, Intel-based personal computers became more powerful. The 32-
bit 80386 processor already had all the ingredients necessary for hosting Unix —
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large flat memory space (up to 4 GB) with memory management, protected mode
and multitasking support. Indeed, first versions of Unix for 386 machines started
to appear. The most successful was Xeniz, originally developed by Microsoft
from Seventh Edition Unix and later sold to Santa Cruz Operation (SCO) who
ported it to the 386 processor.

Microsoft itself found a considerably better business strategy in addressing
large masses of non-technical users that were ostensibly overlooked by the Unix
vendors. Microsoft marketing succeeded in reaching top managers who decided
about large PC installations despite the mumbling of their IT staff about tech-
nical inferiority of the Intel chips and MS DOS.

After Microsoft consolidated its dominance in the low-end PC market, it
started an assault on Unix with the development of Windows NT in early 1990s.
It was quite clear that the relatively weak Unix vendors were not able to compete
with the giant and Unix lifetime seemed to be coming to an end.

As a matter of fact, the Unix community was well aware of the risks of
fragmentation. Already in 1984, a group of European companies formed the
X/Open consortium that tried to identify and define as open standards the
main aspects of information technology and chose Unix as the basis. In 1988,
the family of POSIX standards was published under the auspices of IEEE.
They defined an application programming interface that was ultimately accepted
by all important Unix players. These standards were certainly important but
nevertheless unable to stop the vendors from new rounds of Unix fragmenta-
tion.

In 1987, AT&T started cooperating with Sun and jointly developed System V
Release 4. This system integrated the popular features from BSD (sockets, UFS)
and SunOS (Network File System), and its 386 version was binary compatible
with Xenix. While this looked as Unix reunification, the remaining vendors
(DEC, HP, IBM, Siemens and others) felt threatened by the AT& T /Sun coalition
and formed the Open Software Foundation (OSF) with the aim of creating a
BSD-based open Unix standard and implementing it on their machines. The
first implementation — OSF /1 — appeared in 1990, but only DEC really delivered
it as a product for their workstations. All in all, OSF was a rather expensive
failure and contributed to the bitter end of DEC, one of the most influential
companies in the history of computing.

The last and perhaps most regrettable incident in these so-called Uniz wars
was the lawsuit Unix System Laboratories (an AT&T spin-off whose task was
to develop and sell Unix) versus University of California. In 1989, the CSRG
group at Berkeley decided to factor out their own TCP/IP stack from the BSD
distribution. This allowed them to distribute their source code without forcing
the recipient to pay per-binary royalties to AT&T. The result was the Networking
Release 1 distribution that was offered with a very liberal BSD licence that later
became one of the most popular open source licences.
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Encouraged by the success of the Networking Release, Keith Bostic of CSRG
embarked on a seemingly impossible task — rewrite from scratch all parts of the
BSD Unix that were “contaminated” by the AT&T code. He invested much
effort in recruiting new developers at Usenix meetings and other events and
was actually the first to effectively use Internet volunteers. After a year and
a half, he had new clean-room implementations of all substantial utilities and
libraries. After a detailed inventory, it turned out that only six kernel files of
AT&T origin remained and would have to be reimplemented in order to get a
freely redistributable system. CSRG released this code (without the six files) as
Networking Release 2 in June 1991.

Before long, Berkeley alumni Bill and Lynne Jolitz wrote the missing six
kernel files and contributed them to UCB. Bill Jolitz also joined a new start-
up, Berkeley Software Design Inc. (BSDI) that wanted to make BSD Unix
(including Jolitzes’ work) into a commercial product. However, Bill Jolitz soon
had a conflict with BSDI management, left the company and later released the
very first freely redistributable Unix implementation — 386/BSD, under the same
BSD licence as the Networking Releases. This is the code base that the NetBSD,
FreeBSD and OpenBSD projects stem from.

In the meantime, BSDI started their marketing campaign offering their
BSD/386 (later renamed to BSD/OS in order to avoid confusion with 386/BSD)
system for a price seriously undercutting that of System V Release 4. This upset
Unix System Laboratories and they filed a lawsuit against the Regents of the
University of California and BSDI for code copying and theft of trade secrets.
UCB responded with a counter-suit against USL and it looked like the stage
was set for a very long and complicated legal battle. Fortunately, in 1992 Novell
acquired USL together with the Unix assets and its CEO, Ray Noorda, started
to actively seek settlement that was finally reached in early 1994. At that time,
Windows NT was already gaining momentum and nobody would bet a penny
on Unix.

7 GNU Is Not Unix

The word “hacker” originated in another prominent computer science group,
the Artificial Intelligence Laboratory at the Massachusetts Institute of Tech-
nology. For about fifteen years it had been a thriving place with many bright
students and researchers that invented some of the groundbreaking concepts and
programs, for example Lisp or time sharing, and participated in the early (pre-
Unix) phases of ARPANET. While the principal subject of their research was
artificial intelligence — vision, robotics and language — they also spent a lot of
time improving, developing and experimenting with operating systems and pro-
gramming languages. They also eagerly awaited the arrival of Multics and, after
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realising that it was not going to happen, wrote their own operating system, the
Incompatible Time-sharing System (ITS) for PDP-10. This really looks like a
déja vu, doesn’t it?

Since 1971, one of the hackers at the MIT AI Lab team was Richard M.
Stallman, who helped with the development of ITS, experimented with full-
screen text editing and enjoyed the spirit of freedom and cooperation the group
was based on. However, in the beginning on 1980s several leading hackers of
the AI Lab joined the Symbolics start-up that was developing and selling Lisp-
based graphical workstations. Together with the fact that DEC discontinued the
development of their PDP line of computers, this led to the end of the hacker
community at the AI Lab.

Stallman was seriously frustrated by the new situation where proprietary
programs without source code slowly filled the niche previously dominated by
free source code sharing. Being a highly skilled programmer, he could also easily
get a job in that company or another, but he decided instead to follow his moral
maxims and leverage his talent in trying to restore the hacker environment.
He started the GNU (GNU is Not Uniz) project whose aim was to develop an
Unix-like operating system consisting entirely of free software. In Stallman’s
interpretation, free software must satisfy the following requirements:

e Anyone can run the program, for any purpose.

e Users of the program are free to modify it to suit their needs or correct
bugs. Of course, this requires access to the source code.

e The (modified) program can be freely copied and given away to other users.

Specifically, the English word “free” refers here to freedom, not zero price.

In 1984, Stallman quit his job at MIT and concentrated on putting together
the GNU system. Partly, he could reuse components that were already free
programs, for example the X Window System or TEX typesetting system but
still many essential pieces were missing and had to be developed from scratch.
Stallman first wrote GNU Emacs, a customisable and programmable text editor,
and continued with the development environment: GNU C Compiler, GNU
debugger and the make utility.

Stallman earned a decent living (at least to his standards that are similar
to those of Mother Therese) by selling tapes with his software and this relative
success led him to the idea of launching the Free Software Foundation (FSF)
that could hire more programmers to work on the operating system. Indeed, in
the second half of 1980s, several programmers were paid by FSF and developed
a number of important components of the GNU system, such as the GNU C
Library (by Roland McGrath) or Bash shell (by Brian Fox).
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Stallman and FSF also formulated a new software licence, the GNU GPL
(General Public License). Its main purpose is to guarantee that free programs
remain free and cannot be included in derivative proprietary programs. To
achieve this goal, they used the copyright laws with an interesting twist known as
copyleft: the programs are copyrighted as usual but accompanied with a licence
that explicitly allows actions that standard software licences usually forbid —
copy and modify the program and redistribute it to other users. The GPL also
demands that every user be provided (upon demand) with the complete source
code for the program. Finally, all derivatives of a program covered by GPL are
required to carry the same licence.

The latter requirement, dubbed the viral or infectious property of the GPL,
is often criticised, not only by proprietary software vendors but also by the
BSD camp, and Stallman is labelled as a communist, crusader or threat to the
intellectual property. While I personally do not share all his views, I do believe
such uncompromising and idealistic personalities are important for reminding us
about the pitfalls of excessive pragmatism. Just as dissidents like Vaclav Havel
were during the communist era.

Anyway, by 1991 Stallman’s vision of an entirely free operating system was
almost fulfilled, only one crucial component was still missing — the kernel. He
wanted to adopt the Mach microkernel developed at Carnegie Mellon University
because of the much-advertised advantage of microkernels, namely the ability to
write most of the operating system functions as user space programs. However,
the reality turned out to be much more complicated and the development of
HURD, as the kernel is called, progressed at a pace of a handicapped snail —
even now, in 2007, it is still work in progress not ready for production use.

8 Linux

While the appearance of Unix in 1969 was unplanned and surprising, the rise
of Linux in the first half of 1990s looks like a sheer miracle. The free 386/BSD
system became available at approximately the same time, but Bill and Lynne
Jolitz capitalised on the efforts of numerous programmers who had been con-
tributing to BSD Unix for a decade. Also, the GNU HURD team still struggled,
after five or six years of work, with delivering just a barely usable kernel. And
then comes Linus Torvalds, an unknown undergraduate student of the University
of Helsinki, and writes from scratch in about three months a kernel functional
enough to get lots of other developers and testers on board.

I first learnt about Linux from an article [1] in the March 1993 issue of
UnizWorld and immediately gave it a try. At that time, Linux already had
shared libraries, TCP/IP, C development environment, GNU Emacs, X Window
System and TEX, and that was essentially all I needed. The system was pretty
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stable and noticeably faster than both MS Windows 3.1 and other PC Unixes
I tested (the latter didn’t include 386/BSD though). After going through the
adventure of compiling my first kernel, version 0.99, patch level 6, I was firmly
hooked.

Linux was not designed as a microkernel but rather as a monolithic ker-
nel which was considered a heresy by the contemporary computer science. In
the famous Tanenbaum-Torvalds debate that took place in the comp.os.minix
USENET group?, Professor Andrew S. Tanenbaum of the Free University Am-
sterdam, a highly respected authority on operating systems design, criticised
rather harshly the architecture of Linux, also saying that Torvalds wouldn’t
get a high grade if he were Tanenbaum’s student(!). However, Linus was quite
stubborn (and also supported by other people including Ken Thompson in the
debate) in claiming that the microkernel architecture — a very small kernel-mode
part and user-space daemons implementing most of the kernel functionality and
cooperating via messages — makes the system complicated and slow. In fact,
in the following years many performance enhancements and features from the
microkernel world were implemented in Linux. Nowadays, Linux is still a mono-
lithic kernel, but one that is highly modular and portable.

The developers of Linux also invented, perhaps inadvertently, a novel and
effective way of managing large numbers of independent volunteer developers
contributing their patches exclusively via the Internet. Eric Raymond described
and analysed this method in his paper The Cathedral € the Bazaar [4]. The idea
of “bazaar development” without a detailed specification and design looks like
a road to inferior and unmanageable software, but the Linux team has already
proved over the years that it is a sound and viable approach. After all, software
really isn’t a cathedral where the architectonic mistakes cannot be easily undone:
it is often more productive to rewrite a broken program than spend too much
time on designing an a priori specification that will often later turn out to be
broken anyway.

9 Conclusions

For me, the most important lesson of the Unix history is the power of freely
exchanged source code. Together with the communication and community-
building facilities of the modern Internet, the open source paradigm put together
a mighty, albeit slightly chaotic, programming force. However, open source is
useful not only for program development but also for the entire software ecosys-
tem, which includes maintenance, support and local adjustments. Of course, not
everyone wants to tinker with the source code but those that do have access to
all information immediately at their hands without having to pay for training

2http: //en.wikipedia.org/wiki/ Tanenbaum-Torvalds_debate
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or signing non-disclosure agreements. This does not mean there is less business
opportunity around open source software, just the contrary. The point is though
that the profit is generated not by (selling) the software but because of software
and its general availability.

Unix certainly has its own share of problems that stand in the way of a
more widespread acceptance, especially among ordinary office and home users.
Historically, Unix developers have always targeted technical users and cared
very little about straightforward interfaces, ease of use and ergonomic design.
Fortunately, there are several efforts underway that may succeed in changing this
situation. One project that deserves special attention is One Laptop Per Child.?
This project already developed an inexpensive Linux-based laptop with many
innovative hardware and software features tailored specifically to the abilities,
interests and psychology of small children. The OLPC project aims at delivering
these laptops to millions of kids, at first mainly in the developing countries. Their
success could become a nice interim happy-end in the history of Unix.
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The topic area of this article is Interoperability in Security Applications
and Technical Solutions for Federated Networks and Web Services Security and
Identity and Authorisation Management.

The article describes the findings and results of work that has been done
for the organisations of the Social Security together with the Direction Secu-
rité Sociale (DSS) of the French Ministry of Health and the Caisse Nationale
d’Assurance Viellesse (CNAV). The objective of the work was to elaborate an
interoperability standard [1] allowing iclient server applications of information
systems of different organisations to interoperate.

In order to address a larger audience the work has been done in coordina-
tion with the French Direction Générale de la Modernisation de 'Etat (DGME)
because the work is related to a more global activity of the DGME concern-
ing general reference specifications for IT systems of the French administration
to ensure interoperability [2]. On the European level, there is the European
Interoperability Framework EIF [3].

We will describe an approach for cooperation that does not involve the instal-
lation of common infrastructures for end-to-end authentication and authorisation
(including the management). Instead, it uses a delegated approach using organ-
isation level proxies and gateway services that map local authentication and
authorisation decisions from a client organisation to the local authentication
and authorisation environment of the server organisation. Similar approaches
have been used in the past in an ad-hoc way in electronic mail and other areas,
e.g. with gateway, domain or proxy certificates. The proposed solution heavily
uses standardised base technologies.

The problem space

Given the ever growing penetration of information systems into practically all
areas of an enterprise, there is a growing need to federate identities and the
associated authorisation management. We can at least distinguish three different
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contexts, one of them being the topic of this article. We give a short overview
of the others in order to establish a clear scope.

One well known environment where identity management plays an important
role is where a single organisation tries to centralise the definition of identities
and their management under a single sign on (SSO) approach. There is an
obviously huge market, and vendors have been addressing this since long time.

Today we can see here a large attempt of standardisation in order to enhance
interoperability; this is manifested in the OASIS SAML activities. [4] These
SAML technology permits a clear separation of applications and security infras-
tructures dealing with control of identities. Nevertheless, there are important
limits, in particular, when organisations are very large or very heterogeneous
with different security requirements for sub-populations. Furthermore, when
the organisation structures change to more local responsibility, this approach
can become difficult to implement.

Another completely opposite scenario is addressed by the Liberty Alliance [5].
Here, an individual has many different identities, but there is no governing or-
ganisation that can create a global identity, this is not even desirable. It is
the individual that wants to share information between different organisations.
Again, and not surprisingly, the SAML frameworks and products can work quite
well, and there seems to be a real market. Besides the commercial sector, there
are examples in the public sector. In France, a particular application is the con-
text of e-administration relation with citizens. The approach is used in order to
permit a citizen to use a one-stop approach in various administrations’ activities,
e.g., when changing a postal address. In France, for historical reasons, admin-
istrations (and any other organisation) cannot easily share information about
citizens since there is not single shareable identifier. Thus, to permit a citizen
to use a one-stop service, a citizen can federates several identities of different
administrations, only authenticate to one, and can easily propagate the changes
to other administrations [6].

The third scenario is the one that we treat in this article: On one side organ-
isations permit qualified persons to access some information of another organi-
sation, and, on the other side, organisations propose access to some information
to qualified entities of another organisation.

This problem occurs in private and public contexts, in particular it applies
to cooperation among different part of public administrations or of para-public
organisations. In particular, in Europe with its number of highly independent
national structures. The need for such a communication exist as well for the
public sector (A2A) as well as for B2B or A2B contexts, anywhere, where em-
ployees act on behalf of the organisation or enterprise, i.e., where the employer
is responsible for the acts of the persons.

What needs to be developed is a solution allowing qualified persons deter-
mined by one organisation to access to an application of another organisation
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through the use of a local application, in other words, to implement client /server
applications between consenting but independent organisations.

There is a need for many-to-many relationships as shown in the following
illustration. As one can imagine, there is are several scalability problems.

Org. A >

Appli 1 Org. X
Appli z

Org. B

Appli 3
Org. Y N to M
Appli s

Org. C

Appli 5

Org. N

Appli n Org. Z
Appli m

Figure 1 Global communication requirement

Requirements and constraints

In this sub-chapter we list some requirement and constraints and mention ap-
proaches which are difficult to implement, and thus excluded.

Organisations have different local and incompatible infrastructures concern-
ing not only the operational information system but also concerning authenti-
cation and access and authorisation control. In the past, ad hoc approaches
using PKI together with simple access control directories and SSO approaches
have been partially implemented to address needs for a a more unified security
infrastructure. These approaches are not been extremely successful for various
reasons. The proposed PKIs are rather cost intensive and not easy to deploy,
and do not solve the problem auf authorisation management.

The impact of the new communication to the existing security infrastructure
of each organisation must be as small as possible, i.e., to the largest possible de-
gree, the existing techniques for authentications, roles and access management
should be used, and, the required changes should not have an impact to exist-
ing usages, and the number of local modifications of the authorisation schemes
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should not depend of the number of producer organisations that need to be
accessed.

Each organisation is responsible for the attribution of rights and duties to its
employees or agents. Thus, authentication and authorisation management need
to be controllable by the client organisation.

The distance (physical, organisational, legal) between organisations is of-
ten very large and makes management performed by another organisation (even
a neutral third party) very difficult and expensive, in particular treatment of
changes, and sometimes any delegation is simply impossible. In other words,
the overall management of entities and rights must be done in a decentralized,
and as a consequence, be done inside the client organisation or under its con-
trol.

Naming, roles, rights, attributes or application profiles are specific in each
organisation and not necessarily compatible. For example, in one organisation,
there may be a hierarchy of global rights, in another and another access rights
are based on geographical distribution. In addition, the size of the organisation
is an important factor. A global authorisation scheme that tries to combine all
the differences is complex and unrealistic to implement.

Another aspect is that some organisations do not want to or must not reveal
the identities of employees or agents, this does not mean that anonymous ac-
cesses are required, but rather there is need for depersonalisation, i.e., the only
the client organisation can (and must be able to) determine from some opaque
identifier who has performed a particular transaction.

As an consequence, approaches that would require first some kind of global
harmonisation or unification of the identity management is most likely doomed
to fail.

When a member of an organisation accesses to another organisation’s infor-
mation system, the organisation takes the responsibility for proper authorisation
and they are accountable for misuse. Organisations must respect many con-
straints regarding the information to be shared, often the concrete possibilities
to share information need to be formally agreed and documented, in particular
since the information are related to physical persons. The solution must permit
the establishment of a service contract, allow easy implementation through a
defined set of technologies permitting each partner to remain “master at home”
and to assume his responsibilities in a controllable way.

The core idea of a transactions are that the consumer organisation manages
its users and access rights and for each request it provides an assertion or at-
testation which is propagated to the producing organisation together with the
request.

A sufficient level of a security must be guaranteed using proper local and
strong authentication and authorisation and by a priori trust combined with the
possibility of a posteriori control through traces.
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An important aspect is that transactions are traceable. Both organisations
specify how traces of transactions are performed. It is important that both
organisations handle this independently in order not only to allow confrontation
in case of problems, but also to allow each organisation to implement its own
analysing mechanisms.

Functional decomposition

The intended interactions between organisations can be characterized as follows:

There is a producer — consumer relationship between the information systems
of the organisations, the data produced and handled by the information system
of one organisation are of interest to another organisation and is accessed and
treated by some application in that consuming organisation.

This motivates the first type of an interaction protocol which is based on web
services. But for certain (less critical) applications the producer is a simple web
interface or portal accessed by a standard browser. The organisations establish
an explicit trust through a contract that fixed the rights and duties of each
organisation. Depending on the degree of sensibility the contract description
may include precise definitions about how the participating perform the identity
management. In other words, and to compare it with some better techniques,
at least, the contract resembles the engagement of a PKI policy statement, but
in this case, it is an agreement. The equivalence of a practice statement may
be almost anything between some minimal provisions concerning the communi-
cation between the organisation, e.g., addresses of services and certificates, or
totally contractual describing even the details of attribution of authorisations.

The overall architecture has three levels:

e The first level consists of all components of preparation (including legal
aspects) and a semi-automatic parameter provisioning.

e The second level is the operational system that treat the transaction.

e The third level are all supporting services including the local authenti-
cation and authorisation infrastructures, a secure journal infrastructure,
dedicated networks and PKIs allow a secure network infrastructure among
the organisations.

For the configuration level, the cooperation of each pair of organisation is
governed by a formal contract which is also the expression of the mutual trust
between the organisations. This contract not only set the legal rules, but also
has a formal technical part which can be used without manual interpretation to
parametrize the systems. In this way all non-local configuration parameters are
fully described in the collaboration agreement, and can therefore be processed
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Figure 2 Component Architecture

automatically. This technical annex is therefore a machine readable description
of the provided and desired services. We have proposed to evaluate the possibil-
ities the ebXML [7] collaboration establishment procedure and formats, i.e. the
establishment of collaboration protocol profiles and agreements to provide all
technical parameters of a collaboration. In particular, the usage of an existing
standard or proposition allows to use tools for the establishment of the contract
and, to some extent, the glue code to parametrize the systems. Although the
complexity of the approach may be larger than required, there is the interest of
interoperability and adoption.

For the operation level, two usage scenarios have been selected. The producer
scenario where the service is provided via a web portal accessible to several client
organisations has the following characteristics: The user (or its browser) does
not directly access the service. Instead, an outgoing proxy is used that estab-
lishes or controls the required authorisations and forwards this together with
the request to the target institution. There is an obvious performance problem
when a web page contains many visual elements like icons an images. Since,
conceptually, each request, i.e., a URL requires an independent and specific au-
thorisation decision. It must therefore be possible to allow the proxy to bypass
the strict authorisation rules. Also, a wild card logic for authorisation decisions
are necessary to implement.

The outgoing proxy is a completely generic solution for each client organi-
sation independent of any producer service and without any specific local ap-
plication logic. It can therefore be regarded as a complete part of the client
organisations infrastructure.

The producer scenario for web services is very different since there is al-
ways a local application that accesses a producer application via a web service.
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Figure 3 Consumer architecture details

The client application architecture and related security components must en-
sure proper authorisations for the users. It is highly desirable for this context
to have a multi-tiers architecture, where the (potentially insecure) application
determines authentication and authorisation via specialized services similar as
with some SSO implementations, and, in addition, have a generic web service
proxy which controls whether the outgoing requests are accompanied by correct
authorisation statements.

For the parts, the solution is in both cases a reverse proxy that implements
the journal and verifies the authorisation decision and establishes a security
context required for the producer environment, i.e. The authorisation statements
are mapped to appropriate capabilities of a security context in the producer
environment.

The transactions can be this summarised as follows: The client accesses to
a service via a local mirror or gateway (in REST terminology). The client is
authenticated using whatever means are used in his organisation. The mirror
service (aka gateway or proxy) takes local authentication information to estab-
lishes an SAML authentication statement. Next, an attribute assertion is created
that asserts a generic role to calling entity, and finally, an authorisation state-
ment permitting the client user to access the target application or service. The
assertion and the user requests are transmitted via a gateway to the target server
application. On the server side, the authorisation statement is transformed into
whatever the target organisation needs to access the service.
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Figure 4 Producer architecture details

For the infrastructure level we have several components.

e The solution interfaces to existing authentication and identity management

infrastructure.

In both scenarios the generic outgoing proxy alos known as local mirror
or gateway (in REST terminology).and the incoming (reverse) proxy are
responsible for journalising the requests. Although, or, in fact, because the
communication is based on mutual trust, the design of the communication
standard includes the usage of a secure journal system in order to allow a
posteriori control and/or auditing. The design of technical details of the
implementation such a system are obviously out of scope, but such a system
must meet some obvious service requirements implied by the contracts
between the organisation. Technically it is expected that a standardized
protocol for secure archiving will be used to interface with the trace system.

A generic module for the creation and verification of the identification
vector. SAML assertion formats are proposed, and thus, the solution can
either use existing open source tool kit, or, in the case or local SSO systems
be partially based on assertions of the SSO infrastructure (in case that
SAML is used there).

e A small dedicated PKI to secure the communication between organisations

(not the users).
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Since the organisations only talk through proxies, there is no need for an end
to end network communication. This not simplifies the network infrastructure
between the organisations, but also the security infrastructure between the or-
ganisations. Since the services involve access to sensible information concerning
persons, organisations are required to protect the communication (at least in
France). It has been decided that the gateways and proxies talk to each other
using TLS which client and server authentication in order to have full control
over the communication channel. Today, it would be more difficult to use an
IPSEC solution where the application (the proxies) are largely unaware about
whether the connection is protected or not.

Roles, profiles and “PAGM”s

As already indicated, the authorisation schemes used in the participating envi-
ronments are very different. Even in a simple example where all organisation
use an RBAC approach, it is difficult to make a global solution, since the roles
are defined independently in each organisation, and, in general there is no sim-
ple way to federate them, i.e. , to obtain a common set of roles. One has to
solve the n * m problem, i.e. the mapping of roles of n client organisations to
application profiles of m producers, i.e. It is desirable to have less then n * m
different attributes.

Org. A )
Appli 1 y Org. X
Appli z
Org. B | »  PAGM 1
Appi 3 Org. Y
Y Appli s
Org. C s PAGM 2
Appli 5
Org. N
; 4 0Org. Z
Appli p Appli t

Figure 5 Roles and PAGMs

The proposed solution is to study carefully the role definitions and applica-
tion profiles, and try to determine a common set of attributes whose definitions
are influenced by both existing roles and application profiles, but also, and this
is helpful, by legal requirements for qualifications of the actors, i.e. the employ-
ees or agents. It is under the responsibility to assign this qualification profiles
for which we have invented the abbreviation PAGM (profil générique applicatif



46 Peter Sylvester

métier) in order not to reuse or misuse any other terminology). The client or-
ganisation has to map local roles or qualifications to such a PAGM, or, in an
extreme case, assign PAGMs directly to agents, and it is the task of the pro-
ducer to map this to application profiles. Very often, the consumer organisation
simply assigns one simulated user representing the combination of PAGM and
client organisation and give the appropriate rights to that user.

The identification vector

As already indicated, the authorisation decision made by the client organisation
is transported to the producer organisation. This statement, called identification
vector. Its abstract structure and mapping to SAML is outline in the illustration.

SAML 2.0 AuthAssertion
a Identification vector Issuer |
= NamelD
. . Subject
Consumer organisation 4 NamelD | Encrypted ID
Client identification Conditons
Lifetime a NetOnOrARer
Producer organisation . [Condifions audienceRestriction
identification Biiarce
Service identification SAMLAuthzStatement

AuthenbicationDecision

PAGM list * [ Ressowee |
Optional other attributes

Authentication level

Evidence

o [EEute rame |
Ay e

SAML Assertion

¥

AuthnStatement
AusthCentext

AU et mstel

Figure 6 Identification vector structure

The vector contains in an abstract way the following information:
e The client organisation’s identification

e An identification of the client

A validity period

The producer organisation’s identification

The producer service (a prefix of an URL)

A list of PAGMs that the client owns for the desired service

A place holder for optional other attributes

e An indication about the strength of the authentication.
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These information are represented using three embedded SAML assertions,
an authorisation statement for the service embedding an attribute statement for
the PAGM embedding an authentication statement.

Additional remarks

The approach has been specified in detail for the group of all French Public Social
Security Organisations, including the transformations necessary in the various
local security infrastructures, and published to a wider audience for comments
by the French Direction General pour la Modernisation de I’Etat. Remarks and
comments have been addressed in the specifications. The experimental imple-
mentations will concern real information, including access to information about
80 million persons treated by the French social Security and Retirement services,
in order to get feedback from real users. At the time of writing this article, sev-
eral client organisations that use different local security infrastructures have been
fully specified and are being test against the two producer scenarios. They and
are expected to be fully operational end of 2007.

The study was conducted in two steps by EdelWeb. During spring 2005, gen-
eral specifications and principles were developed. In winter 2005/2006 detailed
specifications as well as for the generic parts as for the specific parts for some ini-
tial applications and customer environments, and development and integration
guidelines have been produced. The participating organisations are currently de-
veloping of an experimental solution for some real applications. The experiments
cover first the outgoing gateway and the mapping to the local authentication en-
vironments and the incoming proxy and the mapping to application contexts. In
a second step, the collaboration agreement management tools, i.e. the feasibility
of the ebXML collaboration process, and the traces system will be studied.

The specifications use or reuse to a very large degree existing techniques and
standards, it is therefore expected that that a large part of the necessary imple-
mentation will either be available using existing building blocks, in particular
concerning the gateway to proxy communication and the transport of SAML
assertions. For a web service context, this is essentially one of the approaches
used by the Liberty Alliance project. For the direct web interface the logic is
slightly different. Some SSO solution providers provide interfaces which are be
easily used in the mirror gateway or in the reverse proxy.
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An Integrated view of identities as the basis for
compliance, cross-enterprise business processes and
efficient administration

Introduction

Speed, flexibility, agility, early detection of risks and opportunities, rapid re-
sponse to the resulting challenges — these are the marks of a successful enterprise,
especially in tough economic times.

Today’s enterprises have to adapt their business processes to the market in
real time to keep up with changing market conditions and new customer re-
quirements. Such changes to business processes are now the rule rather than the
exception. On the other hand, legal restrictions are growing tighter and tighter.
It is necessary to control accounting, protect the private sphere and safeguard
intellectual property. The failure to observe rules and requirements by law, i.e.
the lack of compliance, can also have direct consequences for management under
criminal law.

Confronting these developments is an IT infrastructure that is traditional-
lyoriented toward functions. Individual systems fulfill defined, individual tasks.
In this conventional IT, new requirements generally mean greater complexity.

This is especially true when it comes to integrating applications — something
that is indispensable for implementing business processes. This is because busi-
ness processes link applications within the enterprise and with partners, suppliers
and customers and information flows along the process chain. The existing sys-
tems provide functions that are used by the processes. The dividing line between
internal and external processes and thus between IT within the enterprise and
e-business is growing increasingly blurred.



50 Ralf Knoringer

=Employees
s Customers
s Partners
=B2B

Figure 1

1 Digital identities: The basis for trust in busi-
ness transactions

In the meantime, new standards for integrating these applications (keyword Web
Services) and new approaches for the architecture have emerged. The primary
challenge now is handling the identities of the people involved. Their numbers
are growing, because it is no longer just the employees of an enterprise who are
allowed to access the applications — partners, suppliers and customers are to be,
and must be, integrated in the processes.

These persons are represented “digitally” in the systems. Their digital iden-
tity is therefore the basic information that must be available throughout the
process and across all the systems involved. It is the key to answering the cen-
tral questions in business processes, security and compliance:

e Who is allowed to access what information and how?
e Who did what and when with what information?

The main issue here is the control of access permissions. To answer these two
questions, you have to be able to answer the question as to who is behind the
digital identities. Clearly, access permissions cannot be controlled if users are
administered completely independently of each other in different systems and
are described differently, i.e. have different digital identities that are not linked.
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Figure 2 The Identity and Access Management components

As long as there is no consistent view of an identity across the systems, it
is not possible to implement new and secure business processes flexibly, nor can
compliance requirements be satisfied. IT that is geared to business processes and
intended to implement business requirements cannot work without Identity and
Access Management. With its secure DirX Identity and Smart Card solutions,
Siemens offers the framework for getting IT ready to meet these requirements.

Complete solutions for Identity and Access Management within and across
enterprises, smart card-based solutions for secure authentication, solutions for
network and system security and for security analysis and consulting help create
an IT environment that is able to meet present and future needs.

Processes instead of functions

The technological answer to the question of implementing processes in the fu-
ture is supplied by Web Services. Over the past few years, Web Services have
matured from an idea into a technology that can be used productively and with
established standards. In the meantime, areas such as security and reliability
have also been addressed above and beyond the basic standards.

The idea of SOAs (service oriented architectures) goes beyond the techno-
logical approach of Web Services and can be implemented with Web Services
or with other technical approaches. Basically, the idea is very simple. Instead
of solving every problem with a separate application that provides functions
specifically for that problem, new applications use the functions — or services —
of applications that already exist or, if required, new ones.
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This makes particular sense when it comes to implementing business pro-
cesses that extend per se across several systems, areas of an enterprise or even
companies. Every new application generates new and resource-intensive inte-
gration requirements in the conventional IT environment, resulting in a further
increase in the infrastructure’s complexity. SOAs help prevent this.

However, apart from technical questions relating to the application infras-
tructure and system management, which must now look at the entire process
and not just the individual server, the challenge is to give users access to pre-
cisely the information they should and are allowed to have. That cannot work if
every system that provides services has an autonomous Identity and Access
Management solution.

End-to-end Identity and Access Management is thus a basic requirement
for using service-oriented architectures. There are various solution approaches
here — from close linking of the systems by means of provisioning and synchro-
nization of information on identities to a loose network in the form of an identity
federation that relies on identity data from other connected systems.

Identity and Access Management from Siemens comprises the components
for managing identity information, its integration across different systems and
directories and authentication and even monitoring of access (AAAA: authenti-
cation, authorization, administration, auditing). Especially in a situation where
there are new and innovative approaches, but an existing IT and application
infrastructure must be used, a broad portfolio of technical solution approaches
and implementation expertise, such as that offered by Siemens, are indispens-
able. The focus here is on providing extensive support for the systems that
already exist in IT infrastructures, for example SAP.

Integrated Identity Management for SAP Net-
Weaver(®r), mySAP ERP™ and other SAP sys-

tems for heterogeneous environments

Certified integration of SAP NetWeaver and the Siemens solutions for Identity
and Access Management enables uniform authorization management for appli-
cations on the basis of the SAP NetWeaver application infrastructure.

Users in the various SAP NetWeaver modules can be administered globally.
The organizational and role concepts of SAP NetWeaver are used to provision
other systems. The SAP NetWeaver Portal and the SAP NetWeaver applica-
tions provided by it thus become an enterprise-wide access platform. Identity
and Access Management from Siemens integrates these elements with non-SAP
applications and at the same time increases the efficiency of Identity and Access
Management in the SAP Net-Weaver environment.
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The Siemens Identity Management solutions thus forge a link between SAP
R/3 and mySAP ERP, the SAP NetWeaver infrastructure and the SAP NetWea-
ver Portal and other internal and external systems. The close cooperation be-
tween Siemens and SAP guarantees optimum integration.
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Figure 3 Optimal interworking: Integration of Siemens DirX with SAP systems

Portals as a user interface

Portal are already in widespread use as cross-domain, processoriented interfaces.
Whether as employee portals for access to internal applications, partner or sup-
plier portals for collaboration along the supply chain, or customer portals to
improve customer relationships — portals are always the interface to a series of
applications.

One feature is that users should only have to sign on once in order to be
able to use the various applications. Once more, this involves identities and con-
trolling access on the basis of these identities — not to mention farther-reaching
approaches such as personalization of the portal’s content.

Here, too, there are various solution approaches. The only futureproof and
flexible one is the sharing of “universally” available identity information by all
applications that can be accessed from the portal. In the highly scalable DirX
Directory Server and DirX Identity with its metadirectory service for the au-
tomatic synchronization of information in different directory services, Siemens
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has a leading technological solution in this field. Based on this functionality,
DirX Identity’s role-based provisioning enables an automatic provision of user
information and the assignment of rights in various systems.

DirX Access also supports Web Access Management and enables single sign-
on. This feature authenticates all access via the portal centrally. DirX Access
then controls what user is allowed to access what application and how by means
of guidelines, policies and rules. The identity data used by DirX Access can in
turn be administered by DirX as the directory service. Audit and report func-
tions supplementary support realizing corporate security policies and regulatory
compliance requirements.

A further innovative approach for integrating identity information is the iden-
tity federation. Here the user logs on to a system (authentication). The other
systems trust this authenticating system and receive information on the user’s
identity. This can be an ID or simply information on the user’s role — for exam-
ple as a clerk responsible for checking invoices. The individual applications can
then control what this user is allowed to access.

Siemens boasts leading solutions that are closely integrated with each other
in each of these areas, from directory service, provisioning and metadirectory
services to Web Access Management, with the Siemens solutions for Identity
and Access Management.
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e Arcose M o i Authentication /SSO = DirX
[ Och SwRgeme Authorization  DirX Extranet
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Figure 4 Portals and identity federation
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Compliance as a necessity

An often underestimated problem in connection with Identity and Access Man-
agement is compliance, i.e. the clear and demonstrable observation of legal
regulations. The debate here is currently centering on US standards such as
HIPAA in the health sector or the Sarbanes-Oxley Act (SOX) for accounting.
These are also of importance for many European enterprises.

However, a point that is overlooked is that European and German regula-
tions, such as the KonTraG (Corporate Control and Transparency Act), the
BDSG (German Data Protection Act), the European Data Protection Direc-
tive, as well as regulations on risk management in the German Law on Limited
Liability Companies and Stock Corporation Law and the strict guidelines on
risk management under Basel II, form a closely meshed network of compliance
requirements.

Only Identity Management can ensure that an enterprise does not become
entangled in this web. This is because a consistent view of “who” is necessary to
ensure that the question “Who is allowed to do what where and who did what
where?” can be answered. If an employee has different digital identities in a
number of systems, it is difficult to obtain a complete overview of the authoriza-
tions assigned to the employee and his or her compliance-related actions.

However, apart from the integrated view of identities, defined and stringent
processes for managing identities and access permissions are also required. Users
must not be created and given access authorizations in ad hoc fashion. Every
change to user information and every assignment of rights must be structured
and documented.

Only Identity Management can ensure that an enterprise does not become
entangled in this web. This is because a consistent view of “who” is necessary
to ensure that the question “Who is allowed to do what where and who did
what where?” can be answered. If an employee has different digital identities
in a number of systems, it is difficult to obtain a complete overview of the au-
thorizations assigned to the employee and his or her compliance-related actions.
However, apart from the integrated view of identities, defined and stringent pro-
cesses for managing identities and access permissions are also required. Users
must not be created and given access authorizations in ad hoc fashion. Every
change to user information and every assignment of rights must be structured
and documented.

DirX Identity, the provisioning solution from Siemens, does precisely that.
Internal IT processes are optimized and standardized by means of self-service
functions, delegated administration and application and approval workflows.
Creation of users in different systems and their assignment to roles and groups
are controlled centrally and always carried out in the same way.
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Together with the logging of actions by DirX Identity, as well as with DirX
Access, this creates the foundation for compliance. The logs enable user actions
to be reconstructed. Access can be controlled and monitored centrally with the
Web Access Management solution DirX Access. Siemens solutions for Identity
and Access Management hence answer the most relevant questions for providing
proof of compliance:

e Who has which rights to access which systems?
e Who has granted these rights and why?
e Who accessed which systems and resources and when?

e Who administered which systems and when?
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Particularly in applications that are open to partners, suppliers or customers,
security plays a major role independently of the issue of compliance. Firewall
systems for filtering packets are not enough, since user access to information
can only be controlled at the level of the application itself. Here again, DirX
Access is the right solution as an authentication and authorization instance.
The rules and policies defined for users are enforced on the Web and application
servers, with the result that, for example, an end user sees completely different
information than a sales partner who looks after a number of customers, for
example.
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An overview of users and their access permissions is ensured by central man-
agement of all access. However, access and enforcement of the rules and policies
are carried out locally. Web Access Management with DirX Access does not
therefore create any bottleneck, but unites security with scalability.

Cost cutting as an opportunity

Despite the growing requirement for flexibility of IT, security and compliance,
cost pressure remains high. IT must therefore not only address the implemen-
tation of business processes, but also the optimization of its internal processes.
Local user management, a large number of different passwords and complicated
security concepts in the various applications are major cost drivers in IT.

With DirX Identity, the processes for creating users and assigning them to
groups can be largely automated. Changes can come from HR systems such
as SAP and then be automatically replicated by DirX Identity on other sys-
tems, such as Microsoft Active Directory, Oracle databases, DirX directories or
telecommunications systems. Administrative processes across IT and telecom-
munications systems are significantly simplified as a result.

These functions are complemented by the ability of DirX Access to delegate
administration and creation of workflows for administrative tasks. Moreover,
Web Access Management offers the potential for huge savings by simplifying user
management for Web-based applications. The security for many applications is
increased uniformly and without modifications in the underlying systems.

However, the greatest short-term savings are in password management. Sim-
ple interfaces for the resetting of passwords by users or for synchronizing them
are not a solution to this problem on their own. They standardize passwords
and increase user convenience, but are only part of a multi-level solution. Web
single sign-on solutions can be supplemented by password synchronization for
existing applications.

The greatest security is achieved by using smart card-based authentication
mechanisms that offer users more convenience combined with far greater security.
Siemens is the only provider in the Identity and Access Management arena to
offer provisioning and mart card solutions from a single source.

Summary — Only integrated solutions will do the
job
Complete security infrastructures can be created thanks to the integration in

the Siemens portfolio — from network security and smart card infrastructures for
reliable authentication to Identity and Access Management as the basis for secure
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business processes and portals, compliance and cutting the costs of administering
users and access permissions.

Isolated solutions that satisfy individual standards are not sufficient if the
infrastructure for Identity and Access Management is not in place. The stan-
dardized processes for managing identities and assigning access authorizations
that can be created with the products from the DirX family are the basis for
meeting the compliance requirements in the pharmaceutical sector. Particu-
larly in environments where compliance and digital signatures are mandatory,
proven, close integration with smart card infrastructures, such as that offered
by Siemens, is of great importance.

The advantages at a glance:

e Productivity and security are significantly increased by prompt granting
and revocation of rights.

e Administration costs are cut noticeably.

e The workload on the help desk is reduced by intelligent password manage-
ment.

e Automation frees up people to concentrate on their core tasks.

e Increasing number of users of new Web-based applications, for example,
are handled more quickly.

e Partners and customers can be integrated in internal services via identity
federation.

e Compliance with enterprise security policies and regulatory compliance is
supported.

e Management of user data and assignment of rights are more ransparent.

e An integrated identity management solution for SAP NetWeaver, ySAP
ERP and other SAP systems in heterogeneous environments s provided.



XXX. KONFERENCE EUROPEN.CZ 59

IDENTITY MANAGEMENT — ORION
IMPLEMENTATION

Jifi Borik
E-MAIL: BORIKQCIV.ZCU.CZ

Abstract

This presentation discusses two steps crucial to the implementation of
an Identity Management system — data source consolidation, and building
an advanced provisioning system. As a part of an actual solution (ORION
management), Sun Java System Identity Manager project implementation
is presented.

1 Orion computing environment

This article summarizes recent activities in the Identity Management area in
the ORION computing environment. Since the early nineties, ORION has been
providing centralized management and services to all users at the University of
West Bohemia. Currently, nearly 20 thousand ORION accounts form one of the
largest centrally managed academic user environments in the Czech Republic.
The current ORION management system consists of various parts ranging from
classic and effective components to modern Identity Management packages (Sun
Java System Identity Manager).

An increasing number of interconnected systems and applications effected
data transfers between these different systems, and therefore a large number of
data duplications. All the relationship network was complicated and unclear and
often undocumented. Many of these relations were only occasionally manually
maintained administrators. Here are some of the frequent problems:

e reduced functionality of existing managing tools — insufficient relationship
with primary data sources, no delegation support for administrators, con-
tinuous problem of sleeping accounts etc.,

e absence of sophisticated tools for centralized access management,
e high user dynamics — 5000 yearly amendments,

e difficulties with detecting and fixing problems,
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e high-cost implementation of any new integrated system (unclear or confus-
ing relationship description, heterogeneous technology, necessary customer
modification).

This all then required more advanced managing techniques and tools.

Goals of consolidating data sources

The main goal of this stage is to create a quality and credible source of identity
data. Usually, in common environments there are many sources of identities not
completely or never integrated in one credible source. The result of this situation
is conflicting data duplication and then hence — defective data.

In the beginning we had this situation in the ORION environment. Data
source analysis indicated that there were at least four main identity sources
allowed to create a new identity record:

e students agenda (IS/STAG) — register of students and faculties and infor-
mation connecting with teaching process

e HR system (Magion) — register of employees and their affiliation to the
departments

e ORION computing system management (Moira) — register of ORION users

e identification card system (JIS) — electronic ID cards for students and staff,
access and payment system information

Many more other systems included supplementary identity attributes for general
use.

For that reason we had to launch project CRO (Centralized Personnel Reg-
istry) with the goal to eradicate these conflicts and create a credible source of
data for use in all information systems at the University.

CRO created an effective communication basis for data exchange between
the main systems. Communication by the XML messages has been established
through Message Oriented Middleware driven by Message Broker (see picture 1).
Any type of message may have one or more recipients, it depends on the Message
Broker configuration. This method simply allows the changing of the message
routing for adding a new cooperating system. On the other hand, any new sys-
tem must have its own developed adapter for connecting to MOM. This adapter
allows conversion from an XML message to data changing commands optimized
for the local system and vice versa.

After developing and implementing the CRO technology, the next stage was
to consolidate the data from previously unrelated sources. Most of the identity
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Figure 1 CRO Message Oriented Middleware

records included at least one of these key items — birth certificate number (social
security number), personal number or student number. With these key items
the data records were automatically coupled. The unrelated records, approx.
5 percent, were processed manually in cooperation with departmental secretaries.
All of the data consolidation stage took about six months.

Provisioning

After the data source consolidation we could extend this concept to all systems.
But, there are a multitude of systems in ORION, which are purely identity data
readers and therefore they didn’t need so complex capability of MOM. And on
top of that, developing such numbers of adapters would be too expensive, both
in labour and costs.

That’s why we had to rethink our strategy and decided to use an advanced
Identity Management package as a supplement to the system. The features we
demanded from the software were:

Quality provisioning (with least amount of changes to connecting systems)

Simple workflow system

Reasonable implementation and license cost

Ability to connect to other systems using our own sources

Vendor support, if needed
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After some surveys and testing, we decided to use Sun Java System Identity
Manager.
Reasons for this choice are as follows:

e Discharge of fundamental requirements

e Reasonable licensing fees

e User references

e Sun offer ORION a free Proof of Concept service

e Results of this PoC

After testing the features of the Sun Identity Manager, we decided to supple-
ment this solution with the Grouper system from Internet2 middleware projects
(see picture 2). The complex group management is an important task for us and
Grouper is a very suitable tool for this purpose.

persons provisioning ‘(
. |:> !' Resources
affiliation group

membership

Grouper

Figure 2 Orion IdM schema
Our current concept effectively split up all functions between appropriate
systems and they are as follows:
e Managing primary identities data in CRO,
e complex group managing in Grouper,

e and the other functions — the account life-cycle, role management, provi-
sioning — in Identity Manager.

In our experience this utilizes the best from the applied systems and gives
us a complex and effective solution.
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Conclusion

It is too early for complex evaluation of the assets in this solution, according
to the projected timetable it is expected to be fully operational by August this
year. However, at this stage we can make some general conclusions.

First, there is the main question: “to use or not to use” any particular
Identity Management package. We need a strong reason to justify the cost of
these generally expensive packages. Either we expect that new IdM facilities
bring large plusses, or existing problems in this area have to be evident and
effectively resolved using IdM. “Trial and error” isn’t the right way in this kind
of project.

The implementation of Sun IdM took more than one year, ranging from
the creation of the basic idea, then choosing the product, proof of concept, to
current operational tests. In this project about five staff from the IT department
are involved. Concerning some of the labour sources, it is possible to hire an
external consultant, but mainly only local people have the in-house knowledge
information basis of the existing systems and its relationships.

Presently, we can see in end-systems mainly result of data consolidation.
This is not only revision of technology, this is also procedural revision. We have
got now clear rules for identity data manipulation and therefore new deployed
IdM system can ensure data quality in end-systems. We didn’t use yet many of
the new function of Identity Manager in operation, but existing project results
indicate we go the right way.
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IDENTITY A ACCESS MANAGER
RESENI JEDNOTNE SPRAVY UZIVATELU
A UZIVATELSKYCH OPRAVNENI PRO HETEROGENNI
PROSTREDI

Marta Vohnoutova

E-MAIL: MARTA.VOHNOUTOVA@SIEMENS.COM

Abstrakt

Kazdd platforma, databdze, skupina aplikaci apod. md svou vlastni sprdvu, vlastni se-
znam uZivateli a uZivatelskych oprdvnéni, vlastni bezpecnostni politiku atd. Sprdva je
ndrocénd, ovldddni aplikaci a pristup k datim klade ndroky jak na sprdvce systéma, tak
na vlastniky dat i bézné uzZivatele. Ani pro celkovou bezpecnostni politiku organizace
neni tento stav vhodny. Proto se implementuje Identity a Access Management.

Prispévek pojendvd o implementaci Identity a Access Managementu v rozsdhlém
heterogennim prostredi intranetu stdtni sprdavy.

Abstrakt

Every platform, database, group of applications etc.has its own admi-
nistration, own list of users and user access rights, own security policy
etc. The result of it is that the administration is demanding, management
of applications and data access is difficult and demanding both for admi-
nistrators, data owners and even for common users. This situation is not
suitable even for the security policy of such organization. That is why the
Identity and Access Management is implemented.

This ammendment describes the implementation of the Identity and
Access Management in heterogenous environment of an intranet of n im-
portant state institution.

Kli¢ova slova: Identita, Autentizace, Autorizace, Audit, Workflow, Rizeni iden-
tity (Identity Management — IM), Rizeni piistupovych prav (Access Manage-
ment — AM), Adresérové sluzby LDAP (Lightweight Directory Access Protocol),
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AD (Active Directory), Role a pravidla, SSO (SingleSignOn), Autentiza¢ni API,
AAA pristupovy portal

Keywords: Identity Authentication, Authorization, Audit, Workflow, Identity
Management — IM, Access Management — AM, Lightweight Directory Access
Protocol, AD (Active Directory), Roles and Rulesa, SSO (SingleSignOn), Au-
thentization API, AAA access portal

Problémy s adrzbou heterogenniho prostredi

Ve vétsiné vétsich firem a organizaci existuje heterogenni prostiedi. Pouzivaji
zde ruzné aplikace na ruznych operacnich systémech, raznych databazich, cen-
tralizované, decentralizované i lokalni, s pristupy pres terminal, klient-server,
webové rozhrani.

Kazda platforma, pfipadné i skupina operac¢nich systémil apod., databaze,
skupina aplikaci méa svou vlastni spravu, vlastni seznam uzivateli a uzivatelskych
opravnéni, vlastni bezpecnostni politiku atd. Sprava je narocna, ovladani aplikaci
a pristup k dattum klade naroky jak na spravce systému, tak také na vlastniky
dat i bézné uzivatele. Ani pro celkovou bezpecnostni politiku organizace neni
tento stav vhodny.

Podivejme se, jak vypada naptiklad putovani nového zaméstnance po orga-
nizaci.

Odborné muzeme ¥ici, ze takové ,nedustojné* kolecko musi novy zaméstna-
nec absolvovat po organizaci, kterd nema implementovanu spravu identit tzv.
Identity manager.

Identity Manager

Jestlize organizace implementuje Identity Manager pak staci, aby zaméstnanec
navstivil pouze personalni oddéleni. To mu vyda zaméstnaneckou prikazku a ¢i-
povou kartu s instalovanymi certifikaty, umoznujici mu pohyb po budové i kon-
trolovany pristup k aplikacim a dattim. Zakladani uc¢ti a distribuci dat po jed-
notlivych systémech se déje automaticky — a to je praveé tkol Identity Managera.
Podivejme se na néasledujici obrazek:

Nastoupi novy zaméstnanec, jeho cesta vede na personalni oddéleni (1), kde
ho zaregistruji do svého HR systému. Tim se pfedevsim rozumi, ze pracovnikovi
je pridéleno originalni zaméstnanecké ¢islo a je zafazen do organizacni struktury.

Cely dalsi proces je automatizovan. Aktivace (provisioning) zjisti novy za-
znam (2) v HR systému a pfedd ho do Identity Manageru k nastaveni Gctu
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Exchange

Obr. 1 Povinné kolecko nového zaméstnance po organizaci

zaméstnance a uzivatelskych atributda (3). Identity Manager poté inicializuje
tzv. workflow se zadosti o schvaleni pro odpovédné osoby (4) a po schvaleni (5)
aktivuje ucty uzivatele v operacnich systémech, databazich, aplikacich, el. posté
apod. (6). Cely proces je auditovan (7).

Co je Identity Management

Identity Management je strategie zahrnujici rizné postupy, procesy a infor-
mace slouzici k identifikaci identity béhem jejiho zivotniho cyklu. Touto identitou
je jedinec, jeho identita je specifikovdna mnoZinou piislusnych atributi (oprév-
néni).

K vyfeseni Identity Managementu slouzi nastroj tzv. Identity Manager.
Identity Management produktt (déle IM) je na trhu celd fada a jejich kvalita je
ruzna. Hlavnimi komponentami Identity Managera obvykle jsou:

e Adresarové sluzby
e Sprava elektronickych identit

— Registrace
— Aktivace (provisioning)
— Schvalovaci workflow

— Delegovani pravomoci
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Obr. 2 Po implementaci Identity Manageru staci, aby novy zaméstnanec zasel
pouze na personalni oddéleni

— Self-service vybranych ¢innosti — uzivatel si napf. smi sdm zménit
heslo apod.

e Synchronizace idajt

Identity Management centralizuje vSechny potfebné udaje o uzivatelich (ne-
boli identitéch) do jednoho mista. Pomoci Identity Managera lze uzivatelské ucty
snadno vytvofit a/nebo zrusit, ¢imz pfestanou v systémech existovat tzv. ,mrtvé
duse“, které tam zustaly po diivéjsich zaméstnancich nebo po rtizném testovani
apod.

Co je workflow?

Kvalitni Identity Manager obsahuje propracovany systém tzv. workflow, ktery
je srdcem systému. Cesky bychom jej nazvali nejspise schvalovaci proces.

Nastaveni workflow neni jednoduché, ale jeho spravna funkce ma za nasledek,
ze povolovani roli a ptistupovych opravnéni provadéji opravdu ti, kdo maji, tedy
nadfizeni, spravci dat apod. a nikoliv ti, kdo rozumi IT technologiim, jak tomu
bylo doposud. Workflow opravnénym osobam totiz data ke schvaleni ,pfihraje“
takovym zpusobem a v takovém tvaru, ze IT technologiim opravdu rozumét
nepotfebuji.

Workflow mtze také poskytovat data pro informaci, vyjadfovat se k nim
apod.
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Obr. 3 Priklad workflow

Integrace aplikaci do Identity Manageru

Aby mohl Identity Manager s jednotlivymi aplikacemi, databdzemi a operac¢nimi
systémy komunikovat, musi byt do Identity Manageru nejprve integrovany. Je
rozdil, jestli je integrovana aplikace celosvétové rozsifena nebo proprietalni.

Aplikace celosvétové rozsifené nebo zaloZzené na standardech

Tyto aplikace jsou integrovdny pomoci pfedefinovanych konektori (adaptért),
které jsou soucasti dodavky Identity Manageru. Pfikladem aplikaci a systém,
ke kterym jsou dodavany jiz hotové konektory, jsou:

e Operacni systémy — napi. RedHat Linux, Solaris apod.
e Databaze — napt. Oracle, MS SQL apod.
e Webové servery — napt. WebSphere, MS IIS,; apod.

e Rozsitené aplikace — napt. SAP

Aplikace proprietalni

Proprietalni aplikace jsou integrovany pomoci konektort, které je potfeba nej-
prve naprogramovat — detailné popsané API je také soucasti dodavky Identity
Manageru. Prikladem mize byt napf. jiz zminovany HR systém apod.

Centralizované tdaje o uzivatelich a jednotnou spravu uzivatelskych ucta
tedy mame. Zakonité nas vSak napadne, Zze by bylo vhodné stejnym zpiisobem
spravovat i pristupova prava k jednotlivym aplikacim. K tomu slouzi dalsi pro-
dukt Access Manager.
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Access Manager
Proces ptidélovani a spravy uzivatelskych opravnéni je nyni ve vétsiné organizaci

decentralizovan. Je tedy velmi obtizné zjistit, jaka pristupova opravnéni ma ktery
uzivatel nastavena. Ptriklad takového stavu je na nasledujicim obrazku:

AN — autentizace
AZ - autorizace

a6

ED @D @D

Obr. 4 Sprava pristupovych opravnéni pred implementaci Access Manageru

Nékteré aplikace vyuzivaji jako zdroj informaci o uzivatelskych opravnénich
Active Directory, jiné databaze, rizné tabulky ¢i textové soubory.

Po implementaci Access Manageru budeme mit bud pouze jeden zdroj infor-
maci o uzivatelskych opravnénich nebo pokud to nebude proveditelné, vytvorime
navzajem provazanou hierarchii.

s Aplikace s :!astnim-.

Autorizaéni Autorizaéni
tabulka tabulka

Access Manager
LDAP

Aplikace

Obr. 5 Sprava pristupovych opravnéni po implementaci Access Manageru
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Zpusob piredavani autorizaénich dat aplikacim

Zpusob predavani autoriza¢nich opravnéni autentizovaného uzivatele aplikaci
musi byt vZdy podroben analyze. Autoriza¢ni opravnéni mohou byt pak preda-
vany napft. ve formé elektronicky podepsané datové struktury, ktera bude obsa-
hovat seznam opravnéni a roli uzivatele ve vztahu k dané aplikaci.

Vétsina Access Manageri mé také dobfe propracované webové prostiedi,
hodi se proto nejen pro intranety, ale také pro propojeni extranetd nebo klientt
pfipojujicich se pfes Internet.

Pokud uvazujete o nasazeni napf. portalu statni spravy, obchodniho portalu,
portalu pro komunikaci s vefejnosti nebo obchodnimi partnery, implementace
Access Manageru vam vyfesi vétsinu problému s bezpecnou autentizaci a auto-
rizaci pristupujicich klientu.

SingleSignOn

Aby byl cely systém tplny, nesmime zapominat sjednotit ani autentizaci uZiva-
tele. Vhodné je zavést jednotny zptisob autentizace tzv. SingleSignOn.

Access Managery obecné podporuji vétsi mnozstvi riznych typt autnetizace.
Pokud implementujeme Access Management v prostiedi intranetu, je mozné
(i vhodné) zvolit jednotny zpiisob zaloZeny napf. na jednotné autentizaci uzi-
vateli do prostfedi Windows, nejlépe certifikditem uloZenym na ¢ipové karté.
Aplikace pak musime naucit tuto autentizaci vyuzivat.

Pokud implementujeme Access Manager pro pristup z Internetu ¢i extranettu
budeme pravdépodobné vyuzivat Sirsi nabidku autentiza¢nich mechanismii.

User/password
Form based logon
SSL v.3 s X.509 certifikatem

Http proménné s informaci o uzivateli
Jméno/heslo

GSO user / GSO password
RSA Secure ID token TAl
Custom CDAS autentizace IV-credentials
IP adresa LTPA token pies cookie
Bez autentizace E-community cookie
MPA gateway — http header Nic

Obr. 6

Na obrazku 6 je znazornén Access Manager a piiklad autentizacich mecha-
nismi:

e levd strana je strana piistupujicich klientti (napf¥. Internet)

e prava strana predstavuje aplikac¢ni servery
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Prava i leva strana podporuje jiné autentiza¢ni mechanismy, jedna z tloh
Access Manageru je pak prevadét jeden zpusob autentizace na druhy.

Priklad implementace — sitové Feseni

Lokalita 1 Lokalita2

e
-

zona

Management
zéna

Zalodn|

TIMTAM MASTER
IMIAM MASTER m ' ; T
Eh ey i By w !

B B — —

2] |~ = =3 =

Obr. 7

Na obrazku 7 je uveden zjednoduseny piiklad sifového feSeni. Jedna se o FeSeni
na intranetu, protoze se jednd o mission critical feseni, jsou jednotlivé prvky
znasobeny a feSeni je rozlozeno do vice lokalit.

Naroc¢nost implementace

Zisk organizace ze spravné implementace Identity a Access Manageru bude jisté
nemala. Také auditni kontrola to urc¢ité uvitd. Na druhé strané je vSak nutné
si uvédomit, Ze implementace je narocna a velmi zalezi na kvalité provedenych
analyz a na nésledné discipliné organizace. Implementace Identity a Access Ma-
nageru prinese totiz do fungovani organizace nemalé zmény, které bude tieba
dodrzovat.

Uvadi se, ze asi 80 % celkové prace na téchto projektech jsou préveé analytické
prace. Tésna spoluprace pracovniki organizace a predevsim jejiho managementu
je nutnosti.
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Kdy uvazovat o implementaci?

Identity a Access Manager jsou produkty pomérné drahé a jejich implementace
je pracna. Jsou proto vhodné pro vétsi organizace s heterogennim prostiedim vy-
zadujicim znac¢nou energii na spravu. Také organizace spravujici dilezita a citliva
data, kde je potfeba mit pristup k témto datim pod neustalou pfisnou kontrolou,
jsou vhodnymi kandidaty pro implementaci Identity a Access Manageru.

Vypracovani celkové bezpecnostni politiky organizace tyto produkty velmi
usnadni.
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Abstrakt

Jednim z velkych prinost implementace 16A managementu je automatizace organi-
zacnich postupt ve spoleénosti, at uz se jednd o zarazeni mového zaméstnance do sys-
tému, nastaveni jeho pristupovych oprdvnéni mebo naprtiklad zména pracovisté. Pre-
vedeni téchto operaci z papirové formy pod spravu I6A systému vyZaduje hlubokou
analyzu organizace spolecnosti, komplikované jedndni s jejimi zdstupci, navrZeni a im-
plementace dangch workflow a v neposledni Tadé nauceni vSech zaméstnanci novym
ndvykum. O tom vSem bude tento prispévek.

Co si predstavit pod pojmem workflow v ramci
I& A managementu

Nemalou pfidanou hodnotou implementace 1&A managementu je pfesné po-
psani, nastaveni a automatizace postupt v organizaci, které jsou vyvolany né-
jakou zménou nad identitami. Tato zména miize byt prevzata z HR systému
(pfichod nového zaméstnance, zména atributu), vyvoldna nadfizenym (Zzadost
o pridani roli) nebo napf. spravcem aplikace (okamzité odebrani vSech roli).
Procestim, které se provadéji v reakci na tuto zménu, muzeme rikat workflow.

Na obrazku 1 vidime pozici workflow pro nastaveni pristupovych opravnéni
(roli v aplikacich) v procesu zafazeni nového zaméstnance.

Po vytvoreni potfebnych Gcta do systému nasleduje nastaveni pfistupovych
opravnéni nadfizenym. Poté se spusti schvalovaci proces, v némz se k danym
opravnénim vyjadiuji schvalovatelé, ktefi jsou vybrani v zavislosti na pozadav-
cich. V dalsi ¢asti textu si tento proces ukdzeme podrobnéji. Dilezita je plna
automatizace (az na jednotliva schvalovani), kterd mimo jiné spoéiva ve vybéru
schvalovateli, generaci maili, eskalaci pozadavki, feSeni vicenasobnych poza-
davk a nasledovné uloZeni zmén. Toto je jeden z hlavnich procest, které vyu-
Zivaji workflow, déle si ukdzeme jesté dal$i mozné pfipady (zména pracovisté,
zména pFistupovych opréavnéni).
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Obr. 1 Umisténi workflow pro nastaveni opravnéni pii pfichodu nového zameést-
nance

Implementace workflow

Samotna implementace znamena vybér a logické propojeni blokt workflow na
zékladé analyzy procesu v organizaci. Tato analyza je zaklad workflow, proto by
na ni mél byt kladen hlavni diiraz. Zejména ticast zodpovédnych osob organizace
na této analyze je velice dilezita.

Workflow je mozné modelovat pfimo v ramci Identity managementu. Vyhod-
nocovaci logika se poté vétsinou implementuje pomoci skriptd, které jsou pod
jednotlivymi bloky workflow. Na nésledujicim obréazku je znazornén elementarni
pripad , predstavujici jednostupnové schvaleni pozadavkii.

Script
RETURN_AFPPROVED

(| Approval
Start  MNearest_Manager

End

Script
RETURN_REJECTED

Obr. 2 Model jednostupniového schvalovani pozadavkia

Po startu workflow, ktery je jak jiz jsme si fekli vyvolan néjakou zménou nad
identitou, se dostavame k prvnimu bloku, kterym je approval. Toto je zakladni
stavebni prvek workflow, ktery definuje zadost o schvaleni. Ta ma nadefinovanou
sadu vlastnosti, zejména schvalovatele, ¢asovy interval na schvaleni nebo para-
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metry pro generaci mailu pro schvalovatele. Dale muze mit definovanou eskalaci,
coz znamend dalsiho schvalovatele pro pripad, kdy prvni nereaguje béhem urcené
doby.

Po vyhodnoceni odpovédi schvalovatele (schvédleni/zamitnuti), pokracujeme
dale po dané vétvi. Dostavame se ke skriptu, ktery reaguje na dany vysledek
schvalovaciho bloku. V tomto piipadé pouze ulozime zmény, pokud doslo ke
schvéaleni pozadavki.

Usporadani schvalovaciho procesu

V praxi se vétsinou schvalovaciho procesu Gi¢astni vice schvalovateld, af uz z du-
vodu bezpecnosti nebo tfeba dulezitosti jistych osob. Pfi dvou a vice schvalova-
telich mame 2 moznosti jejich usporadani:

e Paralelni, kdy staci souhlas jednoho schvalovatele

e Sériové, kde je potieba souhlas vSech zucastnénych schvalovatelt

n 4= Parallel
ﬁ >“" Approval
[ ]

f _— = . = Serial
“ L 4 Approval

AND

Obr. 3 Usporadani schvalovaciho procesu
Za zminku stoji néktera pravidla pfi vyhodnocovani:
1. Pokud se v daném skriptu nepoda¥i vyhodnotit schvalovatele (napf. v da-
ném ¢ase neni nikdo v pozici spravce aplikace) je pozadavek schvalen au-

tomaticky.

2. Pokud se schvalovatel ve workflow opakuje, bere se jeho prvni vyjadfeni
a dale jiz neni vyzivan.
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Realny priklad workflow

Podivejme se nyni na slozitéjsi, v praxi pouzitelny model workflow. Pro spusténi
budeme brat v tivahu 2 akce — zména v HR a pozadavky vyvolané nadiizenymi.
V ramci jednoho workflow budeme fesit 3 procesy — zménu roli, zménu pracovisté
a zménu jiného zékladniho atributu, jako je napfiklad telefonni ¢islo. Vsechny
3 procesy mohou byt vyvolany z HR, pouze prvni z nich (zména roli) mtze byt
vyvoldna nadfizenym zddosti o pfidani/odebrani roli.

Nyni projdeme kompletni workflow rozdélené do 4 ¢asti. Kazdy blok workflow
je ocislovan, nékteré z nich si podrobné vysvétlime, nékteré jednodussi presko-
éime.

A. Zjisténi typu procesu

Workflow se spusti (1) zménou néjakého atributu identity. Identitou zde myslime
zaméstnance v organizaci, atributem miize byt jméno, email, role v organizaci
(pFistupové opravnéni), pracovisté apod.

Prvni skript (2) zjistuje, zda se jednd o zménu pracovisté, tedy o premisténi
zameéstnance v organiza¢nim stromé. Pokud ano, znamena to v nasem pripadé
zménu zdkladnich roli a zménu ptihlagovacich daju (ty jsou v nasem piipadé
zavislé na lokalité).

B} Modiflace roli v diléich operacich

5 T &
in: y
START ChangeinOmTree} T
. D) Zakonceni workflow

T 12 13
} o seim P o seen P
ChangenLogind) RemoveExtendedRoles  RemoveBASERbles

C) Iéna UID priransferu v Or giree

Obr. 4 Prvni ¢ast modelu workflow

Vydejme se tedy po spodni vétvi — zméné pracovisté. Nejprve zjistime
(skript 4), zdali se zaméstnanci méni jeho nadfizeny. Pokud ano (10), je potfeba
oba informovat o tomto pfemisténi. Déle se automaticky méni pfihlagsovaci jméno
zaméstnance (11) a pfipadné se odebiraji role (12 a 13). Pokracovat v této vétvi
budeme ve 3. ¢asti C.

Nyni se vratme na zacatek s tim, Ze se nejednd o zménu lokality. Nachdzime
se tedy ve skriptu (3), ktery zjistuje, zda se zménily role. Pokud ne, dostdvame se
do féze zakonc¢eni workflow (podrobnéji ve 4. ¢4sti), ponévadz ke zméné ostatnich
udaji neni potfeba schvalovani.
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Jedn4-li se o zménu roli (at uz pfichodem nového zaméstnance, tedy udaji
z HR, nebo zédosti o jejich zménu od nadfizeného), tak se dostdvame ke skriptu
(5), ktery je zkontroluje. Pokud se zde nachézi néjaka nesrovnalost (napt. zadost
o odebrani role, kterou jiz podfizeny nemad), vrati se vSechny role do ptivodniho
stavu (8) a workflow konéi. V opa¢ném piipadé se pokracuje v ¢asti B.

B. Zména roli

Zde prichazi ¢as na schvalovaci kole¢ko, jehoz hlavni stavebni kdmen — jednostup-
flovy schvalovaci proces jsme si vysvétlili vySe. Nejprve ale zjistime (15), zda
se jednd o zaméstnance z vedeni organizace, coz muze mit vliv na schvalovaci
proces. Obé néasleduji vétve jsou podobné, pouze se lisi ve vyhodnocovani schva-
lovateld, proto jsou rozdéleny.

D} Zakondeni workTlow
pipadnou anenou
W nastaveni Person

Obr. 5 Druhé ¢ast modelu workflow

Nésledujici skript (16) zjistuje, zda se jednd o vyznamnou roli, fikejme ji
VIP (napf. moznost zdpisu do databédze s finanénimi tdaji). To mize mit vliv
na pocet schvalovatel, zde uvazujeme o jednom (bezpeénostnim) schvalovateli
navic.

Nésleduje sériové uspofadani 2 nebo 3 schvalovatelt (20, 21 a 22). Jak jiz
jsme si Fekli a jak plyne z modelu, ke schvéleni roli je potfeba souhlas vSech
schvalovateli. V kladném piipadé se dostavame ke konci workflow, v opa¢ném
k rollbacku (40) a upozornéni nadfizeného o zamitnuti zmény roli (41).

C. Zména pracovisté

Nyni se nachazime v pozici, kdy je zména pracovi§té vétsi (véetné zmény nadfize-
ného) a v nasem piipadé je potfeba nastavit nové zakladni role a pro zajimavost
presunout domovsky adresaf a mailbox. To mutze byt potieba u velkych organi-
zacl pusobicich po celé zemi, které maji mailboxy pro zaméstnance na ruznych
mistech.
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D) Zakonéeni workflow
pfipadnou zménou
v nastaveni Persony

-

ApprovalSection T SetNewBASERoles
Chief3

Obr. 6 Tteti ¢ast modelu workflow

Nejprve vyhodnotime nové role, které je potfeba nastavit (50), poté zjistime
zda se jedna o zaméstnance z vedeni (51). Obé nasledujici vétve jsou opét po-
dobné. Nyni nastava ¢as pro zasah administratort (jediny v celém workflow),
jelikoz je potieba presunout domovsky adresar a mailbox. Tato operace bohu-
zel automatizovat nejde, tedy posilame mail s zadosti o pfesun dat a cekame
na vyjadfeni od administrator (52). V tomto bloku je potieba si uvédomit, ze
v koncovych systémech je stdle platné ptivodni nastaveni.

Nésleduje schvalovani novych roli a jejich pfipadné ulozeni do systému (53,
54 a 55)

D. Konec workflow

Nakonec je potfeba aktualizovat zmény u dané identity v databazi (70) a fyzicky
vynutit nastaveni zménénych artibut ¢t patticich identité (71).

12 13

T
m Notify2Admin | 74
EnforcePolicy \©

ForPerson l (]

Obr. 7 Ctvrta ¢ast modelu workflow

Poté uz nasleduje jen zprava o Gspé$ném uloZeni zmén nadfizenému (72)
a administratorovi dané aplikace (73).
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Rozdéleni pozadavka po aplikacich

Vezméme v Gvahu zadost o pridéleni roli, kterd obsahuje role k riznym aplika-
cim. JelikoZ schvalovatelé jsou ve skriptech nadefinovani podle aplikaci (v nasem
pfipadé se jednd o vlastnika aplikace a vlastnika dat), je potfeba workflow pro
takovou zadost rozdélit. To znamenad, ze nadiizeny poda jednu zadost o pridéleni
roli, ale ve skute¢nosti se rozebéhne nékolik workflow, podle poctu zainteresova-
nych aplikaci.

Jednotlivé role ve skupindch se bud schvali vSechny nebo zadna, ale miize
nastat pfipad, kdy jedna skupina bude schvélena a druha ne. V tom pfipadé
bude nadfizeny informovén o schvalenych a nechvélenych rolich (podle aplikaci).

Zvlastni pripady
V ramci implementace workflow je potfeba fesit fadu drobnych problému.

Jedna se napf. o problém pii hledani nadfizeného zaméstnance, ktery se
nachézi na vrcholu organiza¢niho stromu. Nejde jen o to, Ze si musi sam sobé
zadat o role, ale i o problém pfi eskalaci schvaleni pozadavku, ktera jde vétsinou
na nadfizeného.

Dale muzeme zminit problém pii podavani zadosti o role, které nadrizeny
omylem odesle dvakrat. Workflow se sice chova atomicky, ale uz né transakcné.
Pii zminéném odeslani pozadavkt dvakrat se rozebéhnou 2 paralelni workflow
( musime brat v tvahu délku workflow, kterd muze byt klidné i 3 dny). Poté
se musi Tesit pripady, kdy v jednom schvalovacim procesu byly role schvaleny
a v druhém ne.

Podobny problém nastava pri paralelnim béhu workflow, kdy obé obsahuji
stejnou roli.

Uzivatelské rozhrani

P#i implementaci I&A managementu je vétSinou potieba vytvorit vlastni uziva-
telské rozhrani pro zaméstnance organizace. Je to prevazné z diivodu workflow,
které je vlastné jediné, s ¢im se bézni zaméstnanci dostanou pifimo do styku.

Jedna se pfedevsim o vytvareni zadosti o role, schvalovani roli, vibér delegata
(ktery mtize zadat o role pro jeho podfizené) nebo napfiklad prohliZeni historie.

Vsechny tyto operace jsou v principu realizovat pfimo v identity manage-
mentu, ale vétSinou je potieba implementovat tuto nadstavbu. At uz z davodu
zjednoduseni prace s workflow nebo lokalizace do jiného jazyka (musime si uvé-
domit, ze systém budou aktivné pouzivat vSichni zaméstnanci, ktefi maji aspon
jednoho podfizeného), ale piedevsim kvili specifické praci s rolemi.

Tou miize byt napriklad pozadavek na lokalizaci pfistupovych opravnéni.
V tom pfipadé se nenastavuje pouze role, ale je potfeba vybrat i lokalitu, pro
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kterou dané role (popt. aplikace) plati. Berme v tivahu lokalizaci na stupni apli-
kaci, tzn. vSechny role v dané aplikaci plati pouze v lokalité, kterou ma zamést-
nanec nastavenu pro danou aplikaci. Tedy pfi prvnim pozadavku o role se musi
zazadat o dvojici role-lokalita, coz bez specidlniho uzivatelského rozhrani nejde
s prislusnym pohodlim provést.

Tato nadstavba se vétS§inou implementuje jako webova aplikace, ktera komu-
nikuje s Identity managerem pomoci jeho API. Jeho hlavnim tdkolem je zjed-
nodusit praci se systémem pro koncové uzivatele, ktefi vyjma administrator
prijdou do styku pouze s nim.

Zavér

disledna analyza souvisejicich procest v organizaci. Samotné sestaveni workflow
neni zas tak slozité, jak je vidét z realného piikladu, ale velice pracné. Jednotlivé
skripty musi pracovat se spoustou ¢iselnikl, nesmi zapomenout na jakoukoliv
kombinaci pozadavkl a hlavné se musi pfi jejich implementaci myslet na budouci
zménu nebo rozsiteni, kterych v podobnych projektech neni po malu. Typicky
je priklad vedouciho pracovnika, ktery pri fazi definovani workflow pozaduje
informace o schvaleni vétsiny roli a po nasazeni si stézuje na prehrsel informaci,
které dostava.

Literatura

Schémata prevzaty z Analyzy workflow vypracované spolecnosti Siemens IT So-
lutions and Services v ramci projektu I&M managementu.
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REVERZNI PROXY NEBOLI ACCESS MANAGER

Libor Dostalek

E-MAIL: LIBOR.DOSTALEK @QSIEMENS.COM

Abstrakt

Prednaska se vénuje objasnéni rozdili mezi proxy a reverzni proxy. Je rozebirdn problém
autentizace klientu vici cilovygm serverum. Zminény jsou zdkladni autentizacni metody:
basic, webovgmi formuldri, uzivatelskym certifikdtem, protokolem Kerberos (véetné SP-
NEGO) atd.

1 Co ocekavame od Access Manageru

Dnes uz snad kazda firma méa na Internetu vystaveno své www.firma.cz,
www.firma.com ¢i to plné in, kterym je www.firma.eu. Kdysi tyto HTTP servery
bézely nad statickymi strankami, které vlastnoruéné potrizovali sami webmastii
editorem vi. Tato doba, kterou pamatuji jiz jen opravdovi pamétnici, dnesnim
mladym modernim jinochim (tzv. mlamojim) splyva s dobou dérnych pések ¢i
magnetickych bubnt.

Postupem casu se ze statickych stranek www.firma.cz preslo na kompliko-
vana portalova feSeni do jejichz podstaty dnes nevidi uz ani jejich autofi natoz
webmasteri. Ale to vSe jakoby jesté nestacilo, nebot mnohé firmy dnes dospély
k nézoru, Ze své agendy (aplikace) rovnéZ vystavi na Internetu. Vysledkem je,
ze www.firma.cz se stala jen jakousi slupkou za kterou teprve nasleduje portal
a jednotlivé agenty.

Jelikoz funkci této slupky je ridit pfistupy klientd z Internetu a predavat je
cilovym servertum, tak tato slupka dostala ndzev Access Manager.

Zajimavé je, ze se nasledné ukazalo, ze v pripadé velkych organizaci, které
maji na intranetu fadu agend, je Access Manager rovnéz velice uziteénym nastro-
jem na intranetu. V takovém pripadé je pristup zaméstnanct na intranetovy por-
tal a jednotlivé podnikové agendy také velice uzitecné ridit Access Managerem.
Velké organizace pak maji dva Access Managery: jeden pro pfistup zdkaznika
pres Internet a druhy pro pfistup zaméstnanct k jejich jednotlivym agendam na
intranetu.
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Access Manager je moznd vystizné pojmenovéani, ale jaky je jeho princip? Prin-
cipem je tzv. reverzni proxy. Pro¢ reverzni?

Klasicka proxy je néastroj, ktery ¢eka na pozadavky klientt a predava je dale
smérem k cilovému serveru. Proxy v protokolu HT'TP pracuje tak, ze klient ma
ve svém konfigura¢nim souboru uvedenu IP adresu proxy. Klient pak preda cely
pozadavek, celé absolutni URL, tak jak lezi a bézi, této pevné nakonfigurované

proxy k vytizeni.
Sit’ 2 .-...

Proxy 2 Proxy N

>
LVnitini sit” - prenasi se absolutni URL, napf. Vnéjsi sit” - pfenasi se

GET http://www.server.cz relativni URL, napf.
GET/

Server
o

Na cesté k cilovému serveru mize byt ale dalsi proxy (proxy on proxy). Jeji
IP adresa musi byt pevné nakonfigurovana v konfigura¢nim souboru predchozi
proxy atd. Nakonec posledni proxy (na obrazku oznacena N) pak koneéné ptelozi
DNS jméno cilového serveru na IP adresu a navize s nim spojeni protokolem
TCP do kterého vlozi jiz relativni URL.
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Vsimnéme si, Ze na cesté od klienta k cilovému serveru mohla byt celd fada
proxy, ale vSechny lezi jakoby na strané klienta. Pokud bychom Access Manager
realizovali jako proxy, pak by proxy N musela mit ve svém konfigura¢nim souboru
uvedenu IP adresu Access Manageru — a to je zjevny nesmysl.

Access

Klient Proxy 1 Proxy 2 Proxy N Manager Cilové

2

Access Manager je tedy jakasi trochu jina proxy — proxy, ktera lezi na strané
cilového serveru, proto dostala nézev reverzni proxy. Reverzni proxy musi pfe-
davat pozadavky klientd cilovym serverim na zakladé jinych informaci nez to
déla klasickd proxy. Je zjevné, ze tvtrci protokolu HTTP s reverznimi proxy
nepocitali, a tak budeme muset néjak ,naroubovat® reverzni proxy na stava-
jici protokol HTTP. Vysledkem je ptilezitost pro lidovou tvorivost jednotlivych
Vyvojaru.

Dalsi dilezitou vlastnosti reverznich proxy je, Ze z hlediska klienta zastupuji
cilovy server. Z hlediska klienta tak neni jasné vidét, je-li jejich pozadavek vy-
fizovan pfimo reverzni proxy nebo néjakym serverem za ni. Dtsledkem je, Ze
klient se bude vzdy autentizovat vici reverzni proxy. Kvalitné nakonfigurovana
reverzni proxy by pak méla tuto autetnizaci korektné predat cilovému serveru.
Jinymi slovy: s nastupem Access Managertu byla nastolena potfeba Single Sign
On jako snad nikdy pfed tim.

3 Vyhybka (junction)

Ja vim, Ze junction je Zeleznic¢ni kifizovatka, ale mné pripada priléhavejsim slovo
vyhybka. Protoze pozadavek klienta si umim pfedstavit jako vlak, ktery dorazil
na reverzni proxy, kterd pravé prehazuje vyhybku smérem k prislusnému cilo-
vému serveru.

Na bazi ¢eho mize Access Manager takto prehazovat vyhybky? V podstaté
ma k dispozici:

1. IP adresu klienta.

2. Zpusob autentizace klienta.

3. Identifikaci klienta v pfipadé, Ze se klient autentizoval (tj. jedna-li se o ne-
anonymniho klienta).
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4. Cas, kdy klient p¥istupuje.
5. Metodu, kterou pfistupuje (GET, POST, ...).
6. URL.

Teoreticky muze byt vyuzita pro prehazovani vyhybek jakakoliv informace,
ale zpravidla se vyuZije ¢ast URL. Zjednodusené mizeme URL pro protokoly
HTTP/HTTPS popsat jako:

http(s)://www.firma.cz/cesta-1/cesta-2/.../cesta-n/soubor

(¢ast URL, nésledujici za pfipadnymi znaky # nebo ? neni pro dalsi vyklad
podstatna)

Jisté by bylo mozné mit pro kazdy cilovy server jiné DNS jméno (na misto
jednotného www.firma.cz), ale nebylo by to pfili§ praktické. A tak se zpravidla
pro ,prehazovani“ voli informace ulozena v cesta-1, ktera se pak oznacuje jako
vyhybka ¢i junction.

Snadno se to pak pochopi na nésledujicim pfikladu. Méjme na demilitarizo-
vané zoéné firmy servery s jednotlivymi agendami a portdlem. Nechf se napf.
jmenuji: katalog.intranet.cz, objednavky.intranet.cz, podatelna.intranet.cz a por-
tal.firma.cz (pfitom DNS jména téchto serverit nemusi byt ani viditelnd z In-
ternetu).

Na homepage firmy jsou pak napf. hypertextové odkazy:

e www.firma.cz/catalog, ktery Access Manager pievadi na cilovy server na
DMYZ katalog.intranet.cz.

e www.firma.cz/order, ktery Access Manager pfevadi na cilovy server na
DMZ objednavky.intranet.cz.

e www.firma.cz/registry, ktery Access Manager pfevadi na cilovy server na
DMZ podatelna.intranet.cz.

e www.firma.cz/, ktery Access Manager pfevadi na cilovy server na DMZ
portal.firma.cz.

4 Rizeni p¥istupu (management)

Cilem fizeni pfistupd na klasické proxy je zpravidla omezovat pristup zamést-
nanct na nevhodné servery v Internetu (napf. na oblibeny www.playboy.com).
Podobné jako mame Fizeni pristupu na klasickych proxy, tak muZeme i na
reverznich proxy Fidit pfistup, tentokrat ale klientti na cilové servery.
Pro fizeni pfistupu tak muzeme opét vyuzit jednu nebo kombinaci z nésle-
dujicich informaci:
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7. IP adresu klienta.
8. Zpusob autentizace klienta.
9. Identifikaci klienta v pfipadé, Ze se jednd o ne-anonymniho klienta.
10. Cas, kdy klient piistupuje.
11. Metodu, kterou pfistupuje (GET, POST, ...).
12. URL — tentokrat je velice zajimavou pravé vyhybka.

MiZeme napf. nastavit, Zze na www.firma.cz/order (tj. na vyhybku order)
mohou pristupovat jen konkrétni autentizovani uzivatelé a to napf. jen v kon-
krétnich pracovnich hodinach.

Informace na cilovych serverech tvori strom:

www.firma.cz

TR

/ catalog order registry
soubor-1 soubor-2

Na kazdy uzel tohoto stromu Ize navésit konkrétni pristupovéd opravnéni ¢i
jejich dalsi omezeni (napf. v ¢ase). Jelikoz se jednd o stromové uspofadani, tak
idealni bazi pro tyto informace je protokol LDAP, proto Access Managery, kon-
zultuji predavani informaci cilovym servertim zpravidla prostfednictvim proto-
kolu LDAP s néjakou béazi dat.

Tato baze dat byva zpravidla plnéna z Identity Manageru. Princip pak spo-
¢iva v tom, Ze v Identity manageru jsou kazdé osobé prifazeny role. A v Access
Manageru jsou pak jednotlivym rolim pfifazena konkrétni pristupova pravidla.

Zpracovani pak probiha v nékolika krocich:

1. Provede se autentizace klienta, tj. zjisti se identita klienta.
2. Zjisti se jaka role je klientovi pfifazena v aplikaci.
3. Zjisti se jaka pristupova opravnéni jsou prifazena této roli.

4. Na zédkladé zpracovani téchto pristupovych opravnéni se klientovi bud
umozni skrze Access Manager pristupovat na cilovy server nebo se jeho
pristup zamitné.
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5 Autentizace

Autentizace se nam rozpada na:
e Autentizaci klienta vuci Access Manageru.

e Autetnizaci Access Manageru vudi cilovému serveru.

5.1 Autetnizace klienta vici Access manageru
Zde méame celou skalu moznosti:
e Bez autetnizace (anonymni piistup).

e Autetnizace stadlym heslem a jménem. Zde mame nékolik moznosti, kam
jméno a heslo umistit:

— Do HTTP hlavicky Authorization v pripadé autetnizacni metody Ba-
sic (viz samostatny odstavec).

— Do webového formulare. Tato moznost je zajimava zejména pokud
chceme jméno a heslo zpracovavat pfimo aplikaci (nikoliv webovym
serverem jako takovym).

e Autentizace jednorazovym heslem, byt vyznamné bezpecné&jsi, je z hlediska
protokolu HTTP jen variaci na stalé heslo.

e Protokolem Kerberos (viz samostatny odstavec).

e Osobnim certifikdtem (viz samostatny odstavec).
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e Pomoci iv-hlavic¢ek (viz samostatny odstavec).

5.1.1 Metoda Basic

Klient sice miize pfimo do URL zapsat jméno uzivatele a heslo, to je vSak mélo
bézné. Béznéjsi je dialog, kdy klient nezad4 zadné autentizacni informace a server
vrati chybovou hlasku:

HTTP/1.1 401 Unauthorized
WWW-authenticate: autent_metoda realm="retézec",
pripadné_dalSi_parametry

Kde prvni parametr autent_metoda je typ autentizacni metody, kterou server
vyzaduje. Retézec v parametru realm bude zobrazen klientovi, aby védél k ja-
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kému objektu se ma autentizaovat. Koneéné nékteré autentiza¢ni metody mohou
pouzivat dalsi parametry. Autentiza¢ni metoda Basic dalsi parametry nepouziva.
Pokud server podporuje vice autentiza¢nich metod, pak pro kazdou vrati jednu
hlavicku WWW-authenticate.

Autentizacni metoda Basic je urdena autentizaci jménem a heslem. Tato me-
toda prendsi siti jméno a heslo v textovém (nezabezpedeném tvaru). Autentizacéni
dialog pak probiha napf. tak, ze klient se posle dotaz na server bez jakékoliv au-
tentizace (C = Client, S = Server):

GET /soubor HTTP/1.1
Host: www.firma.cz

HTTP/1.1 401 Unauthorized
WWW-authenticate: Basic realm="www.firma.cz"
...dalsi hlavicky

N nnoaaon

Tj. server dotaz klienta odmitne s tim, Ze vyzaduje autentizaci. Do své odpo-
védi ale server prida hlavicku WWW-authenticate ve které nabidne autentizacni
metodu (v tomto pfipadé Basic) a dod4 Fetézec, ktery se mé zobrazit uzivateli
(aby uzivateli nap¥. védél které heslo ma zvolit). Klientsky software zjisti, Ze
se jedna o autentiza¢ni metodu Basic, tj. autentizaci jménem a heslem. Vyzve
uzivatele k zadani jména a hesla. Vysledek pak vlozi do hlavicky Authorization:

GET /soubor HTTP/1.1
Host: www.firma.cz
Authorization: Basic RG9zdGFsZWs6aGVzbG8=

HTTP/1.1 200 OK

nnaoaaaaa

Tj. klient po obdrzeni ,HTTP/1.1 401 Unauthorized“ provedel naslednou
autentizaci jménem a heslem. Jenze server mize nabizet vétsi mnozstvi objektu
a ke kazdému z nich mizeme pouzit jinou autentizaci. Proto server vraci fetézec
,2realm“, aby prohlize¢ mohl uzivateli do dialogového okna zobrazit k jakému ob-
jektu mé zadat jméno a heslo. Z jména a hesla je vytvofen fetézec. Jméno a heslo
jsou oddéleny dvojteckou (napf. Dostalek:heslo). V hlavi¢ce Authorization se
neprenasi fetézec primo, ale kédovan Base64, tj.

Base64 (Dostalek:heslo)="RG9zdGFsZWs6aGVzbG8="

Komukoliv, kdo na cesté od klienta k serveru odchyti hlavicku Authorization,
tak sta¢i fetézec RG9zdGFsZWs6aGVzbG8= dekddovat Base64 (napf. programem
OpenSSL) a ziska heslo.
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5.1.2 Autentizace protokolem Kerberos

V pripadé autentizace protokolem Kerberos se klient nejprve autentizuje vici
Autentiza¢nimu serveru Kerbera a ziska listek pro vydavani listkt (1) a na jeho
zékladé obdrzi od sluzby TGS listek pro piistup ke sluzbé , Access Manager* (2).
Tento listek jej pak opravituje k vyuzivani (k autetnizaci) vaéi sluzbé ,Access
Manager® (3).

A nyni jak probéhne autentizace v protokolu HT'TP v pfipadé autetnizac¢ni
meteody Kerberos? Microsoft pro tento piipad zavedl typ autentizace SPNEGO
(Simple and Protected Negotiate). Jeho princip spodivd v tom, Ze server
v hlaviéce WWW-authenticate nabidne server klientovi autentiza¢ni metodu
Negotiate. Klient pak ve své odpovédi uvede hlavicku Authorization opét
s dvéma parametry:

e Prvnim parametrem je nazev autentizacni metody, tj. v tomto pripadé
fetézec ,Negotiate“.

e Druhym parametrem je tzv. SPNEGO token, ktery obsahuje listek proto-
kolu Kerberos (variantné je podporovéana i klasickda NTLM autentizace).

Vyziti listk protokolu Kerberos elegantné umoznuje klienttim prihldsenym
do domény Windows se nésledné pfihlagovat napf. na Access manager (webovy
server) bézici na UNIXu metodou Single Sign On. Tj. aby uZivatel ptihlaseny
do domény Windows nemusel znovu zadavat prihlasovaci informace pfi pristupu
na webové servery (i UNIXové).

Zptusob autetnizace protokolem Kerberos/SPNEGO se vyuZziva zejména na
intranetech. Dnes jiz klasickym pripadem je autetnizace zaméstnanct do domény
Aktive Directory pomoci PKI ¢ipové karty. Cim klient ziské i pfislugné listky pro
protokol Kerberos, kterymi se nasledné autentizuje vaci Access Manageru praveé
pomoci protokolu Kerberos/SPNEGO.



92 Libor Dostalek

5.1.3 Autentizace osobnim certifikatem (SSL/TLS)

Pokud nad Access Managerem bézi SSL/TLS server, pak miZzeme vyuzit auten-
tizaci osobnim certifikatem.

Mnozi se domnivaji, ze autentizace osobnim certifikitem vyrazné zdrzuje
klienty. Na tomto misté je tfeba uvést na pravou miru, Ze to tak byt nemusi.
Vétsina HTTPS serverti je totiz nakonfigurovana tak, ze na pocatku komunikace
klienta se serverem se zfidi tzv. SSL relace. Pfi dalsi komunikaci s tymz serverem
se pak SSL relace jen obnovuje. Obnoveni relace je jiz vyrazné rychlejsi nebot
neni tfeba soukromého klice klienta, ktery je umistén napf. na ¢ipové karté.

5.1.4 Autetnizace pomoci iv-hlavi¢ek

SSL/TLS servery poZiraji znaéné vypocetni zdroje pro kryptografické operace.
Resenim je specializovany kryptograficky hardware, ktery realizuje samotny
SSL/TLS server. Takovy hardware miZe byt realizovin dvéma riznymi zpt-
soby:

e Jako deska do serveru, pak se jedna o rozsifeni samotného serveru. Tento
pripad nemé na sitovou komunikaci Zadny vliv — musime jen nainstalovat
prislusny ovlada¢ pro nas server.

e Jako externi sifové zafizeni. P¥ikladem jsou SSL/TLS servery implemen-
tované pfimo ve smérovaéich CISCO (v CISCO terminologii ukoncovace
tzv. SSL/TLS tunelu).

Druhy pfipad je zajimavy tim, Zze pokud se ukonéi SSL/TLS komunikace
(,SSL/TLS tunel*) pied Access Managerem, pak na Access Manager dojde ,,jen®
HTTP komunikace. Veskeré informace o SSL/TLS relaci zistanou na externim
SSL/TLS serveru.

Access
Manager

S—s

Klient SSL/TLS
server

Aby se tyto informace nezahodily, tak externi SSL/TLS servery dopliiuji
HTTP hlavicky o specialni hlavicky zacinajici fetézcem ,,iv-“. Do téchto hlavicek
pak ukladaji napft.:
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e Predmét certifikdtu klienta.

Vydavatele certifikatu klienta.

Piipadné i cely certifikat klienta.

IP adresu klienta.

Identifikaci SSL/TLS relace — to je velice dtilezité pro piipadny load ba-
lancing mezi baterii Access Managert.

Server pak prebira informace z téchto hlavicek a sam je jiz neprovéiuje —
dtvéfuje predfazenému SSL/TLS serveru.

5.2 Autetnizace Access Manageru vuci cilovému serveru

Pokud klient nebyl anonymni, pak je ¢asto velice dtilezité prenést identitu klienta
az na cilovy server. Pokud cilovy server Access Manageru davéruje, pak jiz kli-
enta nemusi provérovat, ale pouze zpracuje jeho identitu. Coz je pravé principem
Single Sing On.

V zasadé zde lze rozliSovat nasledujici pfipady:

e Identita klienta neni pro cilovy server vyznamnd. Cilovy server bud slouzi
vSem anonymnim klientim nebo duvéfuje Access Manageru, Ze na néj
nepusti zadné klienty, kterym nema slouzit. V takovém piipadé Access
Manager vystupuje vici cilovému serveru jako anonymni klient nebo jako

stale stejny ,,provozni uzivatel®.

e Identita klienta je pro cilovy server dulezita — potfebuje ji pro poskytovani
svych sluzeb. V takovém ptipadé identita mize byt predana:

— Jako jméno uzivatele metodou Basic nebo webovym formulafem.
V pripadé, ze Access Manageru duvéfujeme, pak muze byt identi-
fikace klienta predavana jiz bez hesla.

— V iv-hlavi¢kéach, pokud se uZivatel autentizoval osobnim certifikdtem
(Access manager pracuje jako externi ukonceni SSL/TLS tunelu). Pfi-
tom iv-hlavicky mohou byt vyuzity i napf. pro predani IP adresy
kleinta, identifikace SSL/TLS relace a to i v pfipadé, Ze se jednalo
o anonymniho klienta protokolu SSL/TLS.

— Promoci protokolu Kerberos (napf¥. proxy tikety). S touto moznosti
jsme se vSak v praxi nesetkal.
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IMPLEMENTACE ACCESS MANAGEMENTU S OPEN
SOURCE PRODUKTY

Martin Cizek

E-MAIL: MARTINQCIZEK.COM

Abstrakt

Access management je mozné implementovat ruznymi zpusoby. Neékterd tesent jsou za-
loZena na komplexnich komercénich produktech, jind jsou kombinaci mensich projektd,
kde kazdy plni svoji funkci. Rozhodneme-li se vydat cestou vlastni integrace dostupnych
baliki software, vezmeme tim na sebe urcitou odpovédnost, ale ziskame mnoho mozZnosti
a velkou flexibilitu. Neékterymi mozZnostmi implementace access managementu s vyuZi-
tim open source software se zabyvd tento prispévek.

1 Uvod

Piispévek si klade za cil ddt konkrétni podobu Feseni Single Sign On (SSO)
a Tizeni pristupu. Nabizené Teseni je jedno z mnoha a nesnazi se byt fesenim
univerzalnim.

2 Pozadavky na reseni

Hlavni motivaci nasazeni centralné spravovaného fizeni pfistupu popisuji ostatni
prispévky. Také taxonomii integrovanych aplikaci a popis kli¢ovych problému
aplikaci 1ze nalézt napf. v [mv-iam2007]. Tento p¥ispévek se zaméfuje na analyzu
a implementaci konkrétniho ptripadu.

V modelové organizaci example.org [rfc2006] je nasazeno mnoho riznych slu-
Zeb implementovanych jako webové aplikace. Protokol HTTP se pouziva k pfi-
stupu ke vSem informacnim systémim. Informaéni systémy jsou provozovany
na ruznych webovych serverech a riznych platformach. Nékteré jsou dostupné
primo, nékteré pfes reverzni proxy (viz téz [ld-rpam2007]). Vétsina aplikaci je
vyvinuta pfimo organizaci, dalsi jsou open source. Pfipadné proprietarni aplikace
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1ze nakonfigurovat tak, aby pfebiraly autentizaci z webového serveru/kontejneru,
pripadné Ize toto dojednat s jejich dodavateli.

Popsana situace predstavuje urcité zjednoduseni, nicméné je pomérné casta
v organizacich jako jsou univerzity nebo mensi a stfedni firmy. Nejvétsim potenci-
alni problém predstavuji Spatné konfigurovatelné uzaviené proprietarni aplikace.
Jejich pripad lze individualné fesit implentaci konektori, které budou prevadét
jednotné predavani identifika¢nich a autoriza¢nich idaji na zpisob, jemuz ro-
zumi.

Problém ve vyse popsané situaci je pochopitelné roztiisténost autentizacnich,
autorizacnich a auditnich mechanizmi. Kazdy informacni systém udrzuje svoji
databazi pristupovych tdaji, svoje seznamy roli a své mapovani uzivateld na
role. Ve vysledku je cela struktura Spatné udrzovatelna a dfive nebo pozdéji v ni
vznikne neporadek. Dalsim faktorem je bezpeénostni riziko — v pfipadé prolomeni
hiife zabezpecenych systémil se itoénik dostane k pfistupovym tdajim, typicky
pouzitelnym v ostatnich informacnich systémech. S tim také souvisi nemoznost
jednotného nastaveni bezpecnostni politiky jako platnost hesel apod.

Situace ma dopad i pfimo na koncové uzivatele — jednak si pristupy do jed-
notlivych informac¢nich systémut uzivatel obvykle musi zafidit jeden po druhém,
jednak se do kazdého systému musi znovu ptihlasovat pfi kazdém jeho pouziti.

Po zhodnoceni soucasné situace lze prejit k vlastni formulaci pozadavki:

1. Autentiza¢ni databaze nemaji byt duplikovany pro kazdou aplikaci. Au-
tentizacnich databazi ale mize byt vice (napf. externi a interni uzivatelé).

V prezentovaném piikladu se pocita s autentizaci proti databazi LDAP,
v budoucnu v8ak bude vhodné navic vyuzit Kerberos pro interni uzivatele.

2. Jednotna databéze roli/privilegii uzivatela. Tento pozadavek obvykle neni
jednoduché splnit az na troven roli v ramci konkrétnich informacnich sys-
témt. Postaci, kdyz bude mozné pomoci privilegii Fidit alespon pristup
uzivateli k celym aplikacim. Vyuziti roli z centralni databaze tedy nebude
povinnosti, ale soucasné feSeni musi tuto moznost poskytovat.

Pro implementaci tohoto pozadavku lze opét predpokladat databazi
LDAP.

3. Centralni autentizacni brana s moznosti riznych autentizacnich mecha-
nismt.

4. Mechanizmus drzeni sessions pro aplikace — po tspésném pouziti centralni

autentiza¢ni brany neni nutné po dobu platnosti session na ni znovu pfi-
stupovat. Tento pozadavek je soucasti koncepce SSO.

5. Aplika¢ni servery, na nichz jsou provozovany informacni systémy, nemaji
mit pristup k autentiza¢nim tdajtim uzivatele.

6. Moznost sledovat pfistupy uzivatelii pro definované skupiny aplikaci.
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3 Dostupné produkty

Autentiza¢ni a autoriza¢ni sluzby jsou pomérné rozsifené, lze naptiklad vyuzit
HTTP server Apache s mod_ldap a dalsimi moduly nebo proxy server Squid
s externim autentizatorem a propracovanym systémem ACL. Samoziejmé je za-
douci, abychom si zvolenim néjakého produktu nezavieli dvefe k moznostem,
které nabizi dalsi software.

Nejspecifictéjsim pozadavkem je ziejmé udrzovani sessions s aplikacemi
a SSO, proto je vhodné zacit odsud. Mezi dostupné moznosti patfi:

JA-SIG Central Authentication Service (CAS) [cas| je autentiza¢ni sys-
tém pivodné vytvoreny na Yale University. Je napsany v Javé a provo-
zuje se v Servlet Containeru Tomcat (pravdépodobné i jinych). Obsahuje
moduly pro riizné aplikaéni servery a bezpecnostni moduly (nap¥. Acegi
security).

Princip je podobny Kerberu, misto listkd jsou pouzivany cookies — TGC
(Ticket Granting Cookie) a ST (Service Ticket).

Java Open Single Sign-On (JOSSO) [josso] je open source SSO infrastruk-
tura zaloZena na J2EE. Vyuziva JAAS, klientské moduly existuji také pro
ASP a PHP. Obsahuje komponentu s reverzni proxy.

Collaborative Single Sign-On (CoSign) [cosign] se sklddd ze tfi kompo-
nent — démona, Webloginu (CGI) a filtri.

Démon poskytuje hlavni funkénosti, zejména udrzovani stavu vSech sessi-
ons a auditni sluzby. Weblogin slouzi jako centralni pfihlasovaci sluzba,
déle zajistuje svazani tzv. login cookie (tj. cookie pfihlagovaciho serveru)
s cookie sluzby. Cookie sluzby ovéruje aplika¢ni server proti démonu pii
vSech pristupech. Takto zvolena architektura umoziuje Single Sign-Out.
Posledni komponenta, tedy filtry, je umisténa na aplikac¢nich serverech a za-
jistuje zabezpeceni sluzeb a piipadné pfesmérovani na Weblogin. Podpo-
rovany jsou servery Apache 1 a 2.

Pubcookie [pubcookie] se sklada ze samostatného prihlasovaciho serveru a mo-
duléi pro aplika¢ni servery Tyto umoznuji vyuziti existujici autentizacéni
sluzby jako Kerberos, LDAP a NIS k SSO pfihlasovani do webovych apli-
kaci v instituci.

Shibboleth [shibboleth] je open source middleware poskytujici SSO. Shibbo-
leth implementuje Osasis SAML [saml].

Stanford WebAuth [webauth]| byl vyvinut na Stanford University a je imple-
mentovan pomoci modult serveru Apache a CGI skriptt. Je navrzen, aby
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vyuzil existujici infrastrukturu Kerberos, nicméné pouziti Kerbera k auten-
tizaci uzivatelti neni podminkou (lze zvolit jakoukoliv metodu dostupnou
serveru Apache).

Architektura WebAuth se sklada z tzv. WebKDC — analogie KDC, login
serveru (CGI skriptti) a WAS (WebAuth-enabled Application Servers). Re-
Seni je velmi podobné napi. CoSign s rozdilem, ze v cookies se ukladadaji
povéreni Sifrovand symetrickymi kli¢i, a neni tedy potfeba komunikace mezi
WAS a WebKDC k ovéfeni pfistupt.

Open Web SSO (OpenSSO) [opensso| je zaloZzen na kédu Java System Ac-
cess Manager. Jedna se o komplexni produkt, podporujici centralizované
autentizac¢ni sluzby, Federated Identity, JAAS, Kerberos, LDAP. Sklada se
ze ¢tyf modultt — Access Manager, Open Federation Library, Open Fede-
ration a J2EE Agents.

Z nabizenych moznosti nakonec padla volba na Webauth, nebot je zakom-
ponovan do Apache, coz umozni vyuzit moZnosti tohoto serveru, navic Apache
je velmi rozsifeny a podporovany. Dalsi duvod je, Ze za bézného provozu neko-
munikuji aplika¢ni servery s démonem pro spravu sessions (lepsi skalovatelnost)
a v neposledni fadé je plusem relativni jednoduchost tohoto feSeni.

4 Princip reSseni WebAuth

Schéma prichodu prvniho pozadavku systémem je naznaceno na obrazku 1.

Naésledujici body popisuji zjednodusené situaci, kdy je login server nakonfi-
gurovan tak, aby autentizaci provadél Apache. Pokud je autentizace provadéna
pres Kerberos, je situace jen mélo odliSna. Zpisoby autentizace je mozné i kom-
binovat, vice viz domovska stranka projektu.

1. Uzivatel pristupuje ke sluzbé bez aplikac¢niho tokenu. Jelikoz mod_webauth
vyzaduje autentizaci, nepropusti pozadavek déle a pripravi request token
pro id token. Request token je zaSifrovan session klicem sdilenym mezi
WAS a WebKDC a obsahuje mj. navratovou adresu. WAS ziskava session
kli¢ z tzv. webkdc service tokenu [wats].

2. WAS posle klientu presmérovani na login server, pfi¢emz request token je
parametrem URL.

3. Klient pfistoupi na login stranku serveru a

4. je vyzvan k zadéani ptrihlasovacich tdaju.
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Application server

WWW client

SSO
WebKDC

Obr. 1 Prichod pozadavku systémem

5. Prihlasovaci tdaje jsou poslany login serveru, a jsou-li spravné pozada-
vek doputuje login skriptu. Ten zjisti identitu uzivatele z proménné RE-
MOTE_USER, ozsifruje requset token, ovéii, ze je validni, a vyzada si
z WebKDC id token, ktery je sifrovan klicem session.

6. Uzivateli je zobrazena stranka s potvrzenim tspéchu a odkazem na ptivodni
sluzbu. Odkazu obsahuje id token jako parametr URL.

7. Pfi dalsim pfistupu na WAS mod_webauth zpracuje URL, v némz je za-
kédovan id toke a vytvofi aplika¢ni token (Sifrovan klicem WAS) a

8. posle jej uzivateli jako cookie s reditectem na ptivodné odkazovanou URL.

5 Postup implementace

Uvedeny postup instalace mé cesty platné pro distribuci Debian GNU/Linux,
ovSem je pouzitelny obecné. Postup na jinych OS se bude pravdépodobné lisit
jen v cestach k nékterym soubortm.

Instalace Nejprve WebAuth nainstalujeme, k tomu obvykle poslouzi nastroje
operacniho systému — postup instalace ze zdrojovych kédt 1ze nalézt na stran-
kéch projektu [webauth]. V distribuci Debian GNU/Linux se jednd o baliky
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libapache2-webauth (instaluje se na aplika¢nich serverech), libapache2-webkdc
a webauth-weblogin (instaluji se na WebKDC/login serveru).

Kerberos I kdyz Kereberos nebude pouzit k autentizaci pfistupujicich uziva-
tell, je potfeba jej nakonfigurovat pro autentizaci WAS proti WebKDC a WAS
proti LDAPu. V Kerberu je nutné zfidit ucet sluzby WebKDC, sluzby LDAP
a ucty WAS (kompletni postup vCetné instalace Kerbera, LDAPu apod. nalez-
nete na [mc-webauth]). Uéty pro WAS by mély zac¢inat predponou webauth/.
Po vytvofeni téchto G¢ti exportujeme tabulky kli¢i (keytabs), pficemz keytab
WebKDC umistime do /etc/webkdc/keytab a klice pro WAS do adresaru
/etc/webauth/keytab na piislusnych aplikac¢nich serverech. Ke kli¢im musi mit
pristup ke ¢teni uzivatel, pod nimz bézi Apache.

Nastaveni WebKDC Jelikoz nastaveni se provadi na serveru Apache, mi-

zeme vSechny vlastnosti, které nam tento software nabizi. Samotné nastveni
WebKDC miuze byt nasledujici:

LoadModule webkdc_module /usr/lib/apache2/modules/mod_webkdc.so
WebKdcServiceTokenLifetime 30d

WebKdcKeyring /var/lib/webkdc/keyring

WebKdcKeytab /etc/webkdc/keytab

WebKdcTokenAcl /etc/webkdc/token.acl

# Pro ladeni

WebKdcDebug on

LogLevel debug

# WebKDC je implementovano jako handler
<Location /webkdc-service>

SetHandler webkdc
</Location>

<Directory "/usr/share/weblogin">

AllowOverride All

Options Indexes FollowSymlinks +ExecCGI

Order allow,deny

Allow from all

# V'produkcnim nastaveni se povoli jen SSL pristup
</Directory>
ScriptAlias /login "/usr/share/weblogin/login.fcgi"
ScriptAlias /logout "/usr/share/weblogin/logout.fcgi"
Alias /images "/usr/share/weblogin/generic/images/"
Alias /help.html "/usr/share/weblogin/generic/help.html"
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# Nastaveni prihlasovani (nevyuzivame-1i Kerberos)
<Location /login>
AuthType Basic
AuthName "Webkdc auth"
# Pro testovaci ucely staci Basic autentizace proti souboru,
# pro nasazeni nahradime s mod_ldap. Lze pouzit imod_auth_kerb
a“# autentizaci SPNEGO.
AuthUserFile /tmp/testauth
Require valid-user
</Location>

Nakonec jesté musime zajistit, aby WAS mél moznost ziskat id token. To je
definovano v souboru /etc/webkdc/token.acl, uvedeném v konfiguraci vyse:

# Povoleno kazdemu s krb5 principalem webauth/*Q@EXAMPLE.ORG
krb5:webauth/*QEXAMPLE.ORG id

Nastaveni login serveru V prechozim odstavci byl nakonfigurovan skript
pro logovani. Tento skript méa také svoji konfiguraci /etc/webkdc/webkdc . conf,
ktera muze vypadat:

our $KEYRING_PATH = ¢ /var/lib/webkdc/keyring‘ ;

our $TEMPLATE_PATH = ¢ /usr/share/weblogin/generic/templates‘;
# Kde se nachazi sluzba WebKDC

our $URL = "http://webkdc.example.org/webkdc-service/";

# Rika, ze skript ma identitu uzivatele prebirat ze standardni
# promenne Apache REMOTE_USER. Jinak by skript sam delal

# autentizaci uzivatele proti KDC.

our $HONOR_REMOTE_USER = 1;

Nastaveni WAS Opét plati, Ze miiZzeme vyuzit vlastnosti, které nam Apache
nabizi. Informaci o identité pristupujiciho uzivatele modul nabizi skriptim v pro-
ménné prostiedi WEBAUTH_USER, resp. standardni REMOTE_USER. Je mozné téz
integrace s AJP pro server Tomcat.

Samotné nastaveni WebAuth muze byt:

LoadModule webauth_module /usr/lib/apache2/modules/mod_webauth.so
WebAuthKeyring /var/lib/webauth/keyring

WebAuthKeytab /etc/webauth/keytab

WebAuthServiceTokenCache /var/lib/webauth/service_token_cache

# Pro testovani, abychom mohli sniffovat komunikaci. V produkci

# se poouzije vyhradne SSL.



102 Martin Cizek

WebAuthRequireSSL off
WebAuthSSLRedirect off

WebAuthLoginURL "http://webkdc.example.org/login/"
WebAuthWebKdcURL "http://webkdc.example.org/webkdc-service/"
# Jmeno sluzby sluzby WebKDC pro ziskani service ticketu
WebAuthWebKdcPrincipal service/webkdc

<Location />
AuthType WebAuth
Require valid-user
</Location>

Otestovani zakladni konfigurace Pii ptistupu na aplikaéni server bychom
nyni méli byt pfesmérovani na login server, ktery by mél pozadovat basic autenti-
zaci. Je-li GspéSné, méla by se zobrazit stranka s informaci o ispéchu a odkazem,
ktery vede zpét na aplikaéni server. Soucasti odkazu je token, na jehoz zakladé
pozdéji WAS posle klientu cookie s app tokenem.

Autorizace pomoci LDAP K zajisténi autorizace vyuzijeme podporu LDAP
dodavanou v modulu WebAuthLdap. Modul se instaluje do aplika¢niho serveru
s WAS. Autorizace je provadéna ovéfenim uzivatelovy piitomnosti v alespori
jedné z pozadovanych roli. Pfiklad definice role ve formatu LDIF:

dn: cn=APP1,ou=groups,dc=example,dc=org
objectclass: top

objectclass: groupOfNames

cn: APP1

member: uid=tester, ou=people, dc=example,dc=org

Konfigurace pro naznacenou strukturu roli je napf.:

LoadModule webauthldap_module
/usr/lib/apache2/modules/mod_webauthldap.so

# Pro prihlaseni do LDAPu pouzijeme klic WAS

WebAuthLdapKeytab /etc/webauth/keytab

WebAuthLdapTktCache /var/lib/webauth/krb5cc_ldap

WebAuthLdapHost ldap.example.org

# Kde se bude vyhledavat

WebAuthLdapBase ou=groups,dc=example,dc=org

# V" jakem atributu je obsazeno jmeno privilege group

WebAuthLdapAuthorizationAttribute cn

# Filtr, kterym se vybiraji privilege groups pro uzivatele,
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# retezec USER je nahrazen jmenem pristupujiciho uzivatele.
WebAuthLdapFilter member=uid=USER, ou=people,dc=example,dc=org
# Vicehodnotove hodnoty LDAP atributu exportovane do promennych
# prostredi budou oddeleny carkou.

WebAuthLdapSeparator ,

# Hodnoty atributu cn (nazvy privilege groups) budou skriptum

# dostupne v promenne Apache WEBAUTH_LDAP_CN (oddelene carkou):
WebAuthLdapAttribute cn

# Vlastni zabezpeceni:
<Location />
AuthType WebAuth
Require privgroup APP1
</Location>

Nastaveni proxy Pro integraci jinych aplika¢nich serveri nez Apache, resp.
Tomcatu s AJP konektorem je mozné pouzit reverzni proxy. Pouziti proxy pfi-
nasi i dalsi vyhody — usnadnuje centralizaci auditu pozadavk, centralizuje kon-
figuraci a zjednodusuje zZivot spravctim cilovych aplika¢nich servert. Proxy sa-
moziejmé mohou byt pouziviny v kombinaci s virtualnimi servery. To navic
umoziuje jemnéjsi (per virtual host) konfiguraci nékterych atributi, jako napf.
WebAuthLdapFilter, ktery nemtze byt zadan na trovni adresafre.
Nasledujici priklad vyzaduje mod_proxy a mod_headers:

NameVirtualHost *:80
<VirtualHost *:80>
ServerName appl.example.org
ProxyRequests Off
<Location />
AuthType WebAuth
Require privgroup APP1
# Cilovy server je pochopitelne potreba zabezpecit
# pred primym pristupem.
ProxyPass http://realappl.example.org:8080/
ProxyPassReverse http://realappl.example.org:8080/
# Identitu uzivatele a“seznam jeho roli cilovemu serveru
# predavame v HTTP hlavickach:
RequestHeader set "X-WEBAUTH-USER" "J{WEBAUTH_USER}e"
RequestHeader set "X-WEBAUTH-PRIVS" "%{WEBAUTH_LDAP_CN}e"
</Location>
</VirtualHost>

# Konfigurace ostatnich virtualnich serveru je analogicka.
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Jak priklad naznacuje, na cilovém serveru by mély byt udaje o pristupujicim
uzivateli a jeho privilegiich dostupné v HT'TP hlavickach.

6 Shrnuti

Zhodnotili jsme nékolik open source produktt pro implementaci SSO (WebISO),
Fizeni pristupu a integrace aplikac¢nich servert do takové struktury. Jako priklad
implementace jsme nakonfigurovali prostfedi s produktem Stanford WebAuth,
webovym serverem Apache a dalsimi podptrnymi baliky. Ackoliv toto fesSeni
neni jediné mozné, mélo by demonstrovat princip vétSiny ostatnich zpusobi
implementace.
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Abstract

With the transition to paperless environment the e-business and e-
government processes demand to prove the existence of data at a specific
point of time and to demonstrate the integrity of the data since that time
during long term periods is becoming of utmost importance. Through the
course of time the true value of electronic content may simply evaporate
due to technological progress and incompetence to prove the authenticity
of data stored. This paper presents an approach and a solution to the
problem of long-term trusted preservation of electronic data for demate-
rialized business processes. The basic system design and the architecture
of a long-term trusted electronic archive service is introducing a proto-
col and an evidence record syntax that is being standardized within the
IETF Long Term Archive and Notarization Service Working Group. Sys-
tem environment for long term archiving is based on PKI-enabled services
for creation of long term integrity proofs. Furthermore, the solution con-
tains additional class of services that meet the requirements for long term
validity of digitally signed and legally binding documentation.

1 Introduction

The existence of information in electronic form is undermined by continual
change and progress on a number of organizational and technological fronts.
The original environment where digital data is created may change or simply
cease to exist. Used formats may become obsolete and completely unreadable.
Evidences for data integrity provision may evaporate during the time and dis-
prove data authenticity. Legal e-business or e-government environments where
electronic data have the most important roles are unable to adopt full demate-
rialization of these processes as long as time exposes threats to trustworthiness
and applicability of information preserved in electronic form.

The nature of digital objects requires constant and perpetual maintenance
as they depend on elaborate hardware and software systems with defined data
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and information models, and on technology standards that are upgraded or re-
placed regularly. The ability to rely on digital records is an issue of increasing
concern with the rise of formal e-commerce and e-government and their prolifer-
ation. How such records are understood, used, preserved, and verified over time
is highly contingent upon the juridical-administrative, procedural, provenance,
documentary, and technological contexts.

The current technical community is looking for standardized solutions to mit-
igate such issues. One of the approaches is the introduction of a Trusted Archive
Service (TAS) that will address the relevant multi dimensional issues: data man-
agement, long-term integrity and authenticity, storage media lifetime, disaster
planning, advances in cryptosystems or computational capabilities, changes in
software technology, legal issues, etc. A long-term Trusted Archive Service pro-
vides a stable environment for preservation of digital data over long periods of
time through a regimen of technical and procedural mechanisms. Such services
must periodically perform activities that assure content readability and media
accessibility and preserve data integrity and non-reputability of data existence.
Furthermore, the Trusted Archive Service is provides necessary mechanisms for
maintaining the evidences on the validity of digital signatures as their validity is
decomposing through time due to cryptographic and formal constrains. There-
fore, a primary goal of a long-term Trusted Archive Service is to support the
credible assertion of a claim that is currently asserted, at points well into the
future meaning that the service provides enough evidence to demonstrate the
existence of archived data at a given time and the integrity of the archived data
since that time.

2 Long Term Stability of Electronic Records

In ever changing environments, digital objects may not only loose their prac-
tical and content value but may also suffer from the lack of integrity and au-
thenticity or non-repudiation proof. Preservation of digital objects is hence
a multidimensional conceptual and technological challenge. Different motiva-
tions associated with the record keeping have already resulted in technologi-
cal strategies for storage, processes, maintenance, readability, etc. The main
challenges of the past research on long-term electronic archiving were focused
towards definition of a system environment for data storage, accessibility and
interpretation. An example of such initiatives is the Open Archive Informa-
tion System (OAIS), currently recognized as ISO standard, which determines
a stable framework for long-term document preservation, while functional re-
quirements for long term archiving are summarized in (governmental perspec-
tive of) the Model Requirements for the Management of Electronic Records
(MoReq).
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Figure 1 General structure of the TAS service for long term data preservation

The current managerial and storage capabilities of electronic data, long term
readability strategies, etc., are therefore well understood and integrated in the
up-to-date information systems. The present concerns of long term record keep-
ing are focused on the problems of digital objects integrity and proof of existence.
Specific techniques are required that can prove that a data object (electronic
document) existed at a certain time in the past and was not altered since after.
Such issue is becoming especially important with the proliferation of (legally
binding) documents that need to be archived on (formally) defined periods of
time. To prove authenticity and ownership of documents, such records may con-
tain digital signatures or time-stamps. The value of such evidence may simply
evaporate through time for many reasons: non-existing revocation information
on issued digital certificate guaranteeing the authenticity of the signatory (due
to termination of a certificate authority), expiration or revocation of a certificate
(due to key loss or damage associated with a digital signature, or weaknesses of
used cryptographic algorithms), etc. This implies the need of a service with reli-
able mechanisms that will provide the necessary evidences of security assertions
validity well into the future.

Long-term Trusted Archive Service provides long-term operation regardless
of the means used. Rather than complete architectural solution such service
is characterized and defined as an aggregator of standardized techniques which
provide a user with the single interface that meets its principal demand for long
term data integrity provision of the archived documents. In other words, the
TAS service simply combines techniques for data storage, data management and
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data transformation with the evidence and integrity service functionalities. The
TAS service delivers a complete solution for record keeping on a long term basis
as an important functional and technological element of dematerialized business
and governmental processes.

Characteristics of trusted electronic archive are documented and summarized
in interaction, storage and management, integrity and evidence provision by use
of service specific protocol. Hence the latest work in the field of electronic data
preservation deals mainly with means that deliver proof and evidence of data
existed and processes executed in the past using data integrity and time evidence
techniques. Technical realization of such requirements is currently interpreted
through standardization attempts of IETF LTANS WG. Techniques defined,
developed and integrated for these purposes are the Long Term Archive Protocols
and the Evidence Record Syntax.

3 Requirments and Operation of the TAS Ser-
vice

Requirements for archive system may differ between service users, mainly with
strong relation to the characteristics of business performed. The TAS service
plays a key role of final resorts for electronic records regardless of their type
and content. The key functionality delivered by the TAS service is retrieval and
storage of data that may come in any form, raw, signed or encrypted. Using
supporting infrastructure the TAS service then performs perpetual maintenance
to assure data access and interpretation and to demonstrate data integrity on a
long term basis.

3.1 Data submission, retrieval and deletion

A TAS service is designed to retrieve different types of data. Such data may come
in different forms and formats, while the TAS service concept recognizes two
general data types: unsigned (raw) and signed data. Both data types are usually
provided in plain or encrypted form (e.g. for confidential purposes). Different
data types have impact on the TAS service performing. Signed data require
additional preservation related information to prolong the validity of signatures
applied, while the general preservation concepts and procedures remain the same.

A TAS service handles archived data in a way that stored data are identified
and retrieved at any time using distinguishing labels (identifiers). Using TAS
service functions is strongly related to user interaction with the service. Hence
a mechanism to enable authentication and authorization is usually needed and
may be borrowed from underlying protocols.
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It is important to enable formalization of all processes performed between
users and services in a way that attestation is delivered on objects inserted in
the archive. Such proofs are usually not required immediately but needed at
least to define liabilities in the archiving process.

3.2 Management of archived data objects

A long-term archive service permits clients to request the following basic oper-
ations:

e specify an archive period for submitted data objects
e extend or shorten defined archive period for an archived data object
e specify metadata associated with an archived data object

e specify an archive policy under which the submitted data should be han-
dled

Some characteristics of archive process may be modified on user’s request
such as possibility to extend or shorten the archive period after the initial sub-
mission. It is also possible to express an archive period in terms of time, an
event or a combination of time and event. Users are also able to specify meta-
data that, that can be used to enable retrievers to render the data correctly, to
locate data in an archive or to place data in a particular context.

3.3 Provide evidence records that support demonstration
of data integrity

The TAS service is capable of providing evidence that can be used to demon-
strate the integrity of data for which it is responsible from the time it received
the data until the expiration of the archive period. This is achieved by providing
evidence records that support the long-term non-repudiation of data existence
and demonstrate integrity since a specific point in time. Such evidence record
contains sufficient information to enable the validity of an archived data object’s
characteristics to be demonstrated (to an arbitrator). Evidence records are struc-
tured in such a way, that modification to an archived data object or its evidence

record is always detectable, including modifications made by administrators of
a TAS.

3.4 Archive policy

Archive policy determines the characteristics of the service implementation.
Such policy contains several components including archive data maintenance
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policy, authorization policy, service policy, assurance policy, etc. A maintenance
policy defines rules such as preservation activity triggers, default archive period
and default handling upon expiration of archive period. Maintenance policies
should include mechanism-specific details describing the TAS operations.

An authorization policy defines the entities permitted to exercise services
provided by the TAS service, including information on who is permitted to sub-
mit, retrieve or manage specific archived data objects. A service policy defines
the types of services provided by a TAS service, including acceptable data types,
description of requests that may be accepted and deletion procedures.

3.5 Data confidentiality

As a service that may be accessed through open infrastructure, it is expected
that such a service provides means to ensure confidentiality of archived data
objects, including confidentiality between the user and the TAS service. Hence,
the TAS service incorporates means for accepting encrypted data such that fu-
ture archive activities apply to the original, unencrypted data. Encryption or
other methods of providing confidentiality must not pose a risk to the associated
evidence record.

3.6 Transfer data and evidence from one service to another

TAS services are driven mainly by business factors and hence may cease to exist
or may for example change archive policy. There are several reasons for user
changing services and a TAS service provides means to transfer archived data
together with the evidence records to another service regardless of its nature of
operation. Usually such a service must enable acceptance of data together with
previously generated evidence record. In general, the TAS services operate in
a way that evidence records span over multiple providers in the course of time
without losing the value of evidence.

3.7 Operations on groups of data objects

Data grouping occurs for logical (e.g. semantic), business process related or any
other reason. A user of a TAS service has complete control over data grouping,
i.e. comprise a group, while retrievers are able to retrieve one, some or all
members of a group of data objects. In such circumstances a TAS service ensures
that evidence is always present for a single instance of data or in other words,
non-repudiation proof is available for each archived data object separately.
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4 Designing the TAS Service

Architectural components of the TAS service are defined according to the service
mechanisms for data object preservation on a long term basis including data re-
trieval, validation and evidence creation and management. The interaction with
the service is performed by use of a Long-term Archive Protocol (LTAP). The
protocol is characterized by the types and structures of messages exchanged be-
tween the user and the service. The LTAP messages carrying archive processing
information (and payload) represent the formal interaction between the client
and the server.

Data management is the next building block as required mechanisms for
the archive object logic and handling. The management takes care about the
physical data storage. Solution and mechanisms for this part of the service are
already well known and documented and commonly implemented as Document
or Data Management Systems (DMS).

Evidence record generation and management is the focal element of the TAS
service providing attestations and demonstration of data authenticity and in-
tegrity It may combine certification services for evidence creation (e.g. time-
stamping) and processing of objects that are associated with security attributes
such as digital signatures (CRL, OCSP, etc.). Evidence record use PKI enabled
techniques to protect archive data and deliver information on presence on the
timeline.

All logical components of the TAS service may come in different arrange-
ments and may be combined as a single entity. When designing the TAS service
and the respective arrangement of the logical components, it is of utmost im-
portance the logic of individual entity to be understood correctly. This is why
some of the blocks are present as a complex entities consisting of several logic
(sub-)components.

The Trusted Archive Service as presented extends the existing architectures
(OAIS, MoRey, DOD 505, etc.) with specific mechanisms that meets integrity
and non-repudiation proof criteria as required by most known specifications for
document and records archiving. LTANS WG initiative of IETEF defines the
missing technological elements that address the TAS requirements.

4.1 Archive Data Object

Archive Data Objects (ADQO) are constructed upon request for data archiving.
These objects are maintained through the complete archival lifecycle by the
TAS service. They are presented, transferred, shredded but never modified
in any way, except for supporting information such as managerial attributes,
evidence records, etc. Logical object structure defines data to be preserved
and data generated and maintained for the preservation process, the later are
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simply known as data Conservation Attributes (CA). The data to be preserved
must remain in the original form, while the role of CA is to provide trustworthy
information on archive data existence, integrity, authenticity and validity (e.g.
digital signatures).

Through the preservation process some additional information is usally col-
lected or generated for the purpose of ADO object management. Figure 2
presents the logical structure of the ADO object, which may be physically dis-
tributed over different systems, e.g. the system for data or document man-
agement (in the role of document physical repository), the system for evidence
management (in the role of evidence information generation and maintenance)
and the system for data validation and certification (in the role of digital signa-
tures verification), etc.

Some meta information may be associated with the archive data and may
deliver descriptive information of data and associated attributes like digital sig-
natures. Additional meta information is collected during the archival procedure
by the TAS service. Such example is complementary information to digital signa-
tures (digital certificates, certificate revocation lists, etc.) associated to archive
data.

For particular document archival process, some specific information is re-
quired based on the legislation or simply requested by a user with specific needs.
In cases when required information is not delivered as meta information, the
TAS service collects archive meta data from a user or alternative resource.

Evidence information is generated by the TAS service or retrieved from sup-
porting service (e.g. time-stamp) upon request by the TAS service. Once con-
structed, the archive object is a matter of continual maintenance by the TAS
service for the long term integrity and time existence provision. Such mainte-
nance is seen through provision of newly generated evidence records replacing
the former proofs (due to e.g. cryptography weakness) for the complete duration
of object archiving.

4.2 Long Term Archive Protocol

The Long-term Archive Protocol is a transport protocol carrying messages ex-
changed between the TAS service and the client. The messages are interpreted
in a way that enable the logical data structure and all needed information (or
references to the information) to be built as an archive object with the archive
data itself (or reference to archive data).

The logical structure of the LTAP messages addresses the archive data, the
archiving process information and references together with the request for in-
formation processing. By using LTAP protocol a user is able to deliver enough
information to a TAS service for building data objects and for performing oper-
ations on the archive objects. Structure of the LTAP message is as follows:
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Archived document

Document meta-data

(category, key-words, size, etc.)

Digital signature (optional)

Complementary data
(digital certificate, certificate chain, certificate revocation list, etc.)

Archive meta-data

(document owner, origin of decument, archival time, etc.)

Document's
conservation
attributes

Evidence record

(document fingerprint, hash-links, timestamps, etc.)

Figure 2 Structure of the Archive Data Object

e request information or request status information,
e raw data or references in case of status request,

e metadata providing additional information about the raw data (or any
other data directly associated to an archive data object such as digital
signatures),

e authorization and authentication information of the entities participating
in the procedure e.g. the service server and the user,

e other information, required for supporting function like billing or charging.

The interaction with the TAS is performed by use of an interface that allows
clients to define an archive service they are interested in (e.g. with grouping
functionality) more particularly:

e submit data to the TAS (and request creation of evidence records for
data) — submit

e check status of submitted data (that are being processed by the TAS) —
status

e extract, transfer or simply retrieve data (archive data and evidence data)
from the TAS — export
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e delete data and/or evidence records from the TAS — delete
e verify the integrity and authenticity of data archived by the TAS — verify

The LTAP protocol is designed in order to provide the formalization of in-
teraction between a user and the TAS service. Result of this interaction is the
attestation of procedures performed by the TAS service (e.g. archive data).
The protocol itself is asynchronous by nature. The LTAP exchange pattern is
made of a request and two different types of responses. The initial response
that appears after the issued request is a technical acknowledgement from the
TAS service that the request has been received and accepted or rejected (for
authorization reasons, for example). The second is a statement from the TAS
service containing an indication of the outcome of the requested operation (e.g.
request to archive a data object). This result (called an attestation) is in general
considered as a document with long term validity as it allows the user to use
it as a reference for the operation and as reference for the data that have been
preserved by the TAS.

4.3 Evidence Record Syntax

An evidence record is a unit of data, which is used to prove the existence of
an archive data object or object group at a certain time. Evidence Record
Syntax (ERS) in the TAS context defines the data structure used to hold the
information of data object time existence and integrity proof over long periods of
time. Integrity protection is in general achieved using one-way hash algorithms
and digital signature techniques. By integrating time component from a trusted
time source a trustworthy proof is provided.

The hash and signature algorithms used in the TAS service may become
weak and insecure during the preservation time. Generally recognized integrity
and time existence mechanism are the time-stamps techniques as defined in
Time-Stamp Protocol/Service. These time-stamps, issued by Time Stamping
Authorities (T'SA), are signed confirmations that data existed at a certain time.
As time-stamps are actually digital signatures with a time component delivered
by a trusted third party, like Trusted Time Authority (TTA), they suffer from
the same time limit restrictions as digital signatures.

The ERS syntax broadens and generalizes time-stamping approach for data
of any format. This implies as well handling of large amounts of data objects
(grouping). The ERS syntax specifies data object which contains archive time-
stamps and some additional management and grouping related data. Archive
time-stamp is defined as a time-stamp and lists of hash values that allow verifying
the existence of several data objects at a certain time. This ERS record is a
logical part of an archive object and may be maintained separately form the
preserved data.
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The ERS syntax is based on evidence information delivered in a form of a
time-stamp. For preservation purposes this time-stamp has to be extended into
an archive time-stamp. Stamps can refer to a single object or to a group of
objects (according to the grouping requirement). Grouping method is based on
building hash trees. In such trees, leaves are the hash values of the objects and
the root hash is produced by time-stamping procedure as shown in Figure 3. A
hash tree is composed in a way that a deletion of a single or several objects does
not influence other values.

Data objects Data objects

Hash tree
=

Time Stamp

Evidence record

Time Stamp Server

T
O

Trusted Time

Figure 3 Evidence Record Syntax logical structure and hash grouping

The hash tree generated in this way together with the singular time-stamp
provided over the root value has to be maintained over the complete archive
period, implying that in case the cryptographic algorithms used to build the
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tree and the archive time-stamp become weak they have to be replaced. To
provide a continual demonstration of integrity in the process of the tree and the
time-stamp renewal a complete data object or object group as well as preceding
evidence record has to be processed by use of stronger algorithms. The ERS
syntax recognizes two ways of the archive time-stamp renewal, the simple renewal
and the complex renewal method.

In the case of simple renewal procedure, the archive time-stamp is hashed
and time-stamped by a new archive time-stamp. It is not necessary to access the
initially archived data objects itself. This simple form of renewal is sufficient, if
only the hash algorithm or the public key algorithm of the archive time-stamp
lose its security suitability or there is a risk that time-stamp certificates get
invalid (due to time validity limitation).

The simplified procedure is not sufficient if the hash algorithm of the hash
tree and of the archive time-stamp becomes insecure. In this case the object
or object group, hash tree and archive time-stamp has to be hashed and time-
stamped again by a new archive time-stamp. One option to avoid hash tree re-
time-stamping is the use of stronger algorithms in the initial phase of archiving.
This approach does not provide any guarantee as the weakness of the hash
algorithm can always be found in its mathematical concept. If the limitations
of the hash algorithm are only related to the length of computed hashes, then
the longer hashes may be used to solve the problem for the longer periods.

5 Trusted Archive Service Implementation

The electronic data stability over long periods of time has become an important
issue and challenge for researchers and standardization bodies, as electronic doc-
uments and electronic signatures are of increasing importance for e-business and
e-government processes. Business and governments are introducing electronic
forms and electronic methods for doing business in B2B, B2C, G2C, etc., sce-
narios. Preservation of electronic data is still multidimensional challenge as it
concerns social and business life as well. One dimension of this challenge has
been addressed recently by the IETF working group on long-term archive service
that has defined the requirements for this service (LTANS).

The TAS services have already been pushed into the practice. An example
of use of standardized techniques to provide long term stability and validity of
electronic records is the preservation of electronic invoices for telecom and mo-
bile operators and internet providers. Such records are usually supported with
digital signatures to provide legal validity and hence must be preserved follow-
ing technical and formal requirements. Electronic invoices also presents typical
grouping requirements as such documents are generated in batches. Obtaining a
single time stamp for e.g. 1 million records is a prerequisite for business process
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optimization as time-stamping is usually offered as external commercial service.
Furthermore, providing integrity and authenticity proof for e.g. 10 years is also
a critical factor. As PKI-enabled infrastructures are already well integrated in
daily business (e.g. digitally signed electronic invoices), the TAS service exploits
such functionalities to meet legal and technical requirements on preserving elec-
tronic heritage of contemporary business models.
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Abstract

Preservation of electronic documents is a multi dimensional challenge.
The first attempts to standardize processes related to electronic archiving
date back in seventies. These attempts mainly addressed the conceptual
and organizational problems of electronic data preservation, which are
today well understood and implemented form standardization and tech-
nological point of view. However, legislative recognition stays behind or-
ganizational and technological attempts. In the recent years a significant
progress has been made on national level to remove the final barrier of
business process dematerialization by recognizing electronic form on long
term basis and by enabling transformation from paper to electronic form.

1 Introduction

Business as well as governmental processes today heavily depends on information
technology. Documents are created, processed and exchanged in electronic fash-
ion regardless of their content and format. It is estimated that over 80 percent
of organization information is contained in form of a document, be it contract,
invoice or a simple power point presentation. For its undermined value over long
terms of time the content is usually transformed form original electronic form
to paper. Paper (or other solid material) is recognized to sustain environmental
changes in efficient way and deliver integrity proofs in a simplified manner.
However information based on paper limits its use. Next to processing re-
strains, paper based preservation imposes significant reduction of business or
governmental process optimization. Searching and retrieving paper based doc-
umentation may be counted in minutes, even hours or days. Space used for
large volume paper archives demands significant investment in physical infras-
tructure, which is usually difficult to upgrade when requirements rise. The list
of disadvantages of paper based preservation is endless, while a simple fact is un-
avoidable: most of the information is already generated in electronic form. The
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Figure 1 Multidimensional challenge of electronic format recognition and imple-
mentation

sole reason for using paper in today’s advanced communication and information
infrastructure is its indubitable recognition by legislation, even across borders.

Transition to electronic form hence requires the harmonization of technolog-
ical concepts, organizational principles and legislation framework. Most of the
EU based countries have already made an important step towards electronic
business and electronic government recognition. However as transition to paper-
less environments can not happen in a single action, the existence of both forms,
electronic and paper at the same time needs to be address for the purpose of
incremental dematerialization.

2 Foundations

The initial attempt to use electronic form in business processes was strongly
driven by industry for over 40 years. First electronic documents were used
mainly by associations of industry partners such as transport or retail industry.
Concepts of Electronic Data Interchange (EDI), Electronic Data Interchange
for Administration, Commerce, and Transport (EDIFACT), etc., were defined
and implemented since seventies. Being adopted by closed environments with
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well known and authenticated communicating parties, such concepts presented
a stable and secure environment for conducting electronic business and delivered
several advantages over paper based business processes.

With the aim to enable a wider community to exploit advantages of electronic
business, new and open technological concepts needed to be defined and legis-
lation framework set up. Harmonizing common European market and boosting
the use of electronic services for business and government process is one of the
major focuses of European Commission. Directives 1999/93/EC on a commu-
nity framework for electronic signature (Directive on electronic signature) and
2000/31/EC on certain legal aspects of information society services, in particular
electronic commerce, in the internal market (Directive on electronic commerce)
present the foundation for implementation of national regulation on electronic
commerce in European countries.

Slovenian legislation followed Directive 1999/93/EC with the implementation
of national Electronic Commerce and Electronic Signature law (ECES)'. By
recognizing electronic form and electronic signature as legally accepted means,
ECES presents the foundation for wider electronic business and government
implementation. However, harmonization with the rest of legal framework is
needed for overall recognition of electronic form, which was done with updates
to related acts such as Official Procedure law (OP), Value Added Tax law (VAT)
and Notary Law.

The general principle of ECES is nondiscrimination of electronic form against
physical form. For this purpose ECES defines:

e clectronic means,

e electronic messages,

electronic systems,

electronic communication and

electronic signatures.

Following conditions defined by the law electronic form is recognized equally
to physical form as well as handwritten signature is equal to a signature produced
using electronic means.

While most of the legal implementations recognize the use of electronic form,
they do not define coexistence and transformation between paper and electronic
form. Occurrences of such happen mostly in document exchange processes and
processes related to preservation of formal documents. Coexistence is addressed
by Document and Archive Material Preservation and Archives law (DAMPA),

1ZEPEP was implemented in 2000 and had three annexes up to date.
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defining requirements and rules form organizational and technological perspec-
tive on preservation of paper and electronic records. Furthermore it defines
conditions and requirements for coexistence of both forms and transition form
one form to another.

DAMPA was implemented in year 2006 to define archive and document ma-
terial and the role and function of private and public archives. Upgrade based on
initial archive law (Archive material preservation and archives law) broadens the
impact of preservation with the recognition of digital form and transformation
between the forms. In technology context DAMPA is supported by Common
technology requirements defining long term specific digital format, storage me-
dia and integrity protection.

3 Electronic Preservation

Electronic preservation delivers several advantages over paper based archives.
Using electronic means and infrastructures availability of information may be
increased by several factors. Access to electronic records is simplified, optimized
also in the context of remote access. Indexing and searching is increased in terms
of volume and decreased in terms of time, while revision control is maintained
in far more complex manner. From security point of view electronic archives
delivers multitude of security layers form distributed locations, multiple copies
to advanced access control and audit trails.

Electronic preservation is addressed by organizational, technical and legisla-
tion challenges. On organization and technical level electronic preservation must
deliver answers such as:

e resistance of electronic media on long term basis,
e challenges of environment change due to technology progress,
e demonstration of authenticity and integrity.

Such technology topics have been intensively researched in the past, mostly
independently. Today electronic preservation is achieved using combination of
technologies that provide a stable environment for electronic documents on a long
term basis. From legislation perspective, organization and technology concepts
have been integrated in a transparent way — technology formats and standards
are only referenced as guidance to end user solutions. Furthermore, govern-
mental institutions and independent organizations provide a variety of services
delivering certification and accreditation on solutions and services offered on the
market, easing the selection and regulation compliancy testing for the end user.
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Information technology for electronic preservation is available on the open
market and has come to a stage being implemented as a supportive infras-
tructure, meaning that most of the legal information is kept in original paper
based form. Legislation approaches do not affect the current state of technology
progress. Rather than that they recognize well understood concepts and formats
proven to work even in most demanding environments. Legislation provides a
stable framework where organization and technological concepts are recognized
and approved, therefore removing the final barrier of business and government
process dematerialization.

4 Formal Recognition of Electronic Preserva-
tion

Legislative recognition of electronic preservation follows organizational princi-
ples:

e durability and reproduction,
e availability and accessibility,
e integrity and authenticity.

Several stages of implementation create an overall picture of electronic preser-
vation. General requirements are summarized in law (DAMPA). Specific re-
quirements are defined through decree, such as operation of electronic archives,
demonstration of authenticity, organization of archives, etc. while references to
standards and technical recommendations are implemented through Common
Technical Requirements (CTR).

Long term preservation is the general issue from legal as well as technical
point of view. Usually the original environment of electronic documents ceases to
exist due to continual technology progress. Long term preservation is therefore
defined to more than 5 years time. In this context transformation to stable
format is required.

General condition for stable document format is usually wider community
recognition or standardization on a global level. Open standards are less affected
by technology progress as they are usually supported by larger community and
publicly available (e.g. for revision).

4.1 Preservation infrastructure

Following general legislation requirements preservation infrastructure is com-
posed of elaborated pieces of hardware and software. With the aim to harmo-
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nize internal market, solutions and services are subjects to inspection. Such
inspections occur in two scenarios only:

e as a registration or accreditation procedure of solutions and services pro-
vided on the market,

e as an audit procedure in case of disputes or other related events.

Preservation infrastructure is defined by the general service, i.e. storage and
supporting services such as:

e transformation,

e integrity demonstration,
e encryption/decryption,
e organization,

e indexing,

e ...

Implementing trusted archive solution or services may not need to follow
the complete technology concept. Rather than that, preservation needs to be
tuned to business process’ characteristics, like form of documents used (paper or
electronic). The final technology composition may therefore vary form user to
user, following only general guidelines. Technology set up is reflected by internal
preservation procedures.

4.2 Procedures

Paper based as well as electronic preservation is strictly followed by internal
procedures and rules, which define:

e internal organization and personnel,

e preservation physical infrastructure,

e documentation capture and transformation,

e short term preservation,

e selection, transformation and long term preservation,
e deleting and shredding,

e continuous performance,
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e supervision and audit,
e implementation, transition and mass capture,
e internal rules update.

Rules and procedures are defined and implemented by individual organiza-
tion:

e definition of internal procedures and rules or adopting external sample
rules;

e supervision of preservation processes;
e modification and completion of internal rules (when required).

For the purpose of easing the implementation general and required elements
of internal rules are defined by state institutions or shared between organizations.
Procedures and rules implemented are expected to be reasonable, accurate and
interpretable. They must be adapted and tuned to organization (needs) in a
manageable fashion. Supervision of rules is performed by state institutions and
occurs on periodic basis.

4.3 Implementation

Implementation of electronic archive is performed in a series of procedural and
technology steps. The general implementation stages are:

e identification of documented material for preservation;
e identification of technology standards;
e definition of internal preservation procedures rules;

e implementation of technology solutions and/or services for document pre-
servation.

Technology vise an electronic archive solution must provide an environment
that follows trustworthy principles in all stages of the preservation process, start-
ing with the capture. Rules characterizing the initial step of capturing are de-
fined for both, paper based and electronic based documents. In both cases,
integrity of captured information is to be preserved together with archived data.

Transformation of data to be archived may occur for at least two reasons:

e transformation from paper to electronic form,

e transformation to long term (digital) form.



128 Aleksej Jerman Blazic

Long term form is expected to successfully resist technology progress and is
hence referenced by Common Technology Requirements. An example of such
form are PDF/A or XML formats. Transformation to long term formats must
occur on a periodic basis — new form replacing outdated and unstable format.
Such transformation needs to be performed in controlled environment eliminat-
ing potential errors and manipulations in the process.

In the preservation process, additional sets of data (meta data) are usu-
ally generated for organizational and managerial purposes. After (successful)
document transformation and meta data collection, evidence records (e.g. time
stamping) are applied to archive data and archive meta data. For digitally signed
electronic documents additional measures are usually taken to prolong the valid-
ity of digital signatures. All procedures in relation to integrity, authenticity and
validity must be documented and present the integral part of archiving solutions.

In the final stage of the preservation process data deleting occurs. In many
occasions, digital data shredding can not imitate paper form. Several measures
need to be taken into account due to the facts such as data replication, meta
information, etc. When data shredding occurs, all archived data, including meta
data, needs to be deleted. Shredding procedure is also a part of internal rules.

5 Summary

Transition form paper to electronic form needs to take into account all aspects
including electronic preservation. Technology approaches are supplemented by
legislation frameworks. In general electronic archiving must take into account
all aspects including technology definition, transformation process, operation re-
quirements and risk assessments. To sustain on the long term basis, preservation
procedures must be well documented.

Slovenian experience demonstrates an effective approach on coexistence of
both, paper and electronic form as an important step in the process of busi-
ness and government process dematerialization. In the evolution of law several
important stages were envisaged and steps taken. With the year 2000 the equal-
ization of physical and paper form was defined. Five years later electronic form
prevalence occurred with a simple decision on predominance of Journal of Re-
public of Slovenia in electronic form. As of year 2006 preservation in electronic
form is generally recognized also for data originating in paper form. The fi-
nal step towards process dematerialization is performed through certification
and accreditation procedures establishing a common understanding of electronic
preservation of archive and documented material and creating an open market
for suppliers and service providers.
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Since 1999 we have the European Directive for electronic Signatures. In order
to specify details of formats and technology, European standardisation bodies
worked in the context of the European Electronic Signature Standardisation
Initiative. The ETSI has created two ranges of specifications based on the two
major signature technologies, namely Cryptographic Message Syntax (CMS)
which is standardized in the SMIME group of the IETF and XML-DSIG of
the W3C. The document that build on XML-DSIG is called XAdES. It is an
equivalent of a document CAdES for CMS, and also enhances XML-DSIG with
some of the basic feature of CMS, e.g.e. attributes or structures for counter
signatures.

In the context of the French administration’s activity to define a general
reference for interoperability and security, there are rules that require the support
of signatures of XML documents which are supposed to conform with the EU
directive. In 2006, EdelWeb was contracted by the Direction Générale pour la
Modernisation de l[Etat (DGME) to develop a specification.

Starting from a preliminarily version of a text which was produced as an
extract of a product documentation of some French vendor of XML signature
solutions, public comments were solicited. A small group of solution developers,
important users and participants from the administration was formed. As a
result of the initial comments, a complete new document was drafted which has
no resemblance with the initial ons. The document was discussed within the
group. Comments, errors, suggestion were treated. The document is in its final
state and awaiting publication by the administration (DGME).

An addition document was produced by the Direction Centrale de la Securité
de Systemes d’Information (DCSSI) that defines which cryptographic algorithms
are appropriate to use in this particular context.

One of the first crucial tasks was to determine the approach and the scope
of the document. It was necessary to make important decisions in controversial
discussions.

XAdES goes far beyond the elementary need to fulfil the requirements of the
EU directive. It defines different formats in a hierarchy. Although the practical
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implementation of all the formats is not a big technical problem, it is by no
means clear to what business or legal requirement they correspond.

One of the first decisions was to determine which features of XAdES should be
used and for what purpose. Obviously, the purposes of creation and verification
of a signature are required. It was proposed to use also the XAdES features
supposed to permit re-verification at a later date. This feature was rejected by
consensus since this relates to long-term work flows and document procedures,
and this was clearly out of scope of the work.

As a consequence only the formats BES and EPES are relevant. Since noth-
ing is said about the other formats, the document is not a complete profile for
XAdES but contains a selection of XAdES features.

Another important decision was to exclude anything about the usage of cryp-
tographic algorithms or details of certificates. As already mentioned, the DCSSI
produced in parallel a document concerning algorithms. This document may
evolve following the evolution of cryptographic algorithms, contrary to our tech-
nical specification which is supposed to remain rather stable. Concerning certifi-
cates, the DGME also has a set of documents describing rules for certification
authorities, policies and practices, these documents, also known as PRIS, are
also only referenced.

Besides the treatment of XAdES, there are two other smaller chapter con-
cerning features of XML and XML-DSIG. They seemed necessary because of
some potential ambiguities in the general rules defined by the RGI document
(référence générale d’interopérabilité) of the DGME. The confusion comes from
the usage of the IETF terminology of ‘MUST, MAY, SHOULD’, etc. and us-
age of phrases like ‘MUST use’ instead of ‘MUST support’. The concrete ex-
ample: “One MUST use the XML version 1.1” which is strictly incompati-
ble with the XML specification itself. Thus, awaiting a correction or clari-
fication of the RGI document, it was preferred to add clarifying text in our
document.

A particular feature of the RGI and our document is the terms “optional”
or “may” are never used.

For XML-DSIG, there are a few remarks concerning the canonisation algo-
rithms and the different formats of XML-DSIG. We do not actually restrict any
of the possibilities of XML-DSIG concerning multiple signatures or different for-
mats. The reason is that this part is related to document formats and not to
signature formats. One of the consequences is that our document is not sufficient
to guarantee interoperability of document creating and verification tools, appli-
cation specific document formats and additional rules about multiple signature
need to be defined. In other words, the scope limit requires that a verifying
application is capable to (with the help of a user or automatically) to determine
which signature is to be verified and to provide the input data to a verification
tool. Similar, after creation of a signature, it is the responsibility of the applica-
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tion to join the signature to the XML document. (or not, in case of a detached
signature).

Concerning the usage of signature keys, only keys certified by X.509 are
required. This is a consequence of XAdES but also a direct requirement for
the administration. X.509 certificates must conform to the rules specified in the
PRIS.

XAdES extends the signature verification to address a requirement of the
EU directive. It is required that the signature identifies the signer. A common
interpretation is that a signature verifying certificate is not sufficient because
one can imagine a substitution by a rogue CA that bind the known public key
to another entity. Whether this theoretical problem can exist, i.e., whether the
is a scenario where an attacked can have any benefit, is totally unknown. The
proposed solution is therefore to include the verifying certificate in the signed
portion of the document.

XAdES permit two ways to do that. The usage of a SigningCertficate at-
tribute was selected and the inclusion of KeyInfo discouraged. The reason is
essentially that KeyInfo may change, i.e., from a reference to a certificate to a
certificate. We also require that a non XML-DSIG verification must be possible.
The semantics of the SigningCertficate attribute is unknown to a normal ver-
ifier, therefore the KeyInfo must provide sufficient information permitting the
verification.

A few additional elements of XAdES are recommended. They concern the
date of signing, the location, roles, and engagements. No semantics is required
by any signature creation or verification tool, the values of these fields are un-
interpreted texts.

It is recommended to reference signed document policies leaving out of scope
of our specification any description of what that can be and how it can be treated.
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Since many years the term notarisation or notary service is used more and
more in the security area of information systems in particular in the context of
what is called dematerialisation or paperless document work flows. The terms
notarisation and de materialisation are in fact French and the inituitive semantics
may be misleading.

Furthermore, the definition of what these terms denote is vague, and there
are confusions. For notarisation, the term does not designate the activities of a
notary or public notary which are more and more supported by IT technology,
although this profession may operate such services.

During the definition of the IETF working group LTANS (long term archive
and notarisation services) it was even claimed that notary or notary services only
designate the activities of that profession, and cannot be used in other context.
By choosing an English pronunciation of a French word, the request was simple
rejected.

For the context in which we are interested, the term notary service exist since
at least 10 years to designate particular IT services performed by a (technically)
third party. The first draft of RFC 3029, initiated by Entrust was actually ‘draft-
adams-notary’ before becoming dcs and later DVCS. This technical specification
is an example for services that we are trying to generalize.

Another example are the OASIS SAML specifications which also have a sim-
ilar basic model. What can we say about that model? Briefly, a service performs
some action related, requested by or concerning a client, and produces a docu-
ment called attestation or assertion. In general, this document is intended to be
presented to other participants in a particular work flow, at least potentially.

In the sequel, we will outline an approach for a general framework, mo-
tivated by the transformation of the paper world to an electronic support of
documents and present some details in an abstract way and hope to stimulate
some discussion. We mention several some examples of use cases that have been
experimented by the author and other people during the last decade.
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A paper world example

In order to explain the context, we start with an example from the paper world
that involves authentic document. This example is a document created in a pro-
fessional company context. The illustration shows a layout of a typical one page
document. The content could be an invoice or an engagement of the company.
What we are interested in is to explain the other parts on the paper, let us call
them decorations and what are they good for.

@ﬂ EDELWES Entreprise identification
Monsieur Toto
O Société XXXXX Reloriings
Ref: ON245/23
8, rue CCCCCCC
Le 28/13/2001 Date
Suite a notre réunion je vous
confirme notre accord pour une
installation dans vos locaux dans Content
les 10 jours....
M. Machin, D. Technigue Signature 1
Visa : Dir Financier R Entreprise stamp
Le 31/13/2004 Signature 2 (visa)
EDELWERB : Siége soclal, Tour Montpar... Addition Enterprise lD info
L SA B0O 000 FF, RCS: PARIS 345678998 J

Figure 1 Formal enterprise document

The most important point for such a document is allowing any receiver or
the pretended author to get a good feeling concerning the authenticity of the
document, an understanding about the engagements and concerned or responsi-
ble persons. We like to avoid the term proof, guarantee, proof element etc. since
they imply some potentially undesirable meaning or false analogies.

We find in this document various identification, a company logo, a reference
number, signature dates, stamps and legal information. All of these information
contribute to the verifiable authenticity of the document. Even the quality of
the paper plays an role. These decorations are in other words security mea-
sures. During the last few thousands of years, they have been developed slowly,
addressing new threats.

A paper that contains the company logo and the legal information of the
company is normally only accessible to few persons. The reference number and
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a stamp indicate that a copy of the document has been made and stored correctly.
Signatures and counter signatures show who has seen the document and for what
purpose. When such a document is finished, something else has happened in the
environment, in particular, one or more copies have been made, the document
has been registered etc. This contributes to non-repudiation.

Requirements for the paperless support

How can we translate this into the paper less world? One of the difficulties that
we are faced with is that the terms used in both world don’t correspond, a well
known example being the terms signature or document.

Electronic signatures contribute to the integrity of the document, this is not
the same situation case for signatures on paper. In the paper the document
(i.e., the information) is bound once and in a static way to its representation.
It may happen that one has to re-edit certain long term documents. In the
electronic form the binding to a concrete support and representation are more
dynamic. Since we no longer have paper, we also don’t have a paper with a logo
any more.

It should be obvious that an electronic signature alone can probably not be
sufficient in this case; we are not in a situation where a private person just writes
a simple letter and signs it.

What we have to do is to define procedures or work flows for the creation of
the document where the data are presented to several services, some action is
performed, and the outcome is asserted and included in the document. This is
not at all different from the paper world.

On the document level, we need to have a structure that carries assertions
on the document. To a certain degree, this is very close to CMS data structures
with counter signatures, or the higher level features of CadES or XadES but they
are specific and lack a common philosophy. Another example is the approach of
SAML assertions that can be embedded within each other but a safer linkage to
documents (e.g. via hashes) seems missing.

If we have structured document, we can try to add a semantic layer, we leave
this outside of the scope here.

For the individual attestation level, it seems useful to have a common frame-
work for a layout of an attestations and for a protocol to request and obtain them.
Again, we already have several approaches developed by different standardisa-
tion bodies. The SAML approach or interaction in ebXML are encouraging,
the IETF security area has a few important base formats to be taken care of.
The attestation framework and protocol framework should be done in a abstract
way allowing concrete binding to different lower level technologies, e.g; SOAP,
SMIME, XML, CMS, HTTPS. Here we are faced which the problem that these
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bindings have a great influence to the document formats and create difficulties
such as the need of encapsulation of certificates or time stamps in XML-DSIG
or XadES.

We are now ready to define actual services, and the specific protocol payloads
for services like time stamping, certificate and signature validation, archiving,
document conformance, company seals, Since at least some of the services exist
already, we are faced with a compatibility or migration problem, and, most likely,
with reluctance and resistance of producers of existing technology, and with the
encapsulation problem mentioned in the last paragraph.

These technical prerequisites should be defined in such a way that a large
number of organisational scenarios can be covered, and, furthermore, it should
be easy to adapt the frameworks to new activities. We do not fully believe in
the Internet doctrine that everything above TCP belongs immediately to the
application layer, since this has created in the past very monolithic applications
and few common protocol layers or many different presentation formats. After
several decades one can fold out mid-level layers or define new ones, e.g. HT'TP
or SOAP.

We can here see three levels requirements for interoperability, we cite a defi-
nition the European Interoperability framework:

Organisational Interoperability is about streamlining administrative proces-
ses and information architecture to the institutional goals we want to achieve —
and to facilitate the interplay of technical and organizational concerns. It re-
quires the identification of ‘business interfaces’, and coordination throughout
Member States and the European Union.

Technical Interoperability is about knitting together IT-systems and soft-
ware, defining and using open interfaces, standards and protocols. It relies on
cooperation as well as on technical infrastructures.

Semantic Interoperability is about ensuring that the meaning of the infor-
mation we exchange is contained and understood by the involved people, ap-
plications, and institutions. It needs the know how of sector institutions and
publication of its specifications.

Abstract protocol outline

Since we are technician, we describe here a basic abstract protocol between a
client and a server. The protocol is used in our IETF LTAP specification protocol
for a trusted archive service and motivated by analysing other proposals like
DVCS, another initial LTAP protocol, and more generally EDI, X.400 etc.

The services that we want to access may be operated in different modes,
e.g., an online request with an immediate response or requests for which a re-
sponse requires an important amount of time. An example for the latter is an
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archive service. It is of great advantage to assume that the protocol is essentially
asynchronous.

We think that an approach which is borrowed from EDI, X.400 or ebXMI that
consist of sending a request and permitting two types of answers, is appropriate.
A client send as request and receives first a technical acknowledge and then a
acceptance of the request and the requested attestation (or a rejection). We
must provide rules of how to repeat request in the case of a possible loss, and
as a consequence may need to ensure idempotent operations. There is nothing
new here, this is well known in the network level for TCP over IP but easily
overlooked.

We can thus observe the following states in a client and server:

e The client and server are in the idle state.

e The client has initiated an operation. The server may have received the
received or not. Since the client cannot assume that the has received the
request, it client retry the operation after a time-out.

e The server has received the request and has send the technical acknowl-
edge, and starts performing some associated operation. The server ensures
idempotence if necessary, on multiple occurrences of an identical request,
it sends the same response. The server at that point may still loose all
knowledge of the operation, e.g. in case of a power failure.

e The client has received the technical acknowledge. Depending on a lower
layer binding the client either waits for the final outcome of switches to a
polling mode to obtain the final answer using some identifier provide by
the server. It may be necessary to repeat the initial request in case the
server has not all knowledge of the transaction and thus, responds with an
error.

e The server has finished its work, and has send a definitive answer for an
operation. The server assumes the responsibility of the operation. This
means in particular, that the server has secured in an appropriate way the
knowledge of the operation or associated data.

e The client has received a definitive answer and goes to idle state.

e A server may delete knowledge of a transaction after some time, in partic-
ular for negative responses. For positive answers, this also depends on the
nature of the operation.

In case that the service can be provided immediately, i.e. When the server re-
sponds immediately with a definitive answer, it is obvious how the state changes
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combine. We may want to define an operation to abandon a transaction; it is
not clear to us whether this should be a generic feature.

This transaction approach permits us to implement cost effective solutions
by allowing operations to fail and loss of data which can be recoverable in a
higher organisational or semantic context.

Appropriate security measures need to used depending on the nature of the
transaction and the participants. There is nothing very special here, except
maybe one thing which is also motivated by a requirements of the EU directive
for Electronic Signature. When an authentication method is used to protect the
request or response, we do not want the method provide the identification of the
participants. In other words, we want that the requests and responses explic-
itly contain identifiers of participating entities, and the authentication methods
may be used to verify them, and of course, the identities are protected by the
authentication method. This is for example not the case in basic CMS Signed-
Data or XML-DSIG. We do not have particular requirements for the lower layer,
allowing the usage of HTTP(S), electronic mail, or web services, etc.

We can now define the protocol data structures. The requests must contain
two parts:

e an information identifying the request, its nature, and the participants,
and, depending on the nature of the request.

e Associated data which we think that we can structure them in a global
way. There may be some raw data or a reference to them. In addition,
there may be meta data associated.

The response may be of two kinds:

e a structured error information which should allow in a global way to detect
classes of errors similar to the first digit in a SMTP reply. Thus, clients
can react appropriately without even knowing all details of an error.

e A response related to a request which contains the identification part of
the request and, depending on the operation, additional data provided by
the server, in particular, to link it to data.

Since we want to build structure with assertions, the requests and responses must
contain elements for linking, i.e. identifier and cryptographic hashes in order to
permit global authenticity checking. We do noy require that cryptographic links
need to be safe for a very long time.

We have to bind these abstract information to concrete data structures, and
here we are faced with two competing religions, i.e. ASN.1 and XML. Fortu-
nately, there exist now specifications of correspondence, i.e., it is possible to
encode ASN.1 data structure using XML Encoding rules, which results in the
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possibility to define a corresponding XSD schema, and in the other sense, we
have the possibility to derive an ASN.1 syntax from an XSD schema. What we
believe is important , is to provide presentations in both styles and to attempt to
have them compatible or easily convertible. Of course, conversions may create
problems in the authentication layers.

Data structures and work flows

We have to combine attestations and some data. Depending on the nature of
the data, we have a broad range of possibilities. They all have advantages and
disadvantages. We list some examples.

e Encapsulation into a mime-multipart document. This may be useful as a
transport feature but not necessarily as a storage format.

e Encapsulation of the elements as separate files in a zip-format similar as
with the odt format of OpenOffice.

e Stacks of attributes in CMS SignedData assuming that assertions are rep-
resented as attributes.

e In XML, techniques like in XadES.

e Separate files linked together by some other meta information.

The goal of such formats is to have a common structure that can be eventually
processed automatically by a work flow engine based on some document policy.

In this way we can be able to define rules for work flow engine which ensure
that the necessary services are obtained. Since some of services are external to
the main work flow, we actually have to define rules that allow secure interoper-
ability between work flows. One first feature can be immediately derived from
the protocol transaction model. After sending a request, the work flow may
split into two flows, where one waits for the outcome, and the other may already
prepare subsequent operations with the hope of a successful outcome.

Use case examples

We start with an electronic form of a formal company document. The creator’s
work flow systems ensures the conformance with defined document rules. We
see here that there is an interest to involve a notary service at the final step, i.e.,
before the document released to its destination. This notary service includes in
particular a feature to validate signatures, at least, it may call such a service.
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The final attestation resembles a seal from the enterprise which confirms the
proper execution of the work flow.

When such a document is received in a partners work flow, again, a similar
service is invoked, of course, based of an different trust description. In partic-
ular, this service does not necessarily need to verify all the various signatures
of the document, it may be sufficient to verify the other company’s seal, and
some attestations from third parties like time stamps authorities and archive
services.

This approach permits to solve the problem of algorithm agility and avail-
ability of cryptographic algorithms. If the destination is not able to verify di-
rectly the signatures because an implementation of the required algorithms is
not available, a notary service can be involved which in turn delivers a verifiable
attestation. We know at least one concrete scenario and products which handles
this for electronic documents exchanged between Russia and Poland.

The second example describes a concrete architecture defined in 1998 by
the author and developed in a prototype which concerns electronic signature
verification and a method to ensure confidentiality of the data with the possibility
of datarecovery by the involved organisations. In 1998, in France it was required
to obtain an authorization for products that involve high level cryptographic
protection which we were able to obtain.

The solution involves a server based on RFC 3029 (DVCS) which, besides of
signature verification, implements public key certificate validation of key encryp-
tion keys. As a result of the verification, the notary server not only has verified
that is is still allowed to encrypt data for the recipient, but it also provides a set
of additional public key encryption certificates which the client must also use
to encrypt the data (i.e., the random key for the symmetric algorithm). This
allows for example to implement checking of data in a outgoing enterprise mail
gateway. A server typically has to add at least two certificates, i.e., one for the
sender’s organisation, one for the recipient’s organisation, Additionally, there
can be one for a government authority.

When receiving a document using the appropriate client software, a similar
operation is performed, i.e. The decrypting program asks its notary service to
verify the public key certificate of the decrypting user. The response of the server
is then compared with the actual document structure, i.e., whether it contains
the required number of recipients and whether the symmetric encryption key
was correctly encrypted with for the required recipients. In case of mismatch,
the decryption is either refused, or the document is enhanced with the required
recipients.

Another use case also involves DVCS (we have not many other notary ser-
vices so far): This was experimented in the OpenEvidence project and involves
an equivalence of certified or recommended mail. The approach consists of en-
hancing the signed notification features of SMIME. The protocol consists of



XXX. KONFERENCE EUROPEN.CZ 143

three events: creation of a signed document, reception and sending a receipt,
consumption of the receipt.

At each step, a DVCS server is called to obtain a time stamp, or, in case of the
initial step, and archive attestation. Since DVCS time stamp are qualified in the
sense that that can contain additional information, we can have the intended
recipients of the data, i.e. their email addresses. The DVCS attestation are
included as signed attributes with the data and the receipt. When the final
receipt is received, the client thus informs its local server about the final outcome
of the transaction. The server infrastructure has this a complete knowledge
about the transactions. The logs of the servers can be analysed, lost transactions
can be detected. etc.

Final remarks

We invite the readers to participate in the work of the IETF working group
LTANS. This article is supposed to initiate the definition of concrete specifica-
tions.

We also hope to raise the need of such services and better treatment in stan-
dardisation bodies in order enhance interoperability and long term stability.
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JAK JE TO SE SILOU ALGORITMU PRO VYPOCET HASH

Michal Hojsik
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Abstrakt

Od augusta roku 2004, ked tim c&inskych vedcov objavil kolizie pre série haSovacich
funkcii MD4, MD5, HAVAL-128 a RIPEMD, ziskala tdto oblast velki pozornost. Boli
objavené nové algoritmy na generovanie kolizii, popisané kolizie pre certifikaty X509,
navrhnuté a ndsledne zlomené velké mnozstvd vylepsend tychto funkcii. Pozornosti ved-
cov ale neusla ani dnes najrozsirenejsia funkcia SHA1. Velké tsilie sa taktieZ venuje
vyvoju novych hasovacich funkcii. Prispevok obsahuje popis sucastnej situdcie v ob-
lasti haSovacich funkcii a detailnejsie popisuje praktické nasledky zndmych objavov na
certifikatech X509. V skratke sa taktiez venuje budicnosti hasovacich funkcii.

Uvod

V auguste roku 2004 sa pocas rump session konferencie Crypto 2004 odohrala
vyznamné udalost. Profesorka Wangovéa popisala 2 spravy, ktoré maju rovnaki
MDS5 hash [1]. Pred ozndmenim tohto prevratného vysledku sa na poli hesova-
cich funkcii dlhsi ¢as ni¢ nedialo. Po tilom zacalo z pohladu hesovacich funkcii
burlivé obdobie. Kratko po zverejneni Wangovej kolidujtcich sprav boli popi-
sané ich prvé praktické vyuzitia. Casom sa objavili nové a rychlejsie techniky
hladania kolizii MD5 a zaroveini aj nové praktické vyuzitia. Ale nezostalo iba pri
MD5. Pozornost kryptolégov sa zamerala taktiez na jedint prakticky pouzivani
néhradu za MD5, a to funkciu SHA-1.

V tomto prispevku sa pozrieme na niektoré vysledky z oblasti heSovacich
funkcii a ich praktické vyuzitia pri tvorbe kolidujtcich certifikatov.
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Struény uvod do hesovacich funkcii

V kryptoldgii pojem hesovacej funkcie oznacuje funkciu h, ktord Tubovolne
dlhému vstupu (slovo Tubovolne znamena napriklad vstupu kratsiemu ako 24
bitov) priradi vistup konstantnej dizky, a ktora splituje nasledujiice vlastnosti:

1. jednocestnost
2. bezkoliznost

Pojmom jednocestnost oznacujeme vlastnost, Ze pre lubovolnu spravu M
je jednoduché vypocitat funként hodnotu h(M), ale pre zadant hodnotu z je
vypoctovo nezvlddnutelné najst taka spravu M, pre ktort by platilo h(M) = x.
Pretoze potencidlnych vstupnych sprav je velké mnozstvo a hodnot iba malo,
vSetci tusime, Ze také M urdite existuje. Jednocestnost poZzaduje, aby neexistoval
7iaden efektivny sposob, ako také M ndjst.

Bezkoliznost sa vseobecne deli na bezkoliznost prvého a druhého radu.

Bezkoliznost prvého rddu znamend, Ze pre dant funkciu h nie sme schopni
efektivne najst Tubovolné dve spravy M a M’ také, ze h(M) = h(M'). Bezkoliz-
nost druhého radu znamend neschopnost pre dant spravu M efektivne najst ind
spravu M', pre ktort plati h(M) = h(M’). Tato vlastnost sa oznacuje taktie
ako neschopnost najdenia druhého vzoru.

Predstavme si, Ze naSa heSovacia funkcia spracovava spravy do dlzky 264
bitov a jej vystup mé 512 bitov (pripad SHA-512). Mame teda priblizne 22"
moznych vstupov ale iba 2512 vystupov. Pre kazdd hodnotu z teda existuje
obrovské mnozstvo sprav M, pre ktoré plati h(M) = x. Takisto pre kazda spravu
M existuje velké mnozstvo sprav M’ s rovnakou hodnotou hash funkcie. Uvedené
vlastnosti jednocestnosti a bezkoliznosti nam urcuji poziadavky na vypoctova
zlozitost hladania tychto sprav.

Je dolezité uvedomit si zasadny rozdiel medzi schopnostou néjdenia dvoch
sprav s rovnakou hodnotou hash a schopnostou k danej sprdve M najst int
spravu s rovnakou hodnotou hash funkcie, teda rozdiel medzi koliziou prvého
a koliziou druhého radu. Poziadavka bezkoliznosti prvého radu je pritom oc¢ividne
silnejsia ako poziadavka na bezkoliznost druhého radu.

V pripade hladania kolizie prvého rddu mozeme vyuzit zndmy narodeninovy
paradox, ktory si teraz v skratke pripomenieme. Predstavme si, ze mame skupinu
24 Tudi. Narodeninovy paradox hovori, Ze pravdepodobnost, zZe sa v tejto skupine
nachédzaju 2 osoby majiice narodeniny v ten isty den je viac ako 50 %. Pretoze
kévala, oznadujeme to za paradox. Aj ked rok m4 iba 365 dni, ndm stacéi skupina
24 osdb. Je to dané tym, ze my nehladdme niekoho, kto mé narodeniny v ten
isty deri ako konkrétna osoba (tu by sme potrebovali skupinu aspoii 183 0sdb),
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ale hladame Iubovolni dvojicu s touto vlastnostou. No a moznych dvojic je uz
aj v tak malej skupine dostatok.

Trochu obecnejsie: pokial ndhodne vyberdme z N prvkov s opakovanim, je
pocet fahov pred prvym opakovanim uz vytiahnutého prvku priblizne rovny
hodnote 1,26 krat odmocnina z IN.

Aplikujme tento vysledok na tedriu hesovacich funkcii. Predpokladajme, ze
hladdme koliziu pre heSovaciu funkciu s dizkou vystupu 160 bitov, teda napri-
klad pre funkciu SHA-1. Narodeninovy paradox ndm udéva, ze pokial vypodi-
tame hodnotu funkcie pre 28 roznych sprav, s nadpoloviénou pravdepodobnos-
tou medzi nimi budd 2 spravy s rovnakou hodnotou hash. Pokial teda poza-
dujeme hesovaciu funkciu so zlozitostou najdenia kolizie prvého radu aspon 25°
(bezpecnost ekvivalentnd pouzivaniu symetrickej Sifry s 80 bitovym klic¢om),
potrebujeme aby nasa funkcia mala dlzku vystupu asponi 160 bitov (MD5 méa
dlzku vystupu 128 bitov).

Pozrime sa teraz na aplikicie pozadovanych vlastnosti jednocestnosti a bez-
koliznosti.

Jednocestnost hesovacich funkcii sa v kryptoldgii vyuziva vo velkom mnoz-
stve kryptografickych protokolov. V pocitacovom svete je asi najznamejsie vyu-
zitie jednocestnosti pri overovani uzivatelského hesla. Pri tom najjednoduchsom
protokole je v systéme uloZeny hash uzivatelského hesla a pri prihldseni sa po-
rovnava hash prave zadaného hesla s hodnotou uloZenou na disku. Jednocestnost
v tomto pripade chrani hesla pred zvedavym administratorom, ktory moze ziskat
zoznam heSov uzivatelskych hesiel. Vdaka jednocestnosti ale zo znamu neziska
samotné hesla (takto jednoduchy protokol néds ale samozrejme neochrani proti
slovnikovému ttoku).

Najrozsirenejsim vyuzitim bezkoliznosti (prvého aj druhého radu) je elektro-
nicky podpis. Pri jeho pouziti nikdy nepodpisujeme samotna spravu M, ale iba
jej hash h(M). M4 to niekolko dévodov. Za prvé sprava M moze byt privelmi
dlha a podpis by teda zabral privela procesorového Gasu (dnesné asymetrické
algoritmy pouzivané v algoritmoch pre elektronicky podpis prevadzaji velké
mnozstvo moduldrnych operacii, predovSetkym ¢asovo naro¢né umociiovanie)
a za druhé podpis spravy by bol rovnako dlhy ako spréva samotna. Pokial ale
podpisujeme iba hodnotu h(M), méme pre Iubovolne dlhit spravu konstantne
dlhy (lepsie povedané konstantne kratky) podpis. Hash spréavy sa v tomto pri-
pade pouziva ako jednoznac¢ny identifikdtor podpisovanej spravy a poziadavka
na bezkoliznost je zahrnuté prave v slove jednoznacny.

Pri podpise spravy teda v skutoc¢nosti podpisujeme iba jej hash hodnotu.
Z toho vyplyva, Ze ak by niekto nasiel ind spravu s rovnakou hash hodnotou,
bude nas podpis platny aj pre tuto ,falosna“ spravu. Preto od heSovacich funkcii
pouzivanych pre elektronicky podpis vyzadujeme bezkoliznost.

Na zaver ivodu si eSte priblizime zakladny koncept dnesnych hesovacich funk-
cil.
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Konstrukcia heSovacich funkcii

Vsetky dnes hromadne pouzivané hesovacie funkcie st zaloZené na takzvanej ite-
rativnej konstrukcii. To znamena, Ze tieto heSovacie funkcie spracovavaju spravu
postupne — po blokoch. Zékladnym kamenom takychto funkcii je takzvana kom-
presna funkcia. Pomocou nej sa postupne spracovava hesovana sprava a vytvara
sa takzvany kontext.

Pozrime sa na tento proces detailne. Pred samotnym heSovanim je sprava
doplnena tak, aby jej celkové dizka bola nasobkom ¢isla daného popisom heso-
vacej funkcie. Predpokladajme, Ze pozadujeme bitovii dizku delitelni ¢islom 512
ako je tomu v pripade funkcii MD4, MD5, SHA-0, SHA-1 a SHA-256 (doplnok
je tvoreny tak, Ze obsahuje informéciu o pévodnej dlzke danej spravy). Néasledne
je sprava rozdelena na bloky, v nasom pripade dlhé 512 bitov. Oznac¢me ich M;,
1 =0,...,n a priebezny kontext hesovacej funkcie ozna¢me H;. Proces heSovania
si popisme pomocou obrazku 1.

pbvodna sprava doplnok

M

n

Obr. 1 Iterativna heSovacia funkcia

Na zaciatku za kontext Hy oznacime takzvany inicializacny vektor, ktory je
dany popisom hesovacej funkcie. Nasledne v i-tom kroku vytvorime novy kontext
H; 1 tak, Ze pouzijeme kompresnt funkciu na predosly kontext H; spolu s ¢astou
hesovanej spravy M;,

Hiyy = f(Hi, My).
Po prevedeni kompresnej funkcie na posledny blok spravy M, dostavame po-
sledny kontext H,; z ktorého je nasledne predpisanym spoésobom odvodeny
vysledny hash spravy M.

Vsimnime si, Ze vdaka iterativnosti tejto konstrukcie je vysledny hash spravy
tvorenej blokmi Ms, ..., M, (vynechali sme prvy blok) s inicializa¢nym vektorom
H, rovnaky ako hash celej spravy s inicializacnym vektorom Hy = I'V.

Kolizia heSovacej funkcie prvého rddu znamené najdenie dvoch sprav M a M’
pre ktoré plati h(M) = h(M').
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Pripad MD5

Ako sme uz spomenuli v tivode, v auguste roku 2004 oznamila profesorka Wan-
gové, schopnost nachddzat kolizie prvého rddu vo funkcii MD5. Na konferencii
ale zverejnila iba 2 pary kolidujtcich sprav. Aj to omylom (chcela zverejnit iba
jeden par, ale urobila chybu pri prepise konstanty IV zo standardu a tak pridala
druhy, ,spravny“ par). Detailmi dalsieho vyvoja itokov na MD5 sa zaoberaf ne-
budeme. Pripomenme si ale, ze tri stvrte roku po zverejneni kolidujicich sprav
bolo mozné pomocou takzvanej metédy tunelov objavenej ceskym kryptolégom
Vlastimilom Klimom generovat kolizie za menej ako 1 minttu na notebooku,
pricom Wangovej to trvalo priblizne 10 hodin na superpocitaci.

Pozrime sa trochu detailnejsie na vysledky dosiahnuté v roku 2004 a 2005.

Tim profesorky Wangovej nasiel metédu ako pre lubovolny inicializacny vek-
tor I'V konstruovat spravy M a M’ pre ktoré plati h(IV, M) = h(IV, M"), pricom
spravy M a M’ pozostévaji kazd4 z 2 blokov. Grafické znizornenie kolizie pre
spravy M = (My, M) a M' = (Mj, M}) je na obréazku ¢islo 2.

M, M,

MI

0

Obr. 2 Schéma kolicie pre MD5

Za spomenutie stoji, ze spravy M a M’ sa lisia iba nepatrne a to tak, ze
M{ = My +C a M)y = My — C, kde C je 512 bitova konstanta obsahujtca
iba 3 nenulové bity v bindrnom zapise. Kolizia ale nenastava pre kazdé spravy
s touto diferenciou. Spravy M a M’ je potrebné konstruovat Specidlnym spo-
sobom. Prave zlozZitosti tejto konstrukcie sa tykali vSetky nasledné urychlenia
¢inskeho utoku.
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Vdaka moznosti hladania kolizii pre lubovoIni hodnotu IV je mozné vytvarat
dlhgie kolidujtice spravy M a M’ nasledujtcim spésobom. Na zadiatku oboch
sprav sa moze nachadzat Tubovolne dlhy, avSak pre obe spravy rovnaky usek,
M; = M/,i=1,... k. Pri vypocte hodnoty hash sa teda bude zhodovat kontext
Hy, pre spravu M s kontextom Hj, pre spravu M', Hy, = H,,. Nasledne pomocou
jednej z publikovanych metéd uréime 4 bloky A;, As a By a By také, Ze pre
kontext Hy, (v tomto pripade chdpany ako novy inicializaény vektor) bude platit,
ze h(Hy, A1A2) = h(Hj,, B1Bs). Bloky A; a As pripojime k sprave M a bloky By
a By k sprave M’. Na koniec oboch sprav este méZzeme pripojit fubovolne dlhd,
pre obe spravy zhodni zavereéni ¢ast. Vysledné spravy, lisiace sa na poziciach k
a k+1, budt mat rovnaki hodnotu hash funkcie. Tento postup ilustruje obrazok
¢islo 3.

zhodna Gvodna East | l | zhodna zévereéna fast

[ » |

Obr. 3 Tvorba kolidujtcich sprav

Vyuzitie kolizii pre MD5 v certifikatoch, prva metéda

Ako sme v tivode spomenuli, bezpec¢nost schém pre elektronicky podpis je zéa-
visla taktiez na bezkoliznosti pouzitej hesovacej funkcie. Po objaveni metédy na
hladanie kolizii pre MD5 bolo len otédzkou ¢asu, kedy sa objavia dve kolidujtce
zmysluplné spravy. Stalo sa tak v roku 2005 a boli to dva certifikaty s rovnakou
hash hodnotou ale rozdielnymi tidajmi. Pretoze ich hash bol rovnaky, bol rov-
naky aj podpis certifika¢nej autority pouzivajicej podpisovy algoritmus MD5
RSA 2048.

Zamyslime sa sposobom, ako by sa dali takéto certifikaty pomocou vyssie po-
pisanej metédy vytvorif. V prvom rade si musime uvedomit, ze oba certifikaty
sa mozu lisit iba v dvoch blokoch, inak musia byt tplne identické. Otazka teda
je, kam tento rozdiel vniest. N4$ prvy napad by mohlo byt vytvorenie dvoch
certifikatov s rozdielnym predmetom. Nasledne by sme si mohli nechat podpisat
od certifikacnej autority pouzivajicej algoritmus MD5 certifikdt na nase meno.
Pomocou kolidujticeho certifikatu by sme potom veselo podpisovali elektronické
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faktiry, pretoze podpis certifika¢nej autority pod tymto certifikitom (okopiro-
vany z prvého certifikdtu) by bol platny a teda prijemca fakttiry by certifikat
overil. Ak by ale prislo na platenie, ukéazalo by sa, ze certifikat s danym ID bol
v skuto¢nosti vystaveny na iné meno a teda podpisy pod faktirami nie st platné.

Problém je v tom, Ze hodnoty rozdielnych blokov dané algoritmom pre hla-
danie kolizii neovplyvnime. Museli by sme teda vystavit certifikity na men4
obsahujtce zdanlivo ndhodnych dvakrat 512 bitov, ktoré sa 1isi iba v 6 bitoch.
Takéto certifikdty by vSak v praxi asi neboli pouzitelné.

Riesenim toho problému je ukryt rozdielne kolidujtce bloky do vhodne zvo-
leného modulu verejného kluca. Takto dostaneme 2 certifikdty vystavené na
rovnaki osobu ale s rozdielnymi verejnymi kli¢mi. MoZnost zneuzitia takjchto
certifikdtov je podobna ako v predoslom pripade. Detaily tejto konstrukcie tu
popisovat nebudeme a zdujemcov odkazeme na ¢lanok web stranku projektu [2].

Vyuzitie kolizii pre MD5 v certifikatoch, druha metdda

Po chvilke upokojenia v oblasti vyskumu kolizii MD5 prisla koncom predoslého
roku sprava, ze vyskumny tym ktory publikoval kolidujace certifikaty objavil me-
t6du takzvanych chosen-prefix kolizii pre funkciu MD5, teda kolizii pre volitelny
prefix sprav [3].

Hlavnym rozdielom oproti doteraj$im metddam je to, ze kym doposial sme
pre zvolenit hodnotu IV vedeli konstruovat spravy M a M’ s h(IV,M) =
h(IV, M), novd metéda dokaze hladat kolidujice spravy M a M’ pre rozdielne
vstupné inicializa¢né vektory IV a IV’. Na prvy pohlad maly rozdiel, ktory ma
viak velké dosledky. Pri konstrukcii kolizie si teda zvolime hodnoty IV a IV’
a pomocou nového algoritmu ndjdeme spravy M a M’, pre ktoré bude platit
rovnost h(IV, M) = h(IV', M').

Popisme si rozdiel oproti predchadzajicim metédam pomocou nasledujuceho
obrazku. Ozna¢me voliteIni éast sprav plnou ¢iarou a dopodéitant éast sprav ¢i-
arou prerusovanou. Na obrazku nalavo popisujicom povodnii metédu vidime, ze
sa nam pre obe spravy zhoduje ivodna ¢ast (na obrazku 4 oznacend pisnemon A),
nasleduje nekontrolovatelna ¢ast rozdielnych blokov (oznacena pismenom F) a na
zédver mame opit zhodnt ¢ast pre obe spravy (oznafend pismenom Z). Obrazok
napravo ilustruje novit metédu. Spravy ndm op#t moézu zac¢inat rovnakym tse-
kom (na obrazku oznacené A), ale nasledne sa lisia Tubovolnym — volitelnym spo6-
sobom (na obrazku oznacené D). Pri vypoéte hodnoty heSovacej funkcie v tomto
bode dostdvame pre obe spravy rozdielny kontext. Hj, pre spravu M a Hj, pre
spravu M’. Tento kontext pouzijeme ako IV a IV’ pre na$ novy algoritmus,
ktory ndm uréi spravy N a N’ pre ktoré plati h(IV, N) = h(IV', N'). Stadi teda
pripojit bloky sprévy N za bloky spravy M a bloky spravy N’ za spravu M’ a do-
stavame 2 spravy s rovnakou hodnotou hash funkcie (na obrazku oznacené F).
Na zdver oboch sprdv mozeme esSte rovnako ako v predoslom pripade pripojit
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lubovolny, pre obe spravy rovnaky zavereény tsek (oznacend pismenom Z). Je
zrejmé, Ze nova metdda ndm ddva ovela viac moznosti pri konstrukcii zmyslupl-
nych kolizii.

Obr. 4 Schémy tvorby kolidujuicich sprav

Rovnaky tym vedcov zaroven pripravil kolidujace certifikaty vyuzivajice tito
novu metédu. Hlavny rozdiel oproti predoslym kolidujicim certifikitom spociva
v tom, Ze mame moZnost rozdielne volif vodnu ¢ast certifikdtu — predmet, sé-
riové &islo, atd. Pritom je iba na nés ako a kde sa budu tieto certifikity lisit.
Nésledne pomocou nového algoritmu vypocitame kolidujice spravy pre dané ini-
cializa¢né vektory uréené pociatoénymi castami certifikdtov. Vypocéitané (a teda
neovplyvnitelné) rozdiely zanesieme rovnako ako v predoslom pripade do vhodne
zvolenych verejnych kltucov.

Dostavame teda 2 certifikaty s rozdielnymi polozkami v certifikdte a roz-
dielnym verejnym kItc¢om, ale rovnakou hodnotou heSovacej funkcie, a teda aj
rovnakym podpisom od certifika¢nej autority.

Detaily novej metédy bude mozné po uverejneni najst v ¢ldnku [4].

Bezkoliznost druhého radu u MD5

V tomto prispevku sme si popisali 2 techniky na vytvorenie 2 certifikatov s rov-
nakou hodnotou hesovacej funkcie MD5. V oboch popisanych pripadoch islo
o kolizie prvého radu.

Pokial sme teda od augusta roku 2004 podpisali nejaky dokument, alebo
stibor pomocou algoritmu pouzivajiceho MD5, moze sa ndm stat, Ze sa sme
zaroven ,omylom“ podpisali aj nieco iné.

Doposial ale nie je zndmy ziadny sposob umoziiujici vytvarat kolizie druhého
rddu pre funkciu MD5. To znamend, %e pre pevne dant spravu M zatial nie
sme schopni najst int spravu s rovnakou hodnotou hash. T4to tloha je omnoho
zlozitejSia ako tiloha najst koliziu prvého radu a nepredpokladé sa, Ze by sa
v blizkej dobe naslo jej efektivne riesenie.

Vsetky spravy podpisané pomocou algoritmu pouzivajiceho funkciu MD5
vytvorené pred objavenim metdd na vypocet kolizii teda zostavaji neohrozené.
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Pripad SHA-1 a SHA-O

Vo februari roku 2005 profesorka Wangové opif prekvapila. Tentoraz publiko-
vala svoje vysledky tykajice sa hladania kolizii heSovacej funkcie SHA-1 [5]. Ich
praktické vyuzitie je pre ich stale velkt vypoctovi zloZitost nemozné, ale po-
vodni zlozitost n4jdenia kolizie prvého raddu znizila svojim postupom z hodnoty
280 danej narodeninovym paradoxom na hodnotu 25

Po Wangovej ¢lankoch vydal americky trad pre Standardy a technolégie NIST
ktory zodpoveda za Standardy o heSovacich funkciach odporacania k pouzivaniu
hesovacich funkcii.

NIST doporucuje okamzité ukoncenie pouzivania funkcie MD5 v certifiké-
toch ale nadalej prehlasuje SHA-1 za bezpecéni. Pokial je to mozné, doporucuje
pouzivat novu triedu funkcii SHA-2 a predpokladd, Ze tieto funkcie definitivne
nahradia SHA-1 do roku 2010, ktord bude dovtedy podla NISTu bezpeéna.

Od roku 2004 sa taktiez objavilo niekolko takzvanych generickych Gtokov na
hesovacie funkcie zaloZené na iterativnom principe. Tieto vysledky sa teda tykaja
kazdej heSovacej funkcie bez ohladu na konstrukciu jej kompresnej funkcie, a st
teda aplikovatelné ako na MD5, tak aj SHA-256 [6, 7].

V pripade SHA-0 (dizka vystupu 160 bitov) uverejnila Wangova metédu
hladania kolizii so zloZitostou menej ako 2%, ¢o je ovela menej ako 28° z naro-
deninového paradoxu [8].

Z praktického hladiska to znamend, Ze funkcie MD5 ani SHA-0 by nemali
byt pouzivané v Ziadnej aplikdcii, ktorej bezpefnost je ohrozend schopnostou
nachédzaf kolizie prvého druhu. Na druht stranu medzi kryptolégmi sa uz dédvno
predtym vedelo o istych slabinach funkcii triedy MD a funkcia SHA-0 nikdy ani
nemala byt pouzivan4.

Zaver

Na zaver prispevku sa eSte v skratke pozrieme na dalsi predpokladany vyvo]
v oblasti hesovacich funkcii.

Ako sme uz spomenuli, v sti¢asnosti najrozsirenejSou hesovaciou funkciou je
pravdepodobne funkcia SHA-1. Medzi kryptolégmi sa jej ale neprikladd dlha
Zivotnost, a je iba otédzkou par rokov (v horSom pripade par mesiacov, podla
NISTu minimdlne 3 roky), kedy bude existovat efektivna metdda hladania koli-
zi{ prvého rddu pre SHA-1. NIST odportcéa nahradit SHA-1 funkciami z triedy
SHA-2. Tieto funkcie st ale zalozené na rovnakych technikach ako funkcia SHA-1
a teda trpia rovnakymi problémami ako ostatné podobné funkcie. Naviac navr-
hové kritéria tychto funkcii navrhnutych americkou NSA neboli zverejnené, ¢o
taktiez vyvolava isty stupen nedovery.

Vo svete vzniklo niekolko novych névrhov na hesovacie funkcie budtcnosti.
Spomenme napriklad pracu Belgického kryptoléga Arjena Lenstru na hesovacich
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funkcidch VSH zalozengch na zlozitosti vypoc¢tu moduldrnej odmocniny [9], alebo
nam geograficky blizsiu iniciativu Vlastimila Klimu na konstrukciu hesovacich
funkcii pomocou takzvanych $pecidlnych blokovych sifier [10]. Stdiac ale podla
sucasného stavu, definovanie standardu novych tried hesovacich funkcii zaberie
kryptologickej obci eSte velmi dlhtt dobu.

Stcasné odporucania su ale jasné. Pre aplikacie ktoré MD5 pouzivaja, je
potrebné zvazit, nakolko ich ohrozuje moZnost najdenia kolizii prvého radu. Pre
nové aplikicie odport¢ame pouzivat rozsirenia SHA-1 — funkcie SHA-256, SHA-
384 s SHA-512, ale samotnti SHA-1 uZ nie.
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JAK OPRAVDU ANONYMNE VYSTUPOVAT NA
INTERNETU

Petr Brehovsky
E-MAIL: BREHQBREH.CZ

WARNING: Normal Internet/Email Technology is the Most Com-
prehensive Surveillance System FEver Invented.

André Bacard

...a zakonnou povinnosti kazdého ISP by mélo byt upozornit na to
své zakazniky.

1. Jaké stopy zanechavame a kdo vSechno ma tyto informace k dispozici

N

Bézna opatieni

Anonymni remailery

Proxy servery

Tor a dalsi anonymizery sluzeb s nizkou latenci

Darknets, DeepWeb a dark Internet

A

Zdroje a dalsi uzitecné odkazy

Jaké stopy zanechavame a kdo vSechno ma tyto
informace k dispozici

Z pohledu bézného uzivatele neni technologie Internetu nijak problematicka.
Umoznuje vzajemnou komunikaci, ziskavani informaci, nakupovani, elektronické
bankovnictvi a dalsi uzite¢né véci. Nékdo si mozna uvédomuje, Ze je vhodné
néktera citlivd data Sifrovat, aby je nemohl precist ten, komu nejsou urcena.
Sifrovanim se vSak v tomto pfispévku zabyvat téméi nebudeme. Konec koncil
v dnesnim svété pravdépodobné nemusi byt az tak dulezité ,,co*, ale spise ,kdo
s kym“, neboli kam se zrovna pfipojujeme, co si prohlizime a s kym komuniku-
jeme. A tohle ,kdo s kym“ je s rostouci uzivatelskou privétivosti technologii na
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prvni pohled zcela pod kontrolou uzivatele. Vzdyt adresai je bezpecné uloZen
v e-mail klientu, nebo WEB prohlizec¢i. Pod povrchem uzivatelského rozhrani je
v8ak vSechno jinak. Komunikace probiha ve velké vétsiné pripada IP protokolem,
do kterého jsou zapouzdieny TCP segmenty a UDP datagramy.

Na nasledujicim obréazku je uvedena struktura téchto paketa a jsou zvyraz-
néna pole, ktera jsou z hlediska ,kdo s kym“ kriticka, a pole, kterd pomahaji
identifikovat typ opera¢niho systému uzivatele (vice informaci o pasivni identi-
fikaci OS lze najit napfiklad zde: http://Icamtuf.coredump.cx/pOf.shtml).

IP paket
Verze Délka hlavicky TOS Celkova délka
Identifikace Naveésti Offset fragmentu
TTL Protokol Checksum hlavicky

Volby

Data

UDP datagram

Délka UDP checksum

Data

TCP segment

Sekvencéni ¢islo
ACK
Délka hlavitcky |  Rezerva Navesti | Velikost okna
TCP checksum Ukazatel na urgentni data
Volby
Data

Je tedy ziejmé, Ze uvedené pakety poskytuji informace o tom jaké zarizeni
s kterym dal$im zafizenim komunikuje, a kterou sluzbu pouziva. Také neni prilis
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obtiZzné zjistit, komu dané adresy a provozované sluzby patii. A to bud z ve-
fejnych zdroji (WHOIS, Google, apod.), nebo v databazich telekomunika¢nich
firem.

Co se tyce elektronické posty, jsou v hlavickidch e-maill zaznamenavany ad-
resy odesilatele, pfijemce i jména serveri, pres které dopis prochazel:

Return-Path: <apache@staff.ipex.cz>
Received: from adriana.gin.cz (mx.ipex.cz [212.71.175.4])
by icicle.breh.cz (8.12.8/breh) with ESMTP id 100FtQSx010932
for <breh@breh.cz>; Wed, 24 Jan 2007 16:55:26 +0100
Received: from staff.ipex.cz (farml-dg.ipex.cz [212.71.175.26])
by adriana.gin.cz (Postfix) with ESMTP id 16E4EDCO57
for <breh@breh.cz>; Wed, 24 Jan 2007 17:00:26 +0100 (CET)
Received: by staff.ipex.cz (Postfix, from userid 48)
id 088CC100C203; Wed, 24 Jan 2007 17:00:23 +0100 (CET)
To: breh@breh.cz
From: info@ipex.cz

Tyto informace jsou uchovavany nejen v lozich klientt a serveri, ale nékteré
také na routerech poskytovatelt ptipojeni (ISP, zaméstnavatel) a poskytovatell
infrastruktury, na zafizenich zaméstnavatele a samoziejmé putuji po siti, takze
k nim ma pfistup kazdy, kdo je pripojen do toho spravného segmentu sité.

Navic existuji metody analyzy datovych tokt pomoci kterych se lze pokusit
na zakladé paternti nalezenych v komunikaci odvodit prenasené informace, nebo
alespon jejich typ. A to i v pripadé sifrovanych dat.

Uvahu o tom, kdo vSechno mé4, nebo mutize mit tato data k dispozici a k ¢emu
je mize pouzit necht provede kazdy sam.

BézZna opatreni

V prvni fadé je vhodné analyzovat data, kterd nas pocita¢ po pfipojeni do sité
opoustéji i ta, kterd na néj pfichézeji. Ruku na srdce. Vime viibec co vSechno
je z naseho pocitace do sité odesilano? Kromé dat o kterych vime, to muze
byt napiiklad automatické odesilani registraci aplikaci, automatickd kontrola
dostupnosti novych aktualizaci, automatické odesilani popisi chybovych stava
(bug report) atd. O datech odesilanych addwarem, a podloudné nainstalovanymi
trojskymi koni ani nemluvé.

Nevyhovuje ani implicitni konfigurace prohlizece. Pokud si chceme zachovat
alesporn minimalni soukromi, méli bychom napfiklad v prohlizec¢i Mozilla nastavit
nasledujici:

Zapnout filtrovanit popup oken
Zakazat Javu
Neodesilat skutecnou e-mail adresu ftp serverum



158 Petr Brehovsky

Neakceptovat cookies, nebo alesporni zapnout varovani a analyzovat je
Zakazat animace

Neukladat data z formularu

Neukladat hesla

Neinstalovat Flash plugin

Kontrolu nad daty plynoucimi z naseho pocitace a prichazejicimi ze sité mi-
zeme zvysit instalaci lokalniho proxyserveru. Vhodnym se zda naptiklad Privoxy
(http: //www.privoxy.org/), kery dovoluje filtrovani tokt dat, manipulaci s cookies,
Fizeni pfistupu, blokovani bannerti, adware, popup oken apod.

Samoziejmosti je firewall, ktery je nastaven tak, aby blokoval veskera data
prichazejici zvenci a odchozi data presmérovaval na proxyserver.

A jako posledni krok nelze nedoporucit kontrolu komunikace sifovym analy-
zatorem.

Anonymni remailery

Popis technologii zvysujicich soukromi za¢neme remailery, které jsou schopné
ho zaruc¢it v maximalni mitfe. Je to mozné diky davkové povaze zpracovani e-
mailt. Jak uvidime v dalsich kapitolach, je stejny tkol v ptfipadé interaktivnich
protokoltt mnohem slozitéjsi.

Zakladni princip anonymizace elektronické zpravy spociva v tom, Ze zpravu
odesleme na specialni postovni server (remailer) ve formé Zadosti o doruceni na
cilovou adresu. Remailer (nebo systém remailerti) nasi zpravu ptreposle adresa-
tovi s tim, Ze zméni odchozi adresu (nasi e-mail adresu) na adresu vygenerova-
nou a obé adresy ulozi do interni databaze. Pfijemce zpravy tedy dostane e-mail
prichéazejici z adresy vygenerované remailerem. Pokud na tuto adresu odpovi,
odpovéd dojde remaileru, ten nahradi generovanou adresu, skute¢nou adresou
(najde ji uloZenou v databdzi) a dopis pfeposle zpét pivodnimu odesilateli.

Odesilatel REMAILER Piijemce

From: breh@breh.cz Databaze From: 8567840rem.dom
To: remailer@rem.dom | ... To: europen@europen.cz
:: europen@europen.cz | breh@breh.cz= text

text 8567840@rem.dom

Protoze jsou zadosti o preposlani obvykle sifrovany, ISP nevi komu e-mail
ve skute¢nosti odesilame, a protoze je odchozi adresa generovana remailerem,
prijemce nevi od koho dopis ve skutec¢nosti pochazi.

Anonymni remailery délime na pseudoanonymni (princip popsany vyse)
a anonymni (opravdu anonymni). Pseudoanonymni remailery (nym servery) jsou
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zaloZeny na davére provozovateli serveru. Tzn. musime vérit technickym doved-
nostem a persondlni integrité provozovatele, ktery musi zajistit bezpe¢nost (ne-
dostupnost) logli a zédznamt v databdzi remaileru. Velmi pou¢nd je z tohoto
hlediska historie remaileru http://anon.penet.fi
(http://en.wikipedia.org/wiki/Penet_remailer). V pfipadé pseudoanonymniho re-
mailerti, musime také pocitat s tim, Ze veskeré nasSe transakce s remailerem
budou logovany na zafizenich mezi ndmi a remailerem, logovany samotnym re-
mailerem a linkovany na nas§ pfistupovy bod do Internetu (telefonni éislo, port
prepinace ISP, port DSLAMu apod.).

Oproti tomu anonymni remailery realizuji anonymitu principialné, takze ne-
zéavisi na lidském faktoru, nebo slabosti jednotlivého prvku architektury. Rozli-
Sujeme remailery t¥ typt:

e Typ I — Cypherpunk
e Typ IT — Mixmaster
e Typ III — Mixminion

Remailery typu I akceptuji zpravy zpravidla sifrované pomoci PGP, nebo
GPG, z jejichz hlavicek odstranuji vSechny informace, které slouzi k identifikaci
odesilatele. Cilova adresa (adresa pifjemce je specifikovdna uvniti zasifrované
zpravy). Zprava muze byt odesilatelem smérovédna pres nékolik remailertt aby
byla snizena pravdépodobnost odhaleni odesilatele, pficemz dochéazi k dalsimu
sifrovani zprav (pridani dalsi vrstvy, tentokréat s cilovou adresou nésledujiciho
remaileru v fetézci). Na odeslanou zpravu nelze odpovédét, protoze puvodni
adresa odesilatele se nikde neuchovava.

Remailery typu IT odesilaji zpravy rozdélené na pakety, které putuji v pozmé-
néném poradi. Je tak jesté ztizeno trasovani zpravy. Je mozné uméle zadrzovat
zpravy na jednotlivych serverech, takzZe je velmi sloZité odhadnout zda uzivatel A
odeslal zpravu uzivateli B i kdyz jsou oba pod kontrolou (analyza ¢asti odesla-
nych a pfijatych e-mailt). Oproti typu I vSak k odeslani zpravy potfebujeme
specializovaného postovniho klienta.

Typ I se sklad4 z mnozstvi servert (mixes), které pfijimaji zpravy rozdélené
na pakety konstantni velikosti, pfehazuji jejich poradi a odesilaji je dale smérem
k piijemci. Kazdy paket putuje pres sit serveri jinou cestou, a ani jeden ze ser-
veru tak neznda vazbu: ptivodni odesilatel — konecny prijemce. Jednotlivé pakety
jsou na kazdém serveru rozsifrovany, poté je identifikovan dalsi server v fetézci
a pred odeslanim znovu Sifrovany verejnym klicem dalsiho serveru. Mixminion
navic umoziuje odesilat zpravy anonymnim pifjemctim (odesilatel neni schopen
identifikovat pfijemce zpravy) a je navrzena integrace s nym servery.
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Proxy servery

V pripadé interaktivnich protokolid je ochrana soukromi realizovana pomoci
anonymizujicich proxy serverid. Myslenka je podobna jako u nym servet. Ne-
napojujeme se pfimo na server poskytujici sluzbu, ale na proxy server, ktery
spojeni s cilovym serverem zprostfedkuje. Cilovy server tak nezna IP adresu
klienta (vidi pouze Ze se na ného pfipojuje proxy server) a poskytovatel pfi-
pojeni vidi, Ze se uzivatel pfipojuje na proxy server, a neni tedy schopen ur-
¢it cilovou sluzbu (pouze v piipadé, Ze nepfecte z datového toku http piikaz
CONNECT). Existuje fada anonymizujicich proxy serveri pro HT'TP/HTTPS,
(http://www.findproxy.org/). Aby byla préce s nimi pohodInéjsi, miZzeme pouzit
Switchproxy (http://addons.mozilla.org/cs/firefox/addon/125), rozsifeni pro Mo-
zillu, které umoznuje snadnou spravu proxy serveri i jejich fetézeni.

Bezpecnost tohoto Feseni je vSak pfiblizné na stejné trovni jako pseudoano-
nymni remailer, fada vefejnych proxy serveri podporuje pouze http a pouziti
jinych protokolt je znac¢né problematické, ne-li nemozné. Tyto nedostatky od-
strafiuje TheOnionRouter (Tor http://tor.eff.org/index.html.en)

Tor a dalsi anonymizery sluzeb s nizkou latenci

Tor je sit serverti kterd umoznuje zachovat soukromi béhem pfistupu k WEB
serverim, publikovani dokumenti, komunikaci pomoci IRC, instant messagingu,
ssh a dalsich aplikacich komunikujicich pomoci TCP protokolu. Tok dat je smé-
rovan od klienta k serveru a zpét skrz sif servert tak, aby ISP na strané klienta
nebyl schopen urcit s kterym serverem klient komunikuje a aby server nedovedl
tohoto klienta identifikovat. Tor je v soucasné dobé pravdépodobné nejdoko-
nalejLi sit tohoto typu, kterd poskytuje soukromi pro sluzby s nizkou latenci.
Pozadavek na nizkou latenci prenasenych sluzeb umoznuje urcité typy utokt
(http: //www.cs.colorado.edu/department/publications/reports/docs/
CU-CS-1025-07.pdf), ale nebezpedi jejich dopadu na bézného uzivatele, ktery chee
pouze zvysit své soukromi pii praci s Internetem je minimalni.

Tor navic dovoluje definovat takzvané skryté sluzby, které umoznuji publi-
kovat informace (napfiklad na WEB serveru) aniz by kdokoli mohl uréit, kde se
dany WEB server ve skutecnosti nachézi.

Ve stadiu vyvoje je sit 12P (http://www.i2p.net/) jejiz srovnani s ostatnimi
sitémi tohoto typu lze nalézt na http://www.i2p.net/how_networkcomparisons.

Darknets, DeepWeb a dark Internet

Obecné jsou darknets sité, urc¢ené pro sdileni informaci mezi Gcastniky, ktefi si
) )
preji zachovat anonymitu. Vétsinou se jedna o sité, které jsou dostupné pouze
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pro konkrétni skupinu lidi, tzn. ,zbytek svéta, do nich nemd pfistup. Jedna se
vlastné o Internet uvnitf Internetu. Pfikladem implementace takové sité muze
byt Freenet (http://freenetproject.org/).

DeepWeb jsou v podstaté WEB servery, na které nevedou linky a jejichz ob-
sah lze jen tézko indexovat vyhledavaci. Toho lze dosdhnout napriklad vygene-
rovanim obsahu stranek na zakladé formy dotazu z dat uloZenych v databazich,
zvefejnénim pouze netextovych dokumenti, zaheslovanim pfistupu ke strance
apod.

Dark Internet je adresni prostor IP protokolu, ktery neni dostupny z Inter-
netu. Nejedna se o privatni adresni prostor tak jak ho zndme z RFC 1918, ale
o0 bézné adresy, které nejsou dostupné z davodu chybné konfigurace routert,
vypadku technologie, nebo zakernych zaméra.

S rostouci dostupnosti sitovych technologii (napf. 802.11) zacinaji vznikat
sité, které nevyuzivaji sitovou infrastrukturu Internetu, ani infrastrukturu tele-
komunikac¢nich operatort ale jsou vybudovany na infrastruktute vlastni.

Zdroje a dalsi uziteéné odkazy

Citat v Gvodu http://www.andrebacard.com/remail.html

Pasivni identifikace OS: http://Icamtuf.coredump.cx/p0f.shtml

Implementace Toru na LiveCD: http://theory.kaos.to/projects/AnonymOS.pdf
Privoxy http://www.privoxy.org/

Penet remailer http://en.wikipedia.org/wiki/Penet_remailer

Mixminion http://mixminion.net/
http://peculiarplace.com/mixminion-message-sender/ (Windows GUI)

Anonymizujici WEB proxy http: //www.findproxy.org/
Switchproxy https://addons.mozilla.org/cs/firefox/addon /125
Tor a i2p http://tor.eff.org/index.html.en http://www.i2p.net/
DarkNets http://en.wikipedia.org/wiki/Darknet

Freenet http://freenetproject.org/

Archiv dokumentt o anonymni komunikaci
http: //freehaven.net/anonbib/topic.html#Anonymous_20communication
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KOVAROVA KOBYLA. ..
Radoslav Bodé

E-MAIL: BODIKQCIV.ZCU.CZ

Abstrakt

V dnesni dobé rychlého a hojné rozsireného internetu jsou hackerské utoky na dennim
porddku. Diky kvalitnim vyhleddvacim je navic velmi snadné najit si rizné informace
o zdokumentovangch technikdch, hotovych ndstrojich a neziidka i potencidlnich obé-
tech utoku. V tomto prispévku ukdZeme pripadovou studii forenzni analyzy napadeného
pocitace s OS Linuz.

1 Uvod

Bezpecnostni incidenty zacdinaji v praxi nékolika zptisoby. Bud pfijde ozndmeni
ciziho subjektu o ttocich néjakého stroje, nebo hlaseni uzivatele o podezielém
chovéni, nebo pfijde hlageni od nékterého z IDS! systémit domovské sité. Podle
dulezitosti daného zafizeni provede bezpecnostni technik prizkum (automaticky
nebo osobni), na jehoz zékladé je vyddno patfiéné rozhodnuti o dalsich akcich
vedoucich k vyfeSeni udalosti. Tomuto prizkumu a interpretaci nalezenych tudajt
se tika forenzni analyza.

2 Ziskani dat

Nejdrive je nutné vyhledat uzivatele daného PC a vyzpovidat ho, kdy a po jakych
akcich se zavadné chovani objevilo, nebo alespon na jaké obdobi by mohl mit
podezreni. Déale se musi zjistit k jakym ticeltim byla stanice pouzivana a pfipadné
porovnat uvedend data se statistikami datového provozu v doméci siti. Ta mohou
odhalit TP utocénika nebo dalsich obéti.

V tomto pfipadé bylo hlaSeno podezielé chovani uzivatelem a v IDS Snort[§]
domovské sité byl nalezen zaznam o Gspésném spusténi programu bin/id v ramci
komunikace s webovym serverem, ktery na daném stroji bézel.

Mntrusion Detecnion System
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---- cut IDS event ---
IPv4: 147.228.xxx.200 -> 195.34.xxx.96

hlen=5 T0S=0 dlen=1496 ID=2773 flags=0 offset=0 TTL=63 chksum=59931
TCP: port=80 -> dport: 2608 flags=*xxAx**x seq=226365842

d><font face=Verdana size=-2 color=red><b>&nbsp;&nbsp;&nbsp;

Linux mistik 2.6.14.6-grsec #1 SMP Thu May 11 11:57:34 CEST 2006 i686
GNU/Linux<br>

&nbsp; &nbsp; &nbsp; -<br>&nbsp;&nbsp;&nbsp; linux-gnu<br>

&nbsp;&nbsp;&nbsp;Apache/2.0.54 (Debian GNU/Linux) PHP/4.3.10-18<br>

&nbsp;&nbsp; &nbsp;uid=33 (www-data) gid=33(www-data) groups=33(www-data)<br>

&nbsp;&nbsp; &nbsp;/sbin/apache&nbsp;&nbsp;&nbsp; ( drwxrwxrwx )

</b></font></font></td></tr></

textarea name=report cols=121 rows=15>uid=0(root) gid=0(root)
groups=33(www-data) .</textare

-—-- cut IDS event ---

Jedna se o zaznam pravidla 4982 a potencidlnim tito¢nikem bylo ip 195.34.xxx.96.
Toto ukazuje, Ze stroj poslal identifikaci uzivatele, pod kterym byla spusténa
webova sluzba. V praxi to byva jeden z prvnich pfikazi, ktery utoénik na
vzdéleném systému spousti (druhym nejcéastéj$im piikazem je ,uname -a‘).
Déle, ze stroj napaden byl, pravdépodobné pomoci webové sluzby. Nicméné ani
jedno neni zarucené.

Pokud je PC stéle zapnuto, je vhodné udélat alesponn zékladni prizkum na
bézicim vzorku uzitim standardnich nastroji ps, 1s, netstat, strace, 1lsof, ...
a pokusit se vyhledat nesrovnalosti s tim, co by uzivatel v systému ocekaval. Je
vhodné donést si tyto néstroje s sebou na externim médiu (pfipadné i staticky
kompilované), ulozit seznam otevienych sifovych spojeni, sockettt a soubort,
zavedenych jadernych modult a v extrémnich pfipadech udélat otisk paméti[3].

Pri zdkladnim prizkumu je cilem najit aktivni znadmky zneuziti systému, na-
jit bézici procesy utocnika ¢i automaticky malware. Tento prizkum zahrnuje
kontrolu bézicich procesti napt. podle ndzvu (cron vs. crond; netscan; ... ), ne-
srovnalosti v /proc®, zbé&znou kontrolu systémovych souborti, prostiedi, logi,
atd. Zalezi Cisté na zkuSenosti a zvédavosti vySetfovatele. Nakonec je mozné
pouzit néktery specializovanéj$i nédstroj pro hledéni rootkitti (chkrootkit,
rkhunter, rpscan, ... ). Pfi tomto prvotnim priazkumu je dilezité nedélat zadné
operace zapisu na disk, abychom neposkodili dikazni material, jez bude analy-
zovan pozdéji.

Nékdy se téz doporuéuje co nejdiive odpojit pocita¢ od zbytku sité (jed-
noduchym vytaZenim kabelu). Nicméné je dobré miti na paméti, Ze to muize

2http: //www.snort.org/pub-bin /sigs.cgi?sid=498
3Symlink /proc/<PID>/@exe ukazuje na binarku jiného jména nez ukazuje
/proc/<PID>/cmdline
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aktivovat v malwaru tzv. deadman-switch — proceduru, jez zajisti tklid proti
prozrazeni [1]. Stejné tak ji mize vyvolat standardni vypnuti systému. Proto se
nékdy doporucuje ukonéit béh stroje pred snimanim duplikati (viz nize) hrubou
silou, to vsak muze vést ke ztraté dosud nezapsanych dat.

Nésledné je nutno vytvorit forenzni duplikat disku/systému pro hlubsi ana-
Iyzu. To proto, aby mohl uzivatel dale pokracovat v praci (mize jit i o plany
poplach), nebo aby mohl pfejit rovnou k reinstalaci systému a dale abychom
samotnym vySetfovanim neposkodili hledané dukazy.

K vytvofeni duplikatu je potfeba néjaké LiveCD* (Knoppix, Helix, . .. ) a tlo-
7i$té kam data uskladnit (jiné PC poptipadé externi disk). Po spusténi LiveCD,
se pomoci dd a nc (ev. ssh) vytvorFi kopie lokdlnich diski a zapiSe se informace
o rozlozeni dat na nich uloZenych. Je vhodné (nikoli vSak nutné) sejmout ob-
razy jednotlivych oddili zv1ast (kvili snazsi manipulaci) a pofidit si i kontrolni
soucty zkoumanych dat. Z kopii je mozné nakonec uloZena data ¢ist a provadét
libovolné analyzy.

sklad$ nc -1 -p 1234 > /tmp/mistik.hdal

mistiKnopix$ dd if=/dev/hdal | nc sklad 1234
mistiKnopix$ cat <hdal>/etc/fstab >sklad> mistik.fstab
mistiKnopix$ fdisk -1 /dev/hda >sklad> mistik.fdisk
mistiKnopix$ md5sum /dev/hdal >sklad> mistik.hda6.md5

sklad$/dukazy/mistik# mount -o ro,loop,noexec -t ext3 mistik.hda5 mounts/usr

3 Odhaleni prunikové cesty

Vychozimi body pro forenzni analyzu jsou: typ bezpecnostniho incidentu, zacho-
vany stav OS, ocekavany stav OS a dochované zdznamy o ¢innosti — logy. Pouzité
vySetfovaci nastroje zavisi na zvyklostech vysetiujiciho, ale nejcastéjsi jsou jimi
klasické utility: 1s, od, grep, find, md5sum, 1dd, strings, dd, file, lsattr,
objdump, ..., pfipadné specializované néastroje pro hledani dat v neobsazeném
prostoru na disku (Coroner’s Toolkit, Sleuth Autopsy)[1].

Jako prvni se doporucuje prohlidka systémovych logti, avSak s védomim, zZe
informace v nich nemusi byt pravdivé. Dalsi kontroly se mély zabyvat nésledu-
jicimi polozkamy:

systémova nastaveni (etc)

spoustéci skripty (rc, inittab, ...)

kontrola zdmény systémovych nastroji (1s, ps, netstat, ...)

suid a sgid programy a adresare nejlépe pomoci ovérenych kontrolnich
soucti z distribu¢niho média

410kalni systém mohl byt pozménén tak, aby utoc¢nika schovaval
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dilezitd mista jako /tmp, /bin, ...

moduly jadra operacniho systému

moduly autentiza¢nicho subsystému

profily a historie pfikaz® vsech uzivatel
skryté ¢i nezménitelné (immutable) soubory

soubory podezielych vlastnikti (numerické hodnoty)
soubory a adresare vlastnéné provozovanymi sluzbami

Radoslav Bodo

Podle vyse uvedeného je prvnim krokem v popisovaném ptipadu prozkoumani
logu webového serveru a specidlné vyhledani zaznami souvisejici s IP nalezenou
v IDS (plus nasledné prohledani soubort souvisejicich se sluzbou www na typické
atoky php-injection®, sgl-injection a soubory touto sluzbou/uzivatelem vytvo-
fené). V protokolu jsou nalezeny pozadavky na soubor, ktery do systému ziejmé

nepatfil (na forenznim duplikdtu navic nebyl viibec nalezen).

---- cut var/log/apache2/access.log ---

access.log:195.34.xxx.96 - - [13/Jan/2007:17:34:23 +0100]
"POST /ftp/incoming/z.php HTTP/1.0" 200 34840
access.log:195.34.xxx.96 - - [13/Jan/2007:17:34:49 +0100]

"POST /ftp/incoming/z.php HTTP/1.0" 200 34974

access.log:195.34.xxx.96 - - [13/Jan/2007:17:59:59 +0100]
"GET /ftp/incoming/z.php HTTP/1.0" 200 31099
---- cut var/log/apache2/access.log ---

Jinymi slovy z toho vyplyva, ze ttocnik dostal pravdépodobné néjak na ci-
lovy stroj vlastni skript/program, ktery mohl vzdalené volat (Gspésné viz 200
0K HTTP/1.1). Z uvedenych zdznami je patrné, Ze byl umistén nékde v adre-
sari, ktery souvisel s dalsi sluzbou na stroji provozovanou — FTP serverem. Jeho
nastaveni ukézalo, ze adresar byl pristupny pro ¢teni i zapis anonymnim uziva-

teltum.

---- cut var/log/auth.log ---
Dec 5 17:11:49 mistik proftpd[7734]: mistik.zcu.cz
(proxy.lipetsk.ru[195.34.xxx.96]) -
ANON anonymous: Login successful.
Jan 8 04:31:56 mistik proftpd[29866]: mistik.zcu.cz
(crawl-66-249-66-10.googlebot.com[66.249.xxx.10]) -
ANON anonymous: Login successful.
---- cut var/log/auth.log ---

V tomto okamziku je témér jisté, ze utocnik ovladl stroj pomoci konfigu-
racni chyby. Pres FTP nahral na server program, ktery byl schopen spustit

5Napiiklad egrep -i "http://" /var/log/apache2/*
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pomoci WWW serveru a pod jeho identitou. V nastaveni serveru a interpre-
tru PHP nebylo omezeno prakticky viibec nic (chroot, safe_mode, open_basedir,
disabled_functions ... ), takZe ¢innost Gto¢ného skriptu/programu nebyla ni¢im
limitovana a mohla pohodlné vyuzit vsech dostupnych prostfedk a SW vyba-
veni.

Prizkum dalsich logh (wtmp, xferlog, auth.log) dokazuje, Ze uto¢nik ne-
byl zfejmé pouze jeden a navic Ze o této nebezpecné shodé nastaveni dokazal
informovat i Google kohokoliv, kdo v&dél co m4 hledat (viz obrazky 1 a 2). Vic
voditko v podobé podezrelé IP adresy neposkytlo.

Web Images Groups News Scholar more »

GO L)gle |r57.php filetype:php site:zcu.cz Search |

Web

r57shell

1 r57shell 1.31, 01-12-2006 17:51:23 [ phpinfo 1 [ php.ini 1[ cpu 1[ mem ][ users ] [

tmp ][ delete ] safe_mode: OFF PHP version: 4.3.10-18 cURL: OFF ...
zcu.cz/ftpfincoming/r57.php - 33k - Supplemental Result -

Cached - Similar pages

Obr. 1 Vyhledani obéti na Googlu

Nésledny podrobny prizkum logt a systému odhalil skript /tmp/back, ktery
zevnitt stroje otevie shell po tcp na zadanou adresu a tim obejde jak nastaveni
vétsiny soucasnych lokalnich firewalld, tak i autentizaci potfebnou k pristupu
k termindlové sluzbé — tzv. backconnect. Déale prohlidka odhalila masivni volani
skriptu r57.php, ktery byl na disku nalezen a podroben zkouméni. V posledni

v v

fadé pak odhalil informaci, Ze jeden z tto¢nikd pouziva prohlize¢ Opera v ang-
lickém jazyce.

---- cut var/log/apache2/access.log ---
error.log.1:[client 195.34.xxx.96] script ¢ /mnt/parta/ftp/incoming/r57.php°¢
not found or unable to stat,
referer: http://www.google.com/search?q=allinurl:r57.php&
hl=en&lr=&client=opera&rls=en&hs=22Y&start=20
access.log.2:87.126.xx.17 - - [17/Dec/2006:14:17:38 +0100]
"GET /ftp/incoming/r57.php HTTP/1.1" 200 32295
---- cut var/log/apache2/access.log ---

Obr. 2 Ukazka logu typu apache combined
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4 Nalezené nastroje

Nalezeny skript r57.php (déle jen R57) je velmi péknou ukéazkou prace soucas-
nych hackerti. R57 je jednim z vefejné dostupnjch titoénych PHP skriptt®, které
maji za tkol zjednodusit ovladani napadeného stroje, umoznit prvotni prizkum
napadeného systému a urychlit dalsi rozsifovani sama sebe. R57 je rovnou psan
dvojjazy¢né (anglicky a rusky) a uzivateli umoziiuje (obrazky 3 a 4):

e listovani adresait
e editovani stavajicich a nahravani novych soubortu
e pohodlné vyhledévani soubort pomoci pifeddefinovanych pfikaza find
e prochéazeni databazi Mysql, MS-SQL, PostgreSQL
e ftp a email klient, ldmani ftp hrubou silou
e automatické promazani /tmp
17001 38T LN [piglie | [phpind | [ope | [ ] fomes | [ b | [ el |
1 e e (N PHP wron; AR T8 GTRE: DN MySOL 0N MESTE: OFF Fraigmbi: 08 Dexbe OFF
& raTshell 1.31 Dbz Tnnctions | HOXSE
_Pn':?.l::]fl.ﬂm 1&‘_?: HESE GH :
woninaa t Livwh o8 LA |5 b | R34 D datmp 00 SBIF Tha dun 15 1700804 UITT 20 nd
il 1 -
HISTTPE 1

Feiver | bt B E) {LinnwSLEE}
M ikl | wwran ) ghisd { wes )
g | erviwwwieshi] Mimbian | dresrar

Fanicd commeed: mis_dir

Webil I Lpeily 2% 14,09, 2008 12158 conliy.php e

3763130 —remt——e— 1
AIIETLES rrwr=—r=er=— 1 web1l frponly 10216 14.08. 2006 13:96 szprarchitsclurs.php |
WERATAD —rw-r--r— 1 wehi] Ftponly GnEl 14,00, 2006 12198 sxp-sntonation, php
ATAI4] -ow—F—E— 1 wall [ipoiily LO4ET 14,09, 2006 12158 sxp-omnbsol Ling . pa
[L3YAAL42 =pw=pm=g=— | wakil Fhpenly 10448 14.08, 2006 13:98 sxpesguipnent . php
BFIRAL4T —re-F——r— 1 W] Ftponly 1026 14,00, 2006 13158 szp-it,php
3634 —rw-p—r— 1 wabil  Ilponly 9959 14.09,2006 1219 sxprnonitariog, pe
EE RN TS 1 w=hil Fhgenly Ghed 14 058, 2008 12:98 szpeplanning.php
1 wehi] I tponly 10063 14,00, 3006 13196 ssp-protection ., pha
1 walnl Fiponly 9358 14.09,20086 132158 expsalsty.php -
1 webil Phpenly 104849 23 02 2006 OA:bd szp=riins.php
1 welil  lhponly THGH 14,00, 2006 13598 goal .phE
oy o et walnl [iponily TAEE 1400, 2006 13158 hons—TEHP. php
—ru—pe—re— | wshil Fhgenly AZFE 14,00, 2006 13:98 howe . pigs
rwepeege— 1 welil  thponly HEET 14,00, 2006 12196 imprint.,php
HERLENLERS & S s 1 walnl Fipoily A%l 14,09, 2006 12158 Indes.php
R o A e e | w=hl Pigienly 1604 1408, 2005 12:45 kontakl. phi =
& Work i sife_issde 1
Work dimckey 4 s sbach | lim et | Chatige
= K M 7
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6C99, PHPshell, mambot, . ..
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Obr. 4 Nahled r57shell.php - 2

Navic obsahuje R57 uziteéné funkce v podobé zdrojovych kédi programil
(pro C a Perl) umoziujici:

e pripojit /bin/sh na urceny lokalni TCP socket — bindport

e pripojit /bin/sh na spojeni iniciované zevnitr stroje na zadany cil — back-
connect

e vytvorit TCP tunel skrz napadeny server — datapipe

Tyto utilitky jsou v R57 ulozeny v kédovani Base64, aby se mohly dobie
integrovat do nosného skriptu a jednoduse tak obejit problémy se zavorkovanim
a uvozovkovanim a teoreticky mutze R57 v této podobé nosit i bindrni programy.
V sobé maji implementovano ukryvani svych pravych nazvi prepisovanim pro-
ménné argv/0] a funkce v nosném skriptu umoziuji jejich pohodlnou kompilaci
a spusténi pfimo z webového rozhrani.

Hypoteticky lze vytvorit dalsi skript (za pomoci funkce datapipe), ktery do-
kéze vytocit kryci spojeni pres nékolik uzli v internetu, a navic tyto uzly najit
online pomoci Googlu. Tyto dotazy se Google snazi blokovat.
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Nicméné ani tvirci tohoto Gtoéného skriptu nedaji nic jenom tak. Ve verejné
varianté R57 jsou dalsi dvé pole, ktera obsahuji javascriptovy kéd (téz v Base64),
odmaskované kédy jsou vlozeny pfi zobrazeni v prohlize¢i do stranky a uzivatel
skriptu se tak sdm nahléasi autortim a to pomoci verejného webového pocitadla.
V kone¢ném disledku mohou autofi sledovat jak napadené servery, tak nékteré
uzivatele svého vytvoru.

5 Ziskani superuzivatelskych prav

Pokud je napadeny stroj diilezitou soucasti infrastruktury sité, pripadné obsahu-
je-li citlivd data pro napadenou organizaci, byva zvykem ve vySetfovani dale
pokracovat i po prokadzani pocateéniho napadeni. Divodem je odhad moznych
skod, které utocnik napachal, ¢i odhad dusledkt jeho ¢innosti. Technicky byva
dalsi hledani zaméreno na dikazy o prolomeni uid=root, s jehoZ opravnénim je
atocnik schopen odcizit veskeré dokumenty na stroji ulozené, pokusit se zachytit
uzivatelskd hesla nebo odposlouchévat sifovy provoz na lokdlnim segmentu, ...
Tento postup se v zasadé nelisi od postupu popisovaném v kapitole 3.

Ve zkoumaném systému byla nalezena zadni vratka v podobé nastaveného
hesla pro uzivatele uid=99 (apache), ten nebyl v systému opravnéné a dokazuje
to, ze mél utocnik superuzivatelskd prava. V popisovaném piipadu bylo vsak
puvodné napadnuté uid=33 (www-data), webova sluzba.

Pomoci piikazu ,find / -user www-data‘ byl nalezen adresar, v némz si
atocnik nechal dalsi nastroj:

---- cut ‘ls -lia /sbin/apache‘ ---

total 19

30230 drwxrwxrwx 2 root root 1024 2007-01-14 10:54 .

20098 drwxr-xr-x 3 root root 5120 2007-01-15 16:21 ..

30320 -rw-r--r-- 1 www-data www-data 1362 2007-01-13 18:27 pack.tgz
30313 -rw-r--r-- 1 www-data www-data 1790 2007-01-14 18:25 passwd
30370 -rwsrwxrwx 1 root root 5295 2007-01-14 09:03

s730369 -rw-r--r-- 1 www-data www-data 1460 2007-01-14 18:25 shadow
30374 -rw-r--r-- 1 www-data www-data 722 2007-01-14 10:54 shadow.tgz
---- cut ‘ls -lia‘ ---

Je zde k vidéni suid program /sbin/apache/s. Atribut suid je oznaceni
umoznujici uzivateli vykonat takovy program s docasné jinymi pravy, nez jaka
byla uzivateli pfidélena (viz uid vs. euid). Pomoci strings (vytaZeni tisknutel-
nych Fetézct z bindrniho souboru) je mozné odhadnout jeho Géel. Zkoumany
/sbin/apache/s je velmi kratky a dle ziskaného vypisu slouzi nejpravdépo-
dobnéji ke spusténi jiného programu s pravy roota, viz volani setuid(), setgid()
a system(). Totéz prokédze i zpétny preklad (disassembling). Zbyva zjistit, jak
prislusny program utoc¢nik vyrobil, ¢ili je tfeba najit dikaz, nebo alespor nalézt
néjakou lokalné zneuzitelnou chybu zkoumaného systému. Téch existuje daleko
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vice nez vzdalenych a patrani se v tomto pfipadé zamérilo na ostatni suid pro-
gramy a vyhledani jejich publikovanych chyb:

--—- cut ---
$ find . -type f -perm -04000 -1s

20124 16 -r-sr-xr-x 1 root root 15000 “en 28 2004 ./root/sbin/unix_chkpwd
30370 6 -rwsrwxrwx 1 root root 5295 led 14 09:03 ./root/sbin/apache/s
29829 36 -rwsr-xr-x 1 root root 35512 srp 12 20:05 ./root/bin/login

990617 796 -rwsr-xr-x 1 root root 809836 pro 8 23:29 ./usr/bin/gpg
$ find . -type f -perm -02000 -1s
---- cut ---

Dle vypisu mohlo jit tedy o zneuziti jedné ze dvou chyb v GPG. Instalovany
SW je datovany na 8.12.2006 a o den pozdé&ji vyslo DSA-12317 oznameni o dvou
chybéach, které mohou vést ke spusténi podstréeného kédu pomoci chyby pre-
teCeni zasobniku. Nicméné dikaz o zneuziti této chyby nebyl nalezen a nebyl
nalezen ani publikovany exploit nebo jeho proof-of-concept.

Nakonec vSe prozradil process accounting v podobé databaze programu atop.
Z vypisu je mozné vidét spousténi programu getsuid identitou www-data, pro-
gram do systému nepatii a jeho nizev naznacCuje vytvoreni programu /sbin/
apache/s.

---- ‘atop -r var/log/atop.log‘ ---

12656 www-data www-data 2007/01/08 15:36:59 -- S~0% apache?2
22461 www-data www-data 2007/01/10 18:28:45 - S70% apache2
? www-data www-data 2007/01/13 17:35:25 NE O E 0% <chmod>
? www-data www-data 2007/01/13 17:35:38 NC 11 E 0% <getsuid>
? www-data www-data 2007/01/13 17:35:38 NE 0 E 0% <getsuid>
7?7 www-data www-data 2007/01/13 17:34:06 NE O E 0% <id>
? www-data www-data 2007/01/13 17:34:07 NE O E 0% <1s>
7?7 www-data www-data 2007/01/13 17:34:24 NE O E 0% <1s>
? www-data www-data 2007/01/13 17:34:49 NE O E 0% <1s>

---- ‘atop -r var/log/atop.log‘ ---
Podle jména je pak jednoduché najit hotovy exploit za pomoci vyhledavace:

e http://www.ykzj.org/article.php?articleid=2009
e http://www.securityfocus.com/bid /18874

Tento exploit vyuziva lokalni chybu linuxového jadra v systémovém volani
pretl() (process control). Chyba umozni vytvoreni souboru core® i v adresafi,
ve kterém nemd bézici program pravo zapisu. Exploit tedy vytvori dva procesy,

"Debian Security Advisory - http://www.debian.org/security/2006/dsa-1231

8coredump - obraz procesu po padu urceny ke zjisténi pric¢iny chyby v debugeru
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z nichZ jeden nechd spadnout v adresafi /etc/cron.d tak, aby cron (bézici s roo-
tovskymi pravy) dokdzal interpretovat text v coredumpu. V padajicim programu
je zakompilovan Fetézec:

---- cut getuid.c ---

char *payload="\nSHELL=/bin/sh\nPATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/
usr/sbin:/usr/bin\n

* % % % *  root chown root.root /tmp/s ; chmod 4777 /tmp/s ;
rm -f /etc/cron.d/core\n";

---- cut getuid.c ---

Program /tmp/s byl na forenznim duplikdtu nalezen. Nakonec bylo potieba
pouze prokazat pouZiti tohoto exploitu. To se povedlo nalezenim smazaného
coredumpu (je nalezen blok ve kterém je fetézec obsazen):

--—- cut ---

sklad @ /dukazy/mistik# grep -iab "/etc/cron.d/core" mistik.hdal

29158161:% * * * *  root chown root:root /tmp/s ; chmod 4777 /tmp/s ;
rm -f /etc/cron.d/core

--—- cut ---

Funkénost exploitu byla tsp&sné odzkousena ve virtualnim piskovisti®. V této
chvili bylo prokazano, ze k ziskani superuzivatelskych prav byla zneuzita lokalni
chyba jadra Linux Kernel PRCTL Core Dump Handling Privilege Escalation
Vulnerability [10].

6 Zavér
K tomuto incidentu doslo diky nedostateénému zabezpeceni provozovanych slu-
zeb:

e anonymni pfistup na FTP server s moznosti zapisu do adresafe publiko-
vaného pomoci webové sluzby,

e nezabezpecené PHP,

e webovy server nebézel v oddéleném prostiedi, které by itoénikovi ztézovalo
prunik do systému (jail/chroot),

e neaktualizované jadro operac¢niho systému.

Stroj byl napaden jiz v listopadu roku 2006, tedy minimalné dva mésice pred
odhalenim. V této konfiguraci byl vSak provozovan cca 3 roky, ¢ili pfesné datum
priniku neni mozné ptresné urcit.

Ytestovacim prostiedi VMware
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K odhaleni doslo viceméné ndhodou (provozni problémy stroje podnitily
hlubsi priizkum), také k tomu velmi dopomohl fakt, Ze Gto¢nici po sobé prakticky
nezametali.

Sluzba IDS Snort, kterou v domovské siti provozujeme, pfinesla jeden z prv-
nich praktickych vysledki a bude nadéale rozsifovana, protoze mohla pfinést
varovani o priniku automaticky.

Troufam si tvrdit, ze chybu jadra CVE-2006-2451 obsahuje velké procento
souCasnych produkénich strojti napti¢ celym internetem. Proti této a jinym po-
dobnym chybam jsou jedinou obranou véasné varovani od systémi IDS, spravna
konfigurace a zabezpeceni sluzeb tak, aby nedoslo k tvodnimu napadeni.

Jako poznamku na zavér a zamysleni, bych si dovolil podotknout, Ze vyhle-
déavaci sluzby jsou Savle brousené na mnoho stran. ..
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Michal Svamberg
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Abstrakt

Zddny operacéni systém meni bezpecény. Je pouze otdzkou casu, penéz a pohnutek, kdy
bude prolomen. Nejcastéji jsou napaddny koncové stanice, které maji ¢asto nizkou nebo
Zadnou ochranu. A to stdle navzdory faktu, Ze je dostatek kvalitnich programau, které
umoznugi zabezpeceni na vysoké urovni.

Zabezpeceni koncovych stanic, ale i serveri, se provadi vétSinou az po Gspés-
ném utoku. Nejinak tomu bylo v tomto pfipadé. Se seriéznim zmapovanim do-
stupnych programi a jejich otestovanim se zacalo az s kifizkem po funuse. Déle
se dozvite o moznostech zlepSeni ochrany na linuxovych opera¢nich systémech
a také ziskate nékolik rad, poznatki a zkuSenosti z praxe.

Legislativni opatfeni

Pokud chcete zlepsit zabezpeceni vypocetni techniky, vrhnéte se napred na to
administrativnd. Nafidte, jaké sluzby a kde maji bézet, co je mozné a zaka-
zané mit na pracovnich stanicich. Urcéete osobu, za kterou budou ostatni chodit
v pfipadé, ze budou mit podezieni na néjaké nekalosti.

Nezapomenite udélat osvétu, co mize takova nekalost znamenat. Nejcastéji
Ize zaznamenat problém na vykonu stanice, ktery rapidné poklesne. Uzivatelé
snizeni vykonu zacnou prisuzovat systému a radéji si zvyknou, nez aby nékoho
volali nebo se museli pustit k pfreinstalovani.

Napadeny stroj je samoziejmé nejlepsi preinstalovat. V zaddném jiném pii-
padé neziskate jistotu, ze jste se itocnika zbavili. Je to relativné tvrdé opatfeni,
které by mél bezpecnostni technik vzdy vyzadovat. K obnové systému lze vyuzit
zéalohy, ale pozor na dobfe zazalohovaného ttoc¢nika.

Dodrzovana legislativni opatfeni jsou daleko G¢inéjsi nez opatieni technicka,
jsou vice systémova a ve vysledku potfebuji jen minimalni idrzbu. Bohuzel jejich
zavedni nebyva pfijato s nejvétsim nadsenim.
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Technicka opatreni

Programi, kterymi lze zajistit na linuxovych systémech vyssi bezpecnost nebo
odhalit Gtok je nepreberné mnozstvi. Pfesto jsem se pokusil vybrat ty, které jsou
bézné v distribucich a proto je jednodussi jejich nasazeni.

Vétsinou kazda distribuce mé sviij navod, jak vhodné nastavit systém tak,
aby byl bezpe¢ny. Velmi dobry je nédvod od Debianu[l] a také od Gentoo[2].
K prvnimu sezndmeni je také vhodné reference card z LinuxSecurity[3]. V do-
kumenta¢nim projektu linuxu lze najit sice postarsi dokument o bezpeénosti[4],
presto v ném lze najit lecos pouc¢ného.

Provozovani vétsiny technickych opatieni je velmi ¢asové narocné a tudiz
nékladné. Je tfeba spravné urcit nejzranitelnéjsi ¢asti provozovaného systému
a ty nasledné chranit vhodnymi prostfedky.

Existuje rozdéleni do t¥i skupin, na proaktivni, pasivni a reaktivni ochranu.
Proaktivni ochrana se snazi vyhledat a upozornit na ¢asti systému, které by
mohly byt zneuzity. Pasivni ochrana je senzor, ktery na mozny utok upozorni.
Reaktivni ochrana navic provede néjaka protiopatfeni, nejCastéji prenastaveni
firewallu.

Proaktivni nastroje doporucuji pouzivat, protoze stejny pristup k nim maji
také ttocnici a Casto je zneuzivaji ke hledani slabych mist. Pfi jejich pouziti se
také dozvite mnoho zajimavych véci o svém stroji, které jste mozna ani védét
nechtéli.

Na arovni systému

Zakladnim prvkem zabezpeceného systému je vzdalené logovani a analyza logi.
Pro sbér logi je nejvhodnéjsi syslog-ng[5|, a analyzu zajisti logcheck[6]. Ne-
vyhodou jsou celkem ¢asté emaily (nékolik denné) a také nikdy nekonéici ladéni
pravidel analyzatoru.

Pro process accounting[7], tedy monitorovéni spusténych piikazi a jejich
navratovych hodnot, je potfeba mit podporu v jadre. P¥i odhalovani podezfelych
aktivit se vSak bude hodit. Accounting umoznuje pouze ukladani spusténych
prikazi, nikoliv jejich parametrti. Jednoduchy process accounting bez nutnosti
podpory jadra dokdZe zajistit atop[8], avSak neni zcela spolehlivy.

Velmi doporuc¢ovanou volbou je béh sluzeb v chroot (8), ktery lze spravovat
nastoji jako je makejail[9] nebo jailer[10]. BohuZel chroot je relativné snadno
prolomitelny, pokud k nému neni zapnuta dodate¢na ochrana v jadre.

Modifikace jadra

Modifikaci standardniho linuxového jadra je mozné znacné zvysSeni bezpec¢nosti.
Tyto modifikace zavadéji nespustitelny zasobnik a haldu, oSetfuji chroot a do-
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Casné soubory nebo omezuji pravomoce superuzivatele a zavadéji pristupové se-
znamy, tzv. Access Control List. Pfi zavadéni téchto modifikaci 1ze ocekavat
komplikace, proto je napred vyzkouSejte a seznamte se s nimi.

Nejznamnéjsi a lze Fici i nejobséhlejsi je projekt grsecurity[11], jenz obsahuje
pax (PageExec) pro ochranu pied spustitelnosti zasobniku a zaroveri pouZiva
RBAC (Role-Based Access Control) a dalsi drobné ochrany systému. Mimo jiné
rozsifuje ochranu chrootu, vybranych systémovyjch volani a ochranu adresait
/tmp a /proc.

Projekt LIDS[13] se soustfedi na ochranu souborti a procest, implementaci
ACL a zlepSeni logovacich schopnosti jadra. Vyuzivd modelu Mandatory Access
Control (MAC), ktery pfifazuje objektim a subjektim bezpecnostni atribut. Na
zékladé srovnani atribut pak bude povolen nebo zamitnut pfistup.

SELinux[12] vychézi z omezeni prav uzivatele na nezbytné nutné minimum.
Lze ¥ici, ze implementuje model MAC. Tento projekt mé nyni nejblize k plné
implementaci do jadra a asi nejlepsi podporu v distribucich.

Projekt OpenWall[14] se sousttedi okolo nespustitelného zasobniku a omezeni
pro /proc a /tmp adresdie. RSBAC[15] definuje pravidla a povoleni pro riizné
operace v zavislosti na uzivatelskych rolich.

Asi nejcastéji nasazovanymi projekty jsou grsecurity a SELinux, jejich srov-
nani naleznete v dokumentu[17].

Souborovy systém aneb najdi zménu

Na poli systému detekce pruniki (IDS), je nékolik moznosti jak hledat zmény
v souborovém systému. Vychézi se z toho, Ze ttocnik vzdy zanecha v souboro-
vém systému stopy, proto je vhodné hledat zmény. Na druhou stranu souborovy
systém je docela dynamickd struktura.

Diive velmi zndmy a oblibeny tripwire[19] (po hréatkach s licencemi existuje
i open source varianta) 1ze dnes plné nahradit nastrojem AIDE[20]. Oba néastroje
délaji to samé: vytvori si databazi o souborech v systému a pak pravidelné
porovnavaji systém s databazi. Na zmény vas upozorni emailem.

Vyhodou AIDE je licence a také jednodussi a prehlednéjsi konfigurace na
zékladé regularnich vyrazi. Co do funkcnosti je s Tripwire shodny, v nékterych
parametrech jej prevysuje.

Nevyhodou téchto systému je, Ze vas zdsobuje emaily, kterym je potieba se
vénovat a témér vzdy néco udélat. Dalsim problémem je, kam bezpec¢né ulozit
datab&zi nebo jeji kontrolni soucet, tak aby nemohla byt Gto¢nikem podvrzena.
Je zde také moznost, ze bude podvrzen i nastroj, kterym integritu souborového
systému zjistujeme.
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Pripojeni k siti

Mezi zakladni bezpecnostni opatfeni patii firewall. V linuxovém jadre je im-
plementovan netfilter[18], obecné zndmy spiSe pod jménem iptables. Firewall je
dobra ochrana, avsak nesmi byt pfecenovana.

Mezi nejzndméjsi analyzatory sifového provozu patii Snort[21]. Snort uklada
do databéaze informace o komunikacich, na které mu sedi hledané vzory. Snort se
nehodi prilis pro odhalovani ttoku, ale spise slouzi jako pomocnik k upresnéni
nebo dohledéni jiz diive podezielé ¢innosti.

Nastroj Nessus[22] obsahuje databézi (formou plugint) o moZnjch zranitel-
nostech. Po siti se pokousi zjistit, zda dané testy jsou tspésné ¢i nikoliv. Je to
velmi silny nastroj, ktery vam prozradi véci, které jste ani nevédéli.

Jednoduchym a relativné funkénim opatfenim je zpomalit opakované pokusy,
tzv. atok hrubou silou. Napfiklad omezeni maximalné ¢tyf pokusi za minutu
o prihlaseni k SSH muze vypadat takto:

iptables -I INPUT -p tcp --dport 22 -i ethO -m state --state NEW -m recent --set
iptables -I INPUT -p tcp --dport 22 -i ethO -m state --state NEW -m recent \
--update --seconds 60 --hitcount 4 -j DROP

Je vhodné neignorovat pouzivani wrapperti. Wrappry se konfiguruji soubory
/etc/hosts.allow a /etc/hosts.deny. Zde lze pfipsat zajimavé kédy, které
vam umozni napriklad lepsi monitoring utokd hrubou silou nebo ziskavat infor-
mace o odmitnutych pokusech o pfipojeni[23]:

# /etc/hosts.deny
ALL: ALL: SPAWN ( \
echo -e "\n\
TCP Wrappers\: Connection refused\n\
By\: $(uname -n)\n\
Process\: %d (pid %p)\n\
User\: J%u\n\
Host\: %c\n\
Date\: $(date)\n\
" | /usr/bin/mail -s "Connection to %d blocked" root) &

Drobni pomocnici

Tiger[24] je sada skripti pousténych z cronu, které se snazi monitorovat sys-
tém a hlasit zmény, které mohou vést k bezpecnostnim problémtm. Dokéze hli-
dat skryté soubory, setuid, sitova spojeni, kontrolni soucty softwarovych balikt
a mnoho dalsiho. Jednotlivé distribuce maji nespocet malych néastroji pro za-
jisténi lokalni bezpecnosti, Tiger se snazi tyto nastroje nahradit a jejich vyhody
spojit do jednoho néstroje.
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Program upozorni na problém pouze jednou, ¢imz vyznamné snizuje pocet
emailt. Pokud se problém vyfesil, oznami to opét emailem. Velmi doporucuji
nasadit, dozvite se véci, které jste o svém systému netusili.

Ukézka vypisu tigera (NEW — nové detekované problémy, OLD — vyTeSené):

# Checking listening processes

NEW: --WARN-- [1in003w] The
(TCP on every
NEW: --WARN-- [1in003w] The
(UDP on every
OLD: --WARN-- [1in003w] The
(UDP on every

process ‘portmap‘ is listening on socket 111
interface) is run by daemon.

process ‘portmap‘ is listening on socket 111
interface) is run by daemon.

process ‘vos‘ is listening on socket 33503
interface) is run by xuser.

Néstroj rkhunter[25] si pravidelné stahuje databazi o rootkitech a snazi se
je nalézt v systému. Zaroven provadi testy na nejcastéji zneuzivané bezpec-
nostni problémy. Nalezené problémy opét hlasi emailem. Program lze doporucdit,
je jednoduchy, rozumné konfigurovatelny a upozorni vas na ty nejvétsi problémy.
Ukéazka vypisu rkhunteru:

Scanning for hidden files... [ Warning! ]
Checking for allowed root login... Watch out Root login possible. Possible risk!

Found warnings:

[06:26:50] WARNING, found: /dev/.udev (directory)

[06:26:52] Warning: root login possible. Change for your safety the
¢ PermitRootLogin*

Jako ndhradu za rkhunter lze pouzit chkrootkit[26], je ale méné konfiguro-
vatelny a neudrzuje si sam aktualni databazi rootkit vzora a nedéla tolik prace
jako rkhunter. Je vhodné mit alespon jeden z téchto nastroji nasazeny. Ukazka
vypisu chkrootkit:

/etc/cron.daily/chkrootkit:

The following suspicious files and directories were found:
/usr/lib/iceape/.autoreg

/usr/lib/iceweasel/.autoreg
/usr/lib/epiphany/2.14/extensions/.pyversion
/usr/lib/xulrunner/.autoreg

/1lib/init/rw/.ramfs

Jeden priklad za vSechny

Po zjisténi zdvazného prilomu do jednoho stroje (viz piispévek Kovdiova ko-
byla. . .) jsme se zabyvali zlepsenim bezpec¢nosti. Pfiblizné po mésici pfisel dalsi
utok, na ktery upozornil logcheck, obsahoval celkem 8 896 zaznamii:
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Feb 20 20:18:02 147.228.53.16 cron[17241]: Error: bad minute; while
reading /etc/cron.d/core

O kousek vysSe nad timto vypisem uvidite dalsi podezielé zaznamy:

Feb 20 20:16:52 147.228.53.16 crontab[19467]: (maara) LIST (maara)

Feb 20 20:16:55 147.228.53.16 crontab[16419]: (maara) BEGIN EDIT (maara)

Feb 20 20:16:57 147.228.53.16 crontab[16419]: (maara) END EDIT (maara)

Feb 20 20:16:58 147.228.53.16 crontab[216]: (maara) LIST (maara)

Feb 20 20:17:05 147.228.53.16 kernel: grsec: From 77.48.19.29: signal 11 sent to
/home/maara/expl [expl:18408] uid/euid:23190/23190 gid/egid:100/100,

parent /home/maara/expl[expl:21600]

uid/euid:23190/23190 gid/egid:100/100 by /home/maara/expl[expl:21600]
uid/euid:23190/23190 gid/egid:100/100,

parent /bin/tcshltcsh:17331] uid/euid:23190/23190 gid/egid:100/100

Ty mohly byt zptsobeny regulérni ¢innosti, pfesto se vyplati na uzivatele
maara si trochu posvitit. A samoziejmé nas to nuti podivat se do kompletniho
logu. Ovsem nikoliv na lokalni stroj, ale na vzdaleny logovaci serveru. Utoénikovi
se podafilo inkriminovanou ¢ast z lokalniho logu odstranit. V kern.log si lze
najit jiz zndmy zaznam z checklogu:

kern.log:Feb 20 20:11:36 147.228.53.16 kernel: PAX: bytes at
PC: e8 00 00 00 00 b8 17 00 00 00 31 db cd 80 58 bb 3d 00 00 00
kern.log:Feb 20 20:11:36 147.228.53.16 kernel: PAX: bytes at
SP-4: 00000000 00000003 bffffead bffffeb4 bffffebb bffffec2 bffffec9 00000000
00000000 2e000000 7078652f
2£f2e006c 6c707865 652f2e00 006c7078 6£72702f 3231263 2f393132 6976665
006e6£72 00000000
kern.log:Feb 20 20:17:05 147.228.53.16 kernel: grsec: From 77.48.19.29: signal 11
sent to /home/maara/expl[expl:18408] uid/euid:23190/23190 gid/egid:100/100,
parent /home/maara/expl[expl:21600]
uid/euid:23190/23190 gid/egid:100/100 by /home/maara/expl[expl:21600]
uid/euid:23190/23190 gid/egid:100/100,
parent /bin/tcshltcsh:17331] uid/euid:23190/23190 gid/egid:100/100

V logu syslog najdeme jesté podezielejsi a zajimavéjsi radky, a hlavné piikaz,
ktery cron zavolal:

syslog:Feb 20 20:18:02 147.228.53.16 cron[17241]: Error: bad minute;
while reading /etc/cron.d/core
syslog:Feb 20 20:18:02 147.228.53.16 cron[17241]: Error: bad time specifier;
while reading /etc/cron.d/core
syslog:Feb 20 20:18:02 147.228.53.16 /USR/SBIN/CRON[21977]: (root) CMD
(cp /bin/sh /tmp/sh; chown root /tmp/sh; chmod 4755 /tmp/sh;
rm -f /etc/cron.d/core)

Utvrdit se o identité Gto¢nika miZeme pfes accounting prikazem lastcomm (&ist
od spodu):
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expl F DX maara 77 0.00 secs Tue Feb 20 20:17
cron F root 7 0.00 secs Tue Feb 20 20:17
crontab maara stderr 0.00 secs Tue Feb 20 20:16
1s maara stderr 0.00 secs Tue Feb 20 20:16
gcc maara stderr 0.00 secs Tue Feb 20 20:16
collect2 maara stderr 0.02 secs Tue Feb 20 20:16
1d maara stderr 0.03 secs Tue Feb 20 20:16
as maara stderr 0.00 secs Tue Feb 20 20:16
ccl maara stderr 0.05 secs Tue Feb 20 20:16
wget maara stderr 0.01 secs Tue Feb 20 20:16

Priznaky u spusténého piikazu expl jsou:

D — program byl ukoncen a vygeneroval core dump soubor
X - program byl ukoncen signidlem SIGTERM

F — program spustén forkem bez pouziti funkce exec ().

Poslednim krokem bylo pozvani si uzivatele na koberecek, kde se bez protestt
priznal.

Reakce na tento utok byla do dvou hodin (prodleva logchecku a éteni emailu).
Priblizné dalsi dvé hodiny trvalo dohledani dikaz ve dvou lidech, nasledné byl
stroj odstaven a preinstalovan. Zde mél uto¢nik vyznamné zjednodusenou praci,
protoze jiz na stroji vlastnil lokalni ucet. V logovych souborech bylo mozné
dohledat jiné netispésné pokusy o utok, kterym zabranil grsecurity, bohuzel na
chybu v jadre byl kratky.

Zavér

Tento prispévek si nedaval za cil dokonale zabezpeceni stroje, ale poukazat na
zajimavé a moznd i neznamé programy. Tyto programy mohou jisté zlepsit za-
bezpeceni vasich pocitac¢t, avsak pred potencionalnim ttocnikem je potfeba se
mit stale na pozoru.
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