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@pitulace

pamcti, ktery

kti jednoho typu 0000

( text
» PreteCeni/overflow — kdyz dojde
k zapisu/Cteni mimo meze data
heap

* RozlozZeni dat procesu (VA)

* (Execution|Control|Function|Run-time)
Stack — informace o pritbéhu procesu stack

FFFF




0000
o1nery (FP, SEH, this)
e lokalni proménné lokaIni promenné
* proménné prostredi  frame pointer
____________________________ RET
— . , parametry
* Volani fce: prolog > télo > epilog
e Von Neumann — S
adresni prostor sdili kod 1 data ey

FEEE [ eV




teceeeeeeeeeceeeeeee

0000
,Str) ;
}
buffer[32]
void main( int argc, L ——
char *argv[] ) = |[]. frame pointer
{ RET
function(argvi(1l]}), |V
} str = argv[1]
win32cmdEx[]="\x8B\XEC\x33\xFF
\x57\xC6\x45\xFC\x63\xC6\x45\x
FD\x6D\xC6\x45\xFE\x64\xC6\x45 .......argv
\xF8\x01\x8D\x45\xFC\x50\xB8\x FEFE
C7\x93\xBF\x77\xFF\xD0O<FP><ADD

R>";



(‘/bin/sh’);

lind, whatever, ...
* t absolutni adresy (PIC)
* sobéstacny

* nem¢l by obsahovat znaky 0x0 (NULL)

* co nejkratsi

'Qhoo

e alfanumericky, tisknutelny

* shellcodisation — shellforge, WiShMaster

-8

2000



ellkod - alnum

(void) {

r buf[] = "Hello world'\n";
write(l, buf, sizeof (buf));
exit (0) ;

}

hAAAAXSAAAAHPPPPPPPPah0B20XSTc80Ph0504X5GZBXPh445A

XS5XXZaPhADOOXSwxxUPTYII19hA000XSsOKKPTYII19h0000X5¢Di3
PTY19119119119h0000X50000Ph0AOAXS0yuRPTY19119119119h0000X
Sw100PTYIII19h0A00XS3sOKPTYI19h0000X50cDiPTYI19119hA000X
SRI100PTYIII19h00A0XS00yuPTYI19119h0000XS0w40PTYII19119h06
00XS5u800PTYIII19h0046XS3By9PTY19119119h0000X50ViuP, 9Ll

9h0000XSLCOOPTYIII19h0060X5u79xPTY19119119119h0000 KFP

TY19119h2005X59DLZPTYI19h0000X500FuPTYI19119h0010X5DLZ0
PTYII19h0006XS0Fu9PTY19119119119h0000XSLWOOPTYIII19h0D20

XSLx9DPTY19h0000X5000kPhAOA0XSecVOPTYI19119h0BOAXSFXL

RPTY19h5550X52.22¢PTY119ya




1 Xti > adresa
i > adresa
sobnik (RET, FP, SEH, ENV, args)
* ... nejsou vSechny stroje stejné ...

* NOP sledge

« ENV

e registrovy skok jmp %oreg

'Qhoo
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* return into lib(c) :

e return 1nto text segment



utecnosti ...

chybu v unixovém démonu finger (1988)
yba v Microsoft's SQL serveru (2003)
* Blaster chyba v Microsoft DCOM (2003)
* Witty worm — chyba ve firewallu Internet Security Systems (2004)
e Conficker A —chyba v RPC (MS08-067; 2008)

Qhoo

2000

* 2009 — 171 CVE buffer overflow S
.... ato je teprv kvéten. «e




pii prekladu (gcc FORTIFY SOURCE)
* kontrola za béhu (bounds checking)

* bezpecne jazyky (Java, Python, Ruby, .¢) uf ut

' fq.o

2000




i: Firefox2, Java, Xserver, Lisp, ...)

* Softwarovée verze se daji vypnout ;(

Q.O.

 Windows — XP SP2 Optin; 2003,2008 OptOut

i 2000
na 64b DEP nejde vypnout, ale iexplore.exe je porad 2b




X/WAX/ExecShield

odu pro spusténi

oCit na system() 0000
text
 Negral: The advanced return-into-lib(c) exploits data
* x86 64 — argumenty v registrech heap
> ret code chunking
pop %rdi; ret 1 _
Stack
FFFF




* Program s tim musi pocitat (PIE) !!!

* pluginy browseru ...

pa (12)

pa (12)

"Qhoo

2000




emocnhe
roce 2009 ?

relokovan text programu

* Linux x86 64 — 28 bitu se zda hodn¢ o
* Chyby v implementaci, az 2 minuty na : jeo°
do-magic-here pomoci fork (), usleep () o0
execve () [Fritsch 2009]




a rand, prepisuje offset

* MacOS — pouze knihovny, navic bez linkeru < malo

e Windows — halda v rozmezi 2MB < malo




raying — LOL

e 0 000%ud58b. . . ") ;
W) ;
g 2 0o0") ;

e t— Dblock;

for (;i<1000;i++) memory[i] += (block + nops + shellcode) ;

document ..write ("<iframe src=\"iframe.html\">");

</script>
</html>
o
[ ]
5 _NN
<!--— iframe.html 3_guu 20066
<XML ID=I><X><C><![CDATA][
<image &
SRC=http://&#3084;&#3084; .xxxxx.org Y
o
> - P '

11></C></X></XML> RRREREE |



0000
v prologu vlozit

* v epilogu zkontrolovat

* Ruzne typy:
e staticky < slaby
* xorovany s RET

* Terminator
NULL(0x00), CR (0x0d), LF (0x0a), EOF (0xff)

FFFF

1ec kanarek

uard (1997)




071t jilnam 0000

* v epilogu vratit/zkontrolovat i

FFFF




>= char a[4]

* Puvodné nechranil frame pointer
|Richarte]
muzeme pripravit faleSny stack

 Stale vSak nechrani
lokalni proméne¢

0000

FFFF

1l spasitel ..

Poor man's randomization

stejn€ pouze pro nckteré funkce

==



Prépis lokalnich proménnych

/* sgl.c *
* specially crafted to feed your brain by
* gera@corest.com */

0000
. buf
int func(char *msg) { )
char buf[80]; :
strcpy (buf,msqg) ; P
// 3just to give func() "some" sense kanarek
// toupper (buf) ; frame pointer
} strcpy (msg,buf) ; RET

parametry

int main(int argv, char** argc) {
func (argc[1l]) ;
}

argv
env

FFFF seh




age Table)

Offset Table)
napf. printf, openlog, exit)

0000

* SEH (Structured Exception Handler)
(SateSEH; nutna podpora!)

e Predlohu kanarka

* Cokoliv jin¢ho ...
FFFF

rane misto




bffery

* Pouzivat pro praci ve funkci
kop1i parametru
» Stale je mozn¢ prepisovat:
* Jin¢ proménné
« SEH

0000

1mistit zneuzivané
 nejblize ke kanarkovi

* Ne pointerové a bufferové argumenty

e vtable

FFFF

‘proménnych

kopie parametru

m——
eI



haldée

,,,,,,,,,, )

ink, blink) na haldg



e Hagena

Obchvat
Jednoduchy
Mozny
Kanarc Pfijde na to ...
NX + ASLR Mozny
NX + kanarci Prijde na to .. .
ASLR + kanarc Tezky .

NX + ASLR + kanarci Tezky



entuji veétSinu ochran

e Standardni Linux nema NX ??

* Sledujte milwOrm



Honzo ?

A co na to Jan Tleskac?
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... ptivodne mél byt konec.
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Bonus ;)
auticko demo
redbull karambol
soxlgkW 128635
ENTERPRISE1701 civeivelv
anakonda esgemege
bodloch?2 zed
mo.wMSGtWGDnU Kp63dkDK
mj7353 cz16834307788770
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