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Where we are today

3 Realities of the transition today

Most customers are unprepared to make the
leap; a huge education gap

There Is no parity between IPv4 and IPv6

Transition Preparedness is key, starting with
education

2 Major concerns, at the moment

Haphazard deployments

Evolving (changing) requirements and
development “must haves”

1 Truth
IPV6 IS going to happen




What do we see from our customers”?

- SP and Content providers worldwide are moving
Pilot projects in 2010 or 2011

Production networks in 2011 or 2012

- Governments and Public Sector

* Regulations Guide Purchasing
* Pilot projects

- Enterprises ... still vastly unaware of IPv6



IPv6 deployment — what involved parties say:

Manufacturers: Are IPv6 ready
to a large extent but lacks for
much CPE

ISPs: Our backbones OK, poor

demand, costs

DNS op.: can handle IPv6
addresses, weak IPv6 transport
— too few requests

Content providers: No

consumers, have enough IP-
addresses, no knowledge, costs

Consumers/end users: are
unaware, dont’care
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IPv6 Deployment plan

IPv4 Free Pool

Size of the Internet

IPv6 Deployment

Time

Dual Stack Transition
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IPv6 Deployment reality

IPv4 Free Pool

Today

Size of the Internet

IPv6 Deployment

Time




IPV6 deployment is too slow

WHY?

© 2010 Cisco and/or its affiliates. All rights reserved Cisco Confidential



|IPv6 deployment is too slow

- Little business justification for IPv6
* Almost no IPv6 content
* No killer app or user demand

- IPv6 still perceived as being “experimental”
 Limited number of ISPs offer IPv6 connectivity

- There are also some myths

- General wait and see attitude

“Drivers for IPv6 won't emerge until lack of IPv4 starts to
hurt”



Myth: We'll Never Run Out of IP Addresses




Reality: IPv4 is running out...

- The exhaustion of IPv4 addresses was postponed... but not
prevented.

- [ANA run out of /8s in february 3rd, 2011
RIRs run out of IPv4 blocks in 2012

- More than 1.6 billion devices worldwide were used to access
the Internet in 2009, including PCs, mobile phones, and online
videogame consoles.

- By 2013, the total number of devices accessing the Internet
will increase to more than 2.7 billion.

- There will be more Internet hosts than IPv4 addresses well
before the end of this decade



Reality: Growth of Connected Devices

In 2013....There Will Be

50 BILLION

Devices Connected to the Network,

up from 35 B|LL|ON in 2010

This includes everything from RFID tags attached to shipping
containers to traffic control systems and wireless sensors now
being deployed as we build out SmartGrids.

Source: Forrester, Cisco IBSG



Myth: IPV6G is a Problem for My Provider

Awareness of IPv4 run-out largely confined to ISPs




Reality: Every Customer Will Need an IPv6
Transition Strategy

™~

N\
Service Providers are Translation (NAT) Translation services
valuable partners for an services provide an are not a permanent
orderly IPv6 transition option to start the IPv6 alternative
transition

As the Internet Grows, Translation Becomes Expensive
Both in Terms of Lost Visibility / Reach, and Fiscal Impact



Myth: | Can Run My Business on |IPv4
and rely on NAT




NAT impact
Multiple connection applications

- Google Maps opens ~ 70 parallel connections

- ITunes store has been shown to open as many as 300 parallel
connections

- New apps that have not emerged yet ???

- IPv4/nat multiplexes multiple users through the port range, so 64k
divided by 300 parallel connections results in ~200 customers per
ISP based nat address (assuming each customer is only allowed to
run one simultaneous instance of iTunes or similar apps).

- Services generally don’t allow connections from the same host to
span multiple public side addresses, so use of more ports on
another address will cause the application to fail.



NAT impact
Multiple connection applications
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NAT impact
Multiple connection applications

Max 10 NAT Connections
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Some other reasons why organizations
don’t consider having an IPv6

Don't see business need

l'i-._.--i""‘
Haven't gotten around to it
Our infrastructure doesn't support it
ISP doesn't support IPv6
Cannot afford risk of transition
w2010
Cannot afford expense W 2009

Communications service provider doesn't support...
Lack of available config mgt tools
Cannot meet the requirements

Other

0% 10% 20% 30%: 40%: 50%: a0 T0% 80%



Ceska republika a
implementace IPv6
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IPv6 a statni sprava CR

1. Dle usneseni vlady Ceské republiky &islo 727 musi
ministfi zajistit zpfistupnéni sluzeb/portalu na IPv6 jiz
do konce roku 2010 a vsSechny obnovované aktivni
prvky musi jiz nyni umet IPv6 !!!

Vlada:
e , , VLADA CESKE REPUBLIKY
[l. uklada ministrum a vedoucim ostatnich |

ustfednich organu statni spravy zajistit %y-‘

1. od 30. ¢ervna 2009 pfi pravidelné
obnové sitovych prvku jejich )
kompatibilitu s internetovym USNESENI

protokolem verze 6 (IPv6), VLADY CESKE REPUBLIKY

. . ze dne 8. ¢ervna 2009 &. 727
1. do 31. prosince 2010 pfistup k

internetovym strankam a veFejné ke Zpravé o piechodu na internetovy protokol verze 6 (IPv6)
dostupnym sluzbam eGovernmentu
internetovym protokolem verze 4
(IPv4) i internetovym protokolem
verze 6 (IPv6),
B HEE BN 4 §aaaaas


http://kormoran.vlada.cz/usneseni/usneseni_webtest.nsf/web/cs?Open&2009&06-08

Plnéni vladniho usneseni

* Pruzkum pInéni usneseni sleduje Ministerstvo prumyslu a
obchodu

- PoZadavek na kompatibilitu obnovovanych kom. prvku s IPv6
splnilo 100% ustfednich organu statni spravy

- Pozadavek na pfistup k internetovym strankam a verejné
dostupnym sluzbam eGovernmentu pres IPv6 splnilo cca 40%
ustfednich organu statni spravy:

- Ufad vlady

- MF

- MD

- MPSV

- MPO

- MZV

* Infrastruktura datovych schranek



Implementace |IPv6 v sitich statni spravy

- Presence |IPv6 pouze na Internetu

- Vyuziti ruznych metod implementace

Dual-stack infrastruktura
NAT-PT
IPv6-to-IPv4 Transport Relay Translator



IPv6 a podnikova sféra CR
,Cekani na Godota“

- Podnikova sféra v CR rozhodné neni hnacim
motorem pro nasazeni IPv6

- Nekdy vyzadovana podpora IPv6 pri obnove
komunikacni infrastruktury

- Zatim vycCkavani zda se to ,rozjede”



Evropska unie a
implementace IPv6
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IPv6 and Europe Union

- IPv6 Action plan “Advancing the Internet” launched in 2008

- IPv6 to become widely implemented in Europe by 2010, at
least 25% of users should be able to connect to the IPv6
Internet and to access their most important content via IPv6

- Actions:

« work with Member States to enable IPv6 on public sector websites and
eGovernment services

* encourage Member States to prepare for IPv6 within their own
networks

 encourages ISPs to provide full IPv6 connectivity to their customers

» disseminate best practices and will work with vendors to provide full
IPv6 functionality

* support the inclusion of IPv6 technology knowledge in relevant
retraining curricula and in computer and network engineering courses
of universities



IPv6 and EU

IPv6 deployment per EU member state
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IPv6 and EU

Number of websites of ALEXA top 500 per country reachable on IPv6

total of 13500 websites analyzed

IPv6 deploymentin Europe (% IPvE websites)
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H 156 Nowember 2010
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IPv6 and EU - Conclusion

- IPv6 deployment in EU countries has not significantly
Improved over the last years.

- Some pilot IPv6 projects
Dol Nation wide MPLS network in Germany is based on dual-stack

- |[PV6 Initiatives in some EU countries

- The fraction of users capable of accessing the Internet over
IPv6 has grown less than a percent (2009-2010).

‘The target set by the European Commission to have 25
percent of the European citizens capable of accessing the
IPVv6 internet is not met.

- EU regularly monitors IPv6 deployment in EU countries
. I | DN DO B



Co dal?
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ISPs and IPv6 preparedness in EU region
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More organization have/considers having
an IPv6 allocation and/or assignment
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Main motivations to consider having IPv6
allocation/assignment

Want to be "ahead of the game”

Make sure IPv6 is supported in our
products

Want to benefit from advantages asap _
- E'—"'"-.| W 2010
. —

Availability of IPv4 address space MW 2009

Customer demand

Other

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
S 'Im == EETTEESTT O FamaaEsESTTT0n



What are likely to be the biggest hurdle(s)
when deploying IPv6

Costs (required financial investment/time of staff)

Those who implement
implement

)

Availability of (knowledgeable) staff

Business case
Vendor support
Information security

Other

2010

Costs W 2003

Availability of (knowledgeable) staff

Those who are not

Business case
ready to go for IPv6

Vendor support

Information security

Other

0% 10% 205 0% 40%% 50% e0% 7%



Where are the Vendors”?

- Routers and switches have had IPv6 hardware and software
for many years

- IPv6 comes license-free with IPv4
- Still some feature discrepancies between IPv4 and IPv6

- New transition mechanisms begin to ship
* 6rd
- DS-lite
- NAT64

-Low-cost CPE are still a ‘rare species’



IPv6 and Cisco

IPv6 IOS support since 2001

Many Cisco products are IPv6 capable today or can be
upgraded to become IPv6 capable

Completed IPv6 Ready Logo and DoD certification on
19xx, 29xx, 39xX, 72xX, 76XxX; campus switching 65xx,
45xx wit the 3560/3750-E In process....

Published transition architectures
Customer IPv6 assessment capabilities and status tool

Strong IPv6 services practice



John Chambers on Cisco’s IPv6 Strategy

From Google’s 2010 IPv6 Developer’'s Conference

“...If we don’t overcome the challenges of
IPv4 (...) we will slow down the growth of the
Internet and loose momentum as an industry "

"IPv6 is important to all of us (...) to everyone
nChambers ive Officer
z’:ﬁi‘rma anc i Exec around the world. It is crucial to our ablllty to
= .... __ tietogether everyone and every device."

"At Cisco we are commited architecturally to IPv6 across the board: All of
our devices, all of our applications and all of our services" .
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WWW.IPV6.cisco.com — 2001:420:80:1::5
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http://www.cisco.com/

Conclusion

IPv6 will rule the Internet ...
but

we have to brake the chicken and egg problem (no offer
because of no request/ no request because of no offer )

IPv6 content is a clue
- Governments may help and start to offer their content via IPv6

IPv4 & IPVv6 will coexist for the foreseeable future
* No D-Day / Flag Day.

Need to raise awareness, educate, and encourage IPv6
adoption

IT Departments of public and enterprise customers must
Include IPv6 as a core element of their IT strategy



June 8 2011 — 00h00-23h59 (UTC)
24-hr IPv6 “Test Flight”

IPv6 access on website’s “front door”
(DNS AAAA Record on www.company.com)

Note: This is not about turning off IPv4!

Coordinated by: "gternes J\E‘?’Q

http://isoc.or /worldipveda:

World IPv6 Day:
Jumping In Together


http://isoc.org/wp/worldipv6day
http://blogs.cisco.com/news/world-ipv6-day-working-together-towards-a-new-internet-protocol/

Resources

IPv6 on Cisco.com

http://www.cisco.com/go/ipv6
IPV6 in EU
http://www.ipvémonitoring.eu/

SROTTR
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R we are the human network. ‘¢isco.



