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Cile IPsec

@ Zabezpeceni IP vrstvy (IP security — IPsec)
@ Autentizace stroju a uzivatell

@ Integrita prenasenych dat

@ Utajeni pfenasenych dat

@ Odolnost proti utokiim

@ Transparentnost, otevienost
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Predmeétem prednasky jsou...

@ Praktické ukazky (funguje to!)
@ Vybrané pripady uziti

@ Priklady konfigurace

@ Datové toky na siti
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Predmétem prednasky naopak neni...

@ Kryptografie

@ Bezpecnost protokoll
@ Efektivita protokolu

@ Srovnani s alternativami

Pavel Simerda ot IPsec na Linuxu



IPsec — Sada standardu

@ |Psec je ekosystém, stavebnice
@ Jednotlivé standardy se vyvijeji a nahrazuji
@ Je vtom zmatek!

Pavel Simerda ot IPsec na Linuxu



IPsec — Co nas bude zajimat

@ Bezpecnostni asociace

@ Bezpecnostni politiky

@ ESP - protokol pro Sifrovanou komunikaci
@ Transportni a tunelova varianta

@ ISAKMP/IKE/IKEv2 — protokoly pro sestaveni
bezpecnostnich asociaci

@ IPv4 NAT-T — mechanismus pro prekonavani IP maskarady
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Ochutnavka:
Manualni konfigurace Sifrovaného
kanalu
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Ukol: Sifrovany kanal

Test jednosmérného zabezpeceného kanalu z uzlu
a.example.net do uzlu b.example.net.

@ Bezpecnostni politika

@ Bezpecnostni asociace

@ Transportni varianta protokolu ESP
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Transportni varianta ESP

@ Poradi hlavi¢ek: IPv4/IPv6—ESP—ICMP/UDP/TCP
@ ESP zajistuje autenticitu, integritu i utajeni
@ Neni Sifrovana zdrojova ani cilova IP adresa
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Priprava

ip address add 2001:db8::a/64 dev ethO
ip address add 198.51.100.1/24 dev ethO

| \

b.example.net

ip address add 2001:db8::b/64 dev ethO
ip address add 198.51.100.2/24 dev ethO

A\

Varovani (zruseného) ministerstva informatiky:
Nastaveni neplatnych IPv6 adres vam zpusobi nedostupnost
nékterych internetovych sluzeb.
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Re&eni (iproute)
a.example.net, b.example.net

ip xfrm state add \
src 2001:db8::a dst 2001:db8::b proto esp spi 1 \
enc 'cbc(aes)’ 0x3ed0af408cf5dcbf5d5d9%9a5fa806b224

a.example.net

ip xfrm policy add dir out \
src 2001:db8::a dst 2001:db8::b \
tmpl proto esp

b.example.net

ip xfrm policy add dir in \
src 2001:db8::a dst 2001:db8::b \
tmpl proto esp
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eseni (ipsec-tools)

J0<
|| cn<

a.example.net, b.example.net

#!/sbin/setkey -f
add 2001:db8::a 2001:db8::b esp O0x1
—-E rijndael-cbc 0x3ed0af408cf5dcbf5d5d%ab5fa806b224;

a.example.net

#!/sbin/setkey —-f
spdadd 2001:db8::a 2001:db8::b any
-P out ipsec esp/transport//require;

b.example.net

#!/sbin/setkey -f
spdadd 2001:db8::a 2001:db8::b any
-P in ipsec esp/transport//require;
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BezpecCnostni asociace (a.example.net)

# ip xfrm state show src 2001:db8::a dst 2001:db8::b
src 2001:db8::a dst 2001:db8::b
proto esp spi 0x00000000 regid 0 mode transport
replay-window 0
enc cbc (aes) 0x3ed0af408cf5dcbf5d5d%9a5fa806b224
sel src ::/0 dst ::/0

BezpecCnostni asociace (a.example.net)

# ip xfrm policy show src 2001:db8::a dst 2001:db8::b
src 2001:db8::a/128 dst 2001:db8::b/128
dir out priority 0 ptype main
tmpl src :: dst ::
proto esp regid 0 mode transport
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Tcpdump a ICMP ping

a.example.net

# ping6 2001:db8::b

PING 2001:db8:: :b) 56 data bytes

64 bytes from 8 8 icmp_seqg=1 ttl=255 time=0.630 ms
64 bytes from 2001:db8::b: icmp_seg=2 ttl=255 time=0.504 ms
64 bytes from 2001:db8::b: icmp_seqg=3 ttl=255 time=0.541 ms

# tcpdump —-i ethO -n esp or icmp6

IP6 > 2001:db8: ESP (spi=0x00000001, seq=0x1), length 104
IP6 > 2001:db8: ICMP6, echo reply, seq 1, length 64
IP6 2001:db8::a > 2001:db8::b: ESP (spi=0x00000001, seq=0x2), length 104
IP6 2001:db8::b > 2001:db8::a: ICMP6, echo reply, seq 2, length 64
IP6 2001:db8::a > 2001:db8::b: ESP (spi=0x00000001, seq=0x3), length 104
IP6 2001:db8::b > 2001:db8::a: ICMP6, echo reply, seq 3, length 64




Uklid

a.example.net, b.example.net

ip xfrm policy flush
ip xfrm state flush
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Domlouvani klicu:
ISAKMP, IKE, IKEv2
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Ukol: Automaticky Sifrovany kanal

@ Protokol pro domlouvani klict

@ Démon, ktery se o domlouvani stara

@ Autentizace koncovych bodl

@ Konfigurace transportnich kanall

@ Navazovani asociaci podle potieby (on demand)
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Protokoly pro domlouvani symetrickych klicu

@ ISAKMP — domlouvani bezpecnostnich asociaci
@ IKE — autentizace a vymeéna klicu
@ IKEv2 — nahrada za ISAKMP/IKE a nékteré dalsi protokoly
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Software pro domlouvani symetrickych klicu

@ Racoon (pouze IKEv1, slozita konfigurace)
@ Racoon2 (spiSe experimentalni, neni v distribucich)
@ Openswan (nedostatek dokumentace)

vvvvvv

distribucich))
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Priprava RSA klict (Openswan)

a.example.net, b.example.net

certutil -N —-d /etc/ipsec.d
ipsec newhostkey \
——configdir /etc/ipsec.d \
—-—output /etc/ipsec.secrets
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Zjisténi verejnych klicu (Openswan)

a.example.net

# ipsec showhostkey —--left

ipsec showhostkey nss directory showhostkey: /etc/ipsec.d
# rsakey AQOLlEFgL5
leftrsasigkey=0sAQO01lEFgL50dxu8P. . .7DvKohvAwd

| A

b.example.net

# ipsec showhostkey —--right

ipsec showhostkey nss directory showhostkey: /etc/ipsec.d
# rsakey AQPGT6JIY
rightrsasigkey=0sAQPGT6JIYPOolbc...wZfx7bBGER

N
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Konfigurace IKEv2 (Openswan)

/etc/ipsec.conf — a.example.net, b.example.net

include /etc/ipsec.d/x.conf

/etc/ipsec.d/test.conf — a.example.net, b.example.net

conn test
type=transport
left=2001:db8::a
leftid=Qa.example.com
leftrsasigkey=0sAQO01EFgL50dxu8P. . .7DvKohvAwd
right=2001:db8: :b
rightid=@b.example.com
rightrsasigkey=0sAQPGT6JIYPOolbc...wZfx7bBGER
ikev2=yes
auto=add
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Kontrola politik a asociaci

a.example.net

# ip xfrm policy show src 2001:db8::a/128 dst 2001:db8::b/128
src 2001:db8::a/128 dst 2001:db8::b/128

dir out priority 17536 ptype main

tmpl src :: dst :

proto esp reqld 0 mode transport

# ip xfrm policy show src 2001:db8::b/128 dst 2001:db8::a/128
# ip xfrm state show src 2001:db8::a/128 dst 2001:db8::b/128
# ip xfrm state show src 2001:db8::b/128 dst 2001:db8::a/128




Tcpdump a ICMP ping

a.example.net

# ping6 2001:db8::b

PING 2001:db8::b(2001:db8::b) 56 data bytes

64 bytes from 2001:db8:: icmp_seg=2 ttl=255 time=0.630 ms
64 bytes from 2001:db8: icmp_seg=3 ttl=255 time=0.504 ms
64 bytes from 2001:db8: icmp_seg=4 ttl=255 time=0.541 ms

example.net

IP6 2001:db8::a.isakmp 2001:db8::b.isakmp: isakmp: parent_sa ikev2_init

> b [1]
IP6 .isakmp > 2001:db8::a.isakmp: isakmp: parent_sa ikev2_init[R]
IP6 .isakmp > 2001:db8::b.isakmp: isakmp: child_sa ikev2_auth[I]
IP6 .isakmp > 2001:db8::a.isakmp: isakmp: child_sa ikev2_auth[R]
IP6 > 2001: ESP (spi=0xefedc53b, seq=0x1), length 116
IP6 > 2001: ESP (spi=0x5de08dc4, seq=0x1), length 116
IP6 > 2001: ESP (spi=0xefedc53b, seq=0x2), length 116
IP6 > 2001: ESP (spi=0x5de08dc4, seq=0x2), length 116
IP6 g > 2001: g ESP (spi=0Oxefedc53b, seq=0x3), length 116
IP6 2001:db8::b > 2001:db8::a: ESP(spi=0x5de08dc4,seq=0x3), length 116




Kontrola politik a asociaci (po pingu)

example.n

# ip xfrm policy show src 2001:db8::a/128 dst 2001:db8::b/128
src 2001:db8::a/128 dst 2001:db8::b/128
dir out priority 17536 ptype main
tmpl src :: dst ::
proto esp reqid 16385 mode transport
# ip xfrm policy show src 2001:db8::b/128 dst 2001:db8::a/128
src 2001:db8::b/128 dst 2001:db8::a/128
dir in priority 17536 ptype main
tmpl src :: dst
proto esp reqgid 16385 mode transport
# ip xfrm state show src 2001:db8::a/128 dst 2001:db8::b/128
src 2001:db8::a dst 2001:db8::b
proto esp spi 0x2e8e7150 reqid 16385 mode transport
replay-window 32
auth-trunc hmac (shal) 0x6813f555accc4e063e1285baa8d4817e0d2ef862 96
enc cbc(aes) 0x877b4db55643cd084bbdl9alba7aee’c
sel src ::/0 dst ::/0
# ip xfrm state show src 2001:db8::b/128 dst 2001:db8::a/128
src 2001:db8::b dst 2001:db8
proto esp spi 0xd04eb885 reqid 16385 mode transport
replay-window 32
auth-trunc hmac(shal) 0x0c63e8f1248773783fe01b35bf73e806622da48b 96
enc cbc(aes) 0xadl08620f282b968ead3b059fc39122d
sel src ::/0 dst ::/0




Na cestach: Road warrior

Pavel Simerda pat , IPsec na Linuxu



Ukol: Road warrior

@ Brana (a.example.net) nezna adresu pripojovaného
(b.example.net)

@ Adresa pfipojovaného stroje je dynamicka
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Openswan 2.6.33-1.fc15.x86_64

@ Nefunguje IPv6 (,Address family not supported by
protocol*)

@ Nefunguje IKEv2 (bez odpovédi)
@ |IKE démo si sam vybira IPv4 adresu na rozhrani
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Reseni pro IPv4/IKEv1 (Openswan)

Gateway (a.example.net)

conn test
left=198.51.100.1
right=%any

ikev2=no
auto=add
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Reseni pro IPv4/IKEv1 (Openswan)

Warrior (b.example.net)

conn test
left=198.51.100.1
right=%defaultroute

ikev2=no
auto=route
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IPv4 NAT-Traversal

@ Pripojovani na IPsec branu pres IPv4 maskaradu
@ Zapouzdrfeni ESP do UDP
@ Navazovani spojeni ,zevniti*
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Openswan 2.6.33-1.fc15.x86_64

@ Nefunguje IKEv2
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IPv4 NAT-Traversal (Openswan)

a.example.com, b.example.net: /etc/ipsec.conf

config setup

nat_traversal=yes

a.example.com, b.example.net: /etc/ipsec.d/test.conf

conn test

ikev2=no
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IPsec tunely a VPN
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Tunelova varianta ESP

@ Zapouzdreni:
IPv4/IPv6—ESP—IPv4/IPv6—-ICMP/UDP/TCP

@ Prvni hlaviCka prozrazuje adresy obou koncl tunelu
@ Vnitfni adresy a porty jsou chranény ESP
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Tunelova varianta (Openswan)

a.example.com, b.example.net

conn test
connaddrfamily=ipvé # pouze pro IPv6
type=tunnel

1left=2001:db8:0:0::a
leftsubnet=2001:db8:a:a::/64

right=2001:db8: :b
rightsubnet=2001:db8:b:b::/64
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Hybridni IPv4/IPv6 tunel

@ IPv6 kanal: IPv6—ESP—IPv4/IPv6—-ICMP/UDP/TCP
@ IPv4 kanal: IPv4—ESP—IPv4/IPv6—-ICMP/UDP/TCP
@ Nezavislost vnitfniho a vnéjsiho protokolu

@ Technicky proveditelné a uzite¢né

@ Specialni pfipad pro 6in4 fesi RFC 4891

@ Nevim o Zadné implementaci
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Kam dal...




Konfigurace adres

U IPv6 neni nutna

L2TP over IPsec (RFC 3193)

IKEv1 + Mode CFG (Cisco)

IKEv2 konfigurace adres (RFC 5996)
DHCPv4 over IPsec (RFC 3456)

Pavel Simerda pavlix et IPsec na Linuxu



@ PSK (sdilena hesla)

@ IKEv2 EAP (RFC 5996, RFC 5998)

@ XAUTH (Cisco)

@ PKI a certifikacni autority (RFC 5280, RFC 4945)
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