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OS Android

Najrozsirenejsi mobilny OS - pocet pouzivatelov a zariadeni.
Upravena Linuxova architektira.

Otvorena platforma - dobry ciel réznych infekcii.

Obsahuje viacero bezpeénostnych mechanizmov.
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Bezpecnostna architektira OS Android

User data protection

Application signing
model

User options in data security Kernel Services
Permission management
Separation of system and
application files
VPN Memory management
Device administration Cryprographic libraries
Filesystem encryption System partition Google play ]
Access control SELinux DRM systems
Application management and
assigning of system resources
Application sandbox Initial control on GP
additional controls after

/

reported incident

Per

/

All data and system resources

Secure IPC

Resources given to app |

Data owned by appllmtinns|
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Android permission model

@ Zaklad bezpeénosti Androidu.

o Specificky pre platformu.

@ Suvisi s aplikacnym sandboxom -> limituje pristup k
systémovym zdrojom.

@ Zneuzitie resp. chyby v prideleni mézu viest k réznym atokom.

@ Povolenia (permissions) s Specifikované v
AndroidManifest.xml.
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Android permission model 2

Level 3
Signature or System
- restricted for system applications
D an ge rous. - restricted for OS and device manufacturers

Signature. ¥[

Signature-or-system. Level 2

Signature

Normal.

- anly for applications from one develop:

T| me-Of- use. (bound to one certificate)

- during the attack their usability is restricted

Install-time. only to X w/lm whis

Level 1
Dangerous
- must be approved by user during installation
- in the case of attack may cause leak of
sensitive data

Level 0
Normal
- asslgned to application automatically
- they present only minimal risk
- in the case of attack their usability is
limited only to attacked application
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Vyvoj permission modelu

Upravuje sa pri vyvoji novych verzii OS.

Reprezentované tzv. API levels.

Prvy API level (3) - 103, v stcasnosti (18) vyse 160.
Vacsinou sa pridavali kvéli novym HW moznostiam zariadeni.

Chyba im v3ak vacsia granularita, napr. CAMERA.

Pre bezného pouzivatela st prilis komplikované na
porozumenie.
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Plan atoku - Co sa stane ak povolenie neexistuje?

Majme jednoduchii appku s databazou - napr. messenger.
Mala - ulozena v internej pamati - nedostupna.

Na pristup k stborom na paméatovej karte netreba ziadne
povoleniel!ll

Jasne v rozpore s politikou aplikaénej separacie. . .

Appky demonstrujiice tato zranitelnost.
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Customizovany e-mailovy klient

Najjednoduchsi spdsob prenosu ukradnutych dat.
Java Mail Library.
Plne manazovatelny.

Pripoji sa na [ubovolny SMTP server.

Obmedzeny len velkostou prilohy.
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File manager

@ Poskytuje legitimnu funkcionalitu.
@ Po kliknuti na stubor ho na pozadi odosle.
e Vyzaduje INTERNET povolenie.

@ Méze byt vyzadované na update reklamnych bannerov.
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Poskytuje legitimnu funkcionalitu.
E-mail, SMS, G-Talk, FaceBook, Jabber.

Vyzaduje povolenia na pristup k Internetu, manipulaciu s SMS
spravami Citanie zoznamu kontaktov.

Spravy sa ukladaju do databazy.

Po dosiahnuti limitu na spravy -> sibory st odoslané
atocnikovi.
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Komunikator 2

(a) SMS (b) G-Talk (c) FaceBook

Martin Gazdik, Juraj Varga Exploiting missing permission in Android



Testy a vysledky

@ Testované 7 free antivirovymi appkami.

@ Eset, AVG, avast!, McAfee, TrendMicro, Norton, Lookout.

o Nainstalované na zariadenie, nechané chvilu v kl'ude,
vykonavanie zaskodnickej cinnosti.

@ Quick scan a deep scan - CyanogenMod.

@ Ani jedna z nasich appiek nebola zachytena.
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Protiopatrenia

Dalsia appka, bez potreby povoleni.
Skenuje aplikacie vyzadujice INTERNET povolenie.

°
°

@ Monitoruje datovy tok vybranych appiek.

o Upozorni pouzivatela, ze nieco nekalé sa deje.
°

Necha pouzivatela rozhodnut.
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Protiopatrenia 2

Vel mi jednoducha metéda detekcie.
Niektoré aplikacie by nemali vébec uploadovat data.
Napr. file manager - treba rychlo odinstalovat.

Iné zasa na spravne fungovanie uploadovat data musia.

Napr. komunikator - je to na pouzivatelovi.

Uninstall
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Zaver & Plany do buducnosti

@ Chybajtce povolenie by malo byt pridané v novej verzii OS. ..

@ Chybajuce povolenie mdze kompromitovat pouzivatelské data.

@ Velmi jednoduchy atok, ale méze spdsobit vela skody.

@ Velmi jednoducha, a miestami aj velmi 4¢inna metéda
detekcie.

@ Plna automatizacia - uciaci proces.
@ Nechavat rozhodnat pouzivatela nie je vzdy dobry napad :-)

@ Mbze byt zahrnuta do aktualnych antivirovych appiek.
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Dakujem za pozornost!
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